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AHHOTALIMSA

B nmaHHOM pYKOBOJACTBE TIPHUBEACHBI CBENEHUS, HEOOXOIMMBIC Ui YCTAHOBKH H
OKCIUTyaTallid KOMITIOHEHTa TIOJbh30BATENbCKOTO BeO-mHTEpdeiica aias aaMUHHCTPATOPOB

«Jatoba data safe» (manee mo Tekcty — kommoHeHT wiu JDS).

@ His CYB]] «Jatoba» Bepcuu siapa 4 ucmonb3yercs: Bepcus KoMnoneHTa — 2.8.
Hns CYB]] «Jatoba» Bepcuu sipa 5 ucmonb3yeTcst Bepcus KOMIIOHeHTa — 2.8

Hns CYB/] «Jatoba» Bepcum siapa 6 ucmonb3yeTcst Bepcus KOMIIOHeHTa — 2.8

o Baxknas ungopmanus
Jns ceprudunupoBanHoii Bepcun CYB/] «Jatoba» moanepsxuBaeTcst paboTa TOIBKO

Ha OC, yka3aHHBIX B (JOpMYJISipe HA TIOCTABKY!

CreneHu BaXXHOCTH HpHMe‘{aHHﬁ, NMPUMCHACMBIC B IOKYMCHTC!

o Baxnas undopmanus — ykazanus, TpeOyrouue ocoooro BHUMaHMs

@ JlonosiHUTeIbHAsE HH(pOPMAaNUs — YKa3aHMsI, IO3BOJISIIOIIME YIIPOCTUTH paboTy ¢

U31eIINEM
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1. HASBHAYEHHUE KOMIIOHEHTA

KomMmmoHeHT nmonb30BaTensckoro Bed-unTepdeiica aist ammMmuHucTpaTopoB «Jatoba data safe
npenHasHaueH s agmMuHucTparopoB CYBJl, cnenmamucToB mo 0e30MacHOCTH U ayJUTOPOB

0€30MacHOCTH.

Paznensr 4 Anamms puckoB (UserRisk) m 7.1 Marpuna ngoctyna (Access matrix) MOTYT

HCII0JIB30BATHCA B KAYCCTBC CPCACTBA IJIA:

—  IPOBEACHUSA ONEPATHUBHOIO KOHTPOJSA HA3HAYECHHBIX IPaB M IPUBUICTHU
MOJb30BATENISAM, aJMHHHCTPATOpaM H  JIMIaM, OOECIeYUBAIOMMM  (YHKIHOHUPOBAHHE

WH(OPMAIIMOHHOW CHCTEMBI;
—  paccienoBaHHA WHIUACHTOB 0€30MacHOCTH;

— dbopmupoBaHus arrecTalmoHHON nokymeHtanuu it APM u mpoBenenus ETK, B

YaCTHOCTH I JOKYMCHTA — Pa3pCHIUTCIIbHAA CUCTCMA JOCTYIIA,

—  cepTudUKaNMOHHOW HOKyMeHTanuu CHcTeMbl MEHEIKMEHTa WH(OPMAIMOHHOMN

6e3omacuoctu (nanee — CMUB) (ISO/IEC 27001);

—  TIPOXOKICHHS €XKETOJHOTO ayAuTa Opranom no ceprudukamun mo CMUB.

Paznen 6 «Kumactepsr (Clusters)» mo3BoisieT ympaBisTh NMPEIHACTPOCHHBIM KIACTEPOM
cepeepoB CYBJI. Pasmen mnpencraBmser coOoii rpaduyeckoe OTOOpa)KEHHE YIPaBICHUS

KOMITOHEHTOM «jaDogy.

Paznen 7.2 «Crnucox cob6wituii (Event List)» mpennasnaden s mpocMoTpa COOBITHI
O6e3onmacHOCTH B BbIOpaHHOM wuHCTausiuuu (Target). PaszpaGoran ¢ yderom TpeOoBaHui
['OCT P 59548 — 2022 «3amwura wuHpopmanmu. Perucrpamust coObITHI  0€30HMaCHOCTH.

TpeboBanus Kk perucTpupyemMoit HHPOPMAIUN.

Jlns pyHKIMOHMpOBaHMS pasnena Tpedyercs, uToOsl Ha 1eneBoit CYB/] Ob1 ycTanoBieH
KOMIOHEHT «ja_Logy», obecneunBaromuii nepenavdy coobituii 6e3onacHocTH B ciryxeoHyto CYB/I.
Komnonent «pgAudity mpu 5TOM 00€creyrMBaeT pPaCHIMPEHHYI0 PETUCTPALUI0 COOBITHIA

0€30I1aCHOCTH.

Pazmen 8 «Pasmen IlpomsBomurensHocTh (Performance tuning)» comepkut B cebe

CJIEIYIOIIUE TTOPA3IEIbI:

Ne u3MeHeHUS: HOI{HI/ICB OTB. JIMIIA: ‘ I[aTa BHCCCHHA U3M:
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—  Tlogpasnen 8.1 «Cuumku u oruersl (Snapshots & Reports)» npenHasHaueH uist
co3manusi CHUMKOB coctosHus bJ[ (Snapshots) um momydenuss otueroB. PopmMHpOBaHHE

cTaTu4ecKor WH(GOPMAIMH BBHITIOTHIETCS KOMIOHEHTOM «pg_Profile».

—  Tlogpasmen 8.2 «IIpobnemsr u pemenusi (Problems & Solutions)» npexncrasiser
coOOl HWHTENJIEKTYyalbHbIiI WHCTPYMEHT, KOTOPBIA IO3BOJIAET ONPENCNSITh pPSAJ IpoOseMm,

cymectBytouux B ueiaeoit CYB/I.

—  Tlogpasznmen 8.3 «AHanu3 3ampocoBy NpeIHA3HA4YeH JUIsl BHU3yalW3alluM IUIaHa

3ampoca cpeactBamu Pg-explain;

— [Mogpaznen 8.4 «AxruBHocTh BJl» mpeaHazHaueH jisi MOHUTOPHUHIAa aKTUBHOCTU

CYB/;

— [Mogpazgen 8.5 «Iloakmouenus: JDS» npennazHaueH A 0ToOpaxKeHus KOJIUYECTBO

MOJKIIFOYEHNU K KOMITIOHEHTY.

Paznmen 8.4.5 «LDAP cunxponmsamus (LDAP Sync)» mpennasHadeHn miis rpaduyeckoro
OTOOpa)XeHUsSI OIepaluil MO0 CHHXPOHM3AUMU YYETHBIX 3alKceil co Ciayk0aMu KaTaloroB M
yueTHbIX 3amuced ueneBod CYBJ[. i BBINOJHEHUS CUHXPOHM3ALMU Tpedyercsi, 4TOObI

pacimpeHue 0buI0 ycTaHoBJIeHO Ha ueneBoil CYB/I.
Paznmen 10 «YBemomnienus» (Notifications)» npeaHa3sHaueH Jyis:
—  HACTPOWKH CEpBHCOB OTHpaBKu coodimenuii (Zulip) u mucem (Email);
—  HAaCTPOWKH MEPUOJUYHOCTH OTIPABKU COOOIIEHUN U MTUCEM;
—  ($OopMHPOBAHHIO MOAMKUCOK Ha COOBITHS 0€30MacHOCTH nosib3oBarenei JDS;
—  OTHOPABKU COOOIIECHUI U TUCEM;

—  OTHOPaBKU MHCEM C BJIOXKEHUAMH mojib3oBaTeneit JDS moanmucaHHbIM Ha COOBITHS

0€301acHOCTH.
Paznmen 11 «Jlanamadt» npennaznayen ans ynpasienus CYB/I.
Paznen 11.3.5 «Ponu B/» npeana3znauen ang agMuauctpupoBanus posien ueneBoit CYB/I.
Paznen 13 npennasHaveH ass ynpaBieHUS:

—  [apoJIbHBIMM NOJIUTHKaMU Ha nenesoid CYB/L;

Ne u3MeHeHUS: HOI{HI/ICB OTB. JIMIIA: ‘ I[aTa BHCCCHHA U3M:
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—  OnokupoBaHHEM/pa30I0KUPOBAHUEM POJICH.
Paznen 14 npeanasnadeH A ypaBlIeHUS! Pe3€PBHBIMU KOTIHSIMH

1.1. CTpykTypa 10KyMEHTAIlUU KOMIIOHEHTA

JIokyMeHTalusi KOMIIOHEHTA UMEET PACIIPENICICHHYIO CTPYKTYPY.
YcTaHoBKa KOMIIOHEHTA OINKCAaHa B IOKyMEHTE « PyKOBOJICTBE IO yCTaHOBKE.

[ToaroroBka xoctoB u pa3BepteiBanue CYB]] «Jatobay, nactpoiika SSH u SSL coennnennii

OIMCaHa B IOKyMeHTe «PyKkoBOACTBO 110 0€3011aCHOCTH.

q)yHKHI/IOHaJIBHBIC BO3MOXHOCTH KOMIIOHCHTA pPAa3AcjioOB KOMIIOHCHTA OIIMCAHBI B

HaCTOAIICM JOKYMCHTC.

1.2. DyHKIIMOHATBHBI BO3MOKHOCTH
KommnoneHT II0JIb30BATEIILCKOTO BeO-unTepdeiica oOnanaer CJIEYIOIIUMU

(YHKIIMOHAIBHBIMUA BO3MOKHOCTSIMHU:
—  IIPOCMOTP COOBITUI O€30I1aCHOCTH;
—  ynpasienue kinactepoM CYB/;
—  (¢opMHpOBaHNE MaTPHIIbI IPUBUIIETHI MOJIb30BATENEH;
—  (¢opMHpOBaHHE MATPHIIBI CHCTEMHBIX IPUBUIICTHIA MTOJIb30BaTENEH;
—  ¢opmupoBanue otuetoB 0 CYB/I;
—  CHHXPOHH3aLMs YYETHBIX 3aIMCEH MOJIb30BATEIEH;
—  ynpasiieHue poasimu B nenesoit CYB/I;
—  yIOpaBJIEHHE NAPOJbHBIMU MOJIUTHKaMU B 1ieneBoid CYB/I.

Knuentckoe npuinoxeHre BBIIOJHEHO B (popMe BEO-NIPHIIOKEHUST U paboTaeT Mo KIMEHT-

CEpBEPHOI TEXHOJIOIMH. BO3MOKHA KIIMEHT-CEpBEPHAs U JIOKaJIbHAsl yCTAHOBKA.

[Ipu KIMEHT-cepBEpHON YyCTaHOBKE KOMIIOHEHT Oyaer wucnonb3oBath CYBJ[ kak

ciyxebnyto co ciyxxkeoHoit bJl, a ocraneapie CYB]] 6yayT ans Hero B kadectBe meneBbix CYB/I.

Cxema pabOTBl KOMIIOHEHTa IIpHM KIMEHT-CEPBEPHOM BapHaHTE NPEJCTaBICHA Ha

pucynke 1.1.

Ne u3MeHeHUS: HOI{HI/ICB OTB. JIMIIA: ‘ I[aTa BHCCCHHA U3M:
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Pucynox 1.1 — Cxema paboThl KOMIIOHEHTA IIPU KIIMEHT-CEPBEPHOM BapHAHTE

IIpu nokanbHOM ycTaHOBKE Ha cepepe CYB/I cTaHeT 11 KOMIOHEHTa OCHOBHOM.

B kaxmom w3 BapmaHTOB HCIONB30BaHUsI KommoHeHT JDS ucnonsiyer ciyxebnyo BJ[
«jdsdby.

Cxema paboThl KOMIIOHEHTA IIPH JIOKAJIbHOW YCTaHOBKE IIPE/ICTaBIeHAa Ha pUCYHKe 1.2.
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Pucynok 1.2 — Cxema pabOThl KOMIIOHEHTa NP JIOKATHHON YCTaHOBKE
@OyHKIMOHATBHAS BO3MOXXHOCTH MO cOOpy cOOBITHH 0€30MacHOCTH C KOMIIOHEHTOM
«ja_Log» u mpocmoTtpy B paznmene JDS «Event List» moapazymeBaeT XxpaHeHHE UX B CIIy)KeOHOU
Bl «ja log». B xmment-cepBepHOil ycTaHOBKEe BhIOMpaeTcsi MeHee HarpykeHHas CYBJl c
JIOCTaTOYHBIM Pa3MEPOM JUMCKOBOIO IpocTpaHcTBa. [lpu JI0KanbHOM YCTaHOBKE [10JDKHA
YUYUTBIBAThCA AONOIHUTENbHAA Harpy3ka Ha CYBJl pu cOope coObiThii 6€30MacHOCTH U pa3Mep

CBOOOIHOTO JJMCKOBOTO MTPOCTPAHCTBA.

o Ucnonr3oBanue kommonenta JDS B oKaabHOM yCTaHOBKE JIOMYCTUMO, HO HE
SIBJISIETCS KEJTATEIBHOM.
PekoMeHyeTcs MCIOIb30BaTh PACIPEEIIEHHYIO CTPYKTYpPa, KOIla Y KOMIIOHEHTa
JDS ectb cBos cinyxebOHass CYBJl «Jatobay, T.e. KTueHT-CepBEpHBIN BapUaHT, KaK

OIIMCAaHO BBIIIC.

1.3. TpeGoBanus K cpene GyHKIMOHHMPOBAHUS

Komnonent JDS B cocraBe CYB/] «Jatoba» mocraBisieTcst B cOCTaBe CepTHPHUIUPOBAHHOM

Y KOMMEPYECKOU BEPCUM.

CeptudunupoBannas Bepcus CYBJ[ «Jatoba» MoxeT HCIONB30BaTBCS B 3HAYMMBIX
00BEKTaxX KPUTHUECKOW MH(DOPMALIMOHHON MHPPACTPYKTYphl 1 KaTeropuu, B rocyAapCTBEHHBIX
WHPOPMAIIMOHHBIX CHCTeMax | Kiacca 3al[UIIeHHOCTH, B aBTOMATH3HPOBAHHBIX CHCTEMax

yYiupaBJICHHUA ITPOU3BOJACTBCHHBIMHA U TCXHOJIOTUYCCKUMHU ITPOLICCCaMU 1 xnacca 3allIUIIICHHOCTH, B

‘ Ne u3MeHeHUS: HOZ[HI/ICI: OTB. JI4Ia: ‘ I[aTa BHCCCHHA U3M:
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I/IH(l)OpMaHI/IOHHBIX CUCTCMAX MCPCOHAIbHBIX TAHHBIX ITPU HGO6XOI[I/IMOCTI/I oOecneuenus 1 YPOBHA
3aIMUIICHHOCTH ICPCOHAJIBHBIX NAHHBIX, B I/IH(l)OpMaHI/IOHHBIX CUCTEMax O6H_ICFO noabs3oBanus 11

KJ1acca, i1l KOTOPBIX J0JKHA UCTIONIb30BaThes ceprudummpoBanHas OC.

Komnonent JDS ¢pynkumonupyet nop ynpasieHuem OC, ykazaHHbIX B Tabnuue 1.1.

Tabnuua 1.1 — IlogaepkuBaemble OnepalluOHHbIE CUCTEMbI

No Hanvenopanne OC CepBepnas | Kimenrckasi | Docker Ceprugurar OCTIK
4acTh 4acTh (ver.) Ne cepr. Hara
BbIIA4H

1 | Windows 10 — — —

2 | Windows 11 — _ _

3 | Windows Server 2016 — — —

4 | Windows Server 2019 — — —

5 | Windows Server 2022 — — —
Astra Linux 1.7 Special

6 | Edition Chioerog (x86-64) 20.10.2 2557 | 30.01.2012

7 | Astra Linux 1.8 (x86-64) — — —

] Astra Linux 2.12 Common o o o
Edition Open (x86-64)

9 | Debian 10 24.0.2 — —

10 | Debian 11 24.0.2 — —

11 | Debian 12 24.0.2 — —

12 | Anet 8 CIIT 20.10.11 3866 10.08.2018

13 | Anst 10 CII 20.10.11 3866 10.08.2018

14 | Anet 9.1 Server

15 | Anet 10 Server 23.0.1 — —
16 | Ubuntu 20.04 24.0.2 — —
17 | Ubuntu 22.04 24.0.2 — —
18 | Ubuntu 24.04 24.0.2 — —
19 | OCHOBA2 25.05 4381 31.03.2021
20 | PEJI OC 7.3 Mypom 20.10.1 4060 12.01.2019
21 | PEJ OC 8 — — —
22 | POCA 79 — — —
23 | POCA 124 — — —

24 | RedHat Enterprise Linux 8
25 | Oracle Linux 8.4

ittt il il it ittt ial el B o T o I B I e Rl e R s
ittt il il it ittt il el B o T o I I I e el e R s

Komnonent JDS CYB/] «Jatoba» ycranaBnmuBaercss Ha 9BM ¢ nmponeccopamu, UMEIOITIMH
apxutektypy x86, x86-64 u AMDO64, yaoBIETBOPSIOUIME CIEAYIOIIUMM  amnnapaTHBIM

TpeOOBaHUAM, YKa3aHHbIM B Tabnuue 1.2.
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Tabmuua 1.2 — Anmapatasie TpeboBanus Kk 9BM, Ha KOTOPBIX QYyKIIMOHUPYIOT KIIMEHTCKAs
u cepsepHas yactu CYB/]

ITapamerp XapakTepucTuka CepruduunpoBannas
oC
TpeOoBanus k annmapaTtHomy odecnieyeHuro cepsepa JDS
o3y He menee 2 I'0
CB00OOIHEBIN 00beM | MuruManbHb 006eM 0T 40 I'0
JKECTKOI'0 JIHCKa Pexomenayemsiii 06bem ot 100 I'6

YcrporicTBa BUIEO BbIBOJA | MOHUTOD " BUE0aIanTep C
noanepxkkod VGA u pazpernieHueM
800x600 unu BoIILIE

Tun mporeccopa u | 64-paspsanbiil npoueccop Intel wnm
MHUHUMAaJILHAA taktoBasa | AMD 3 I'T'1t unu Oounbiire
4acToTa mpoleccopa

MuHuMalIbHOE KOJUYECTBO | 4
sanep
YcerpoiicTBa BBoa-BeiBosia | CTaHAapTHbBIE 105-xnaBunIHas

KJIaBHATypa U MaHUITYJIATOP «MBIIIb)
c USB, nmu6o PS/2 unrtepdeiicamu
Ananrtep Ethernet 100 Mbwut/c

TpebdoBanus k mporpaMmMHoMy olecnieyeHuI0 cepsepa JDS

[TopnepxuBaemble e win-x86; _
1aTHOpPMBI o win-x64; _
¢ linux-x64 X
CYB/J 3aluIeHHas CUCTEMa YIPaBJICHUS
0a3amu TaHHBIX «Jatobay
Be0-cepsep IIS 10 —
nginx X
KommnoneHTsI ASP.NET Core 6.0 Runtime (v6.0.1)
— Windows Hosting Bundle Installer o
Internet 6Gpaysep e Google Chrome;

e Sunekc.bpaysep;

e Chromium,;

e Opera;

PR PR R K R

e Mozilla Firefox;
e Microsoft Edge —

Ne u3MeHeHUS: HOZ{HI/ICL OTB. JIMIIA: ‘ I[aTa BHCCCHHA U3M:
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o [Ipu wucnonp3oBaHUM (PYHKIMOHATBLHON BO3MOXKHOCTH 10 LEHTPAIMU30BAaHHOMY

coopy cobOpiTuii Oe3omacHoctu ¢ 1eneBbix CYBJl B ciyxeOnyro CYB/[ JDS

PEKOMCHAYCTCA MCIIOJIB30BATh AOIMOJHUTCIIBHOC JUCKOBOC IIPOCTPAHCTBO.

1.4. KomnoHeHTHI, HcTIOb3yeMble 1J1s1 padorsl JDS

Koppekrnast pabora xomnoneHta JDS rapaHTupyercs ¢ KOMIIOHEHTaMH, BXOJSAIIMMHU B

noctaBky M3nenus, u Bepcun KOTOPBIX HE HIKE MPUBEACHHBIX Tabnuue 1.3.

Tabnuua 1.3 — Bepcuu koMoHeHT coBMecTUMBIX ¢ JDS

Paszpennt JDS Hcnosb3yemblie KOMIIOHEHTBI Bepeus
A/1pa/KOMIIOHEHTA
node exporter 1.7.0
postgres exporter 0.15.0
MoHHUTOPHUHT sql exporter 0.13.0
Prometheus 2.49
alertmanager 0.27
Amnanu3 puckoB (User Risk) — —
Krnacrepst (Clusters) ja Dog 3.2
AYIUT M OTYETHOCTh
Eiosf)HTI/I}I 6e3omacuocTu (Event ja Log 11.0
Martpuma nocryna (Access Matrix) — X
IIpou3BOAUTENBHOCTD
CHHUMKHU U OTYETHI
(Snapshots & Reports) pg_Profile 4.2
[IpoGnemsl u pemeHus o X
(Problems & Solutions)
pg-explain 1.5.9
pg-explain-db 1.5.15
AHanu3 3arnpocoB pg-monitor 1.5.6
pg-monitor-collector 1.5.6
pg-monitor-dispatcher 1.5.6
AxtuBHOCTE BJ] — X
[Moaxrouerns JDS — X
ja_Sync Ldap 1.2.0
LDAP cunxpoHuzauus DV 150
(LDAP Sync) :
securityprofile 2.0
Jlangmagr — X
securityprofile 2.0
Poma B/l IDV 1.5.0
‘ Ne u3MeHeHus: HOZ{HI/ICB OTB. JHILIa: ‘ I[aTa BHCCCHHSA U3M:
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Pa3peast JDS Hcnonb3yeMmble KOMIIOHEHTbI Bepens
siIpa/KOMIIOHEHTA
Yeegomnenus (Notifications) ja Log 1.1
[TaposibHBIE TOTUTHUKU securityprofile 2.0
ja_CSum 1.0.19
PezepBHOE KOMUpOBaHUE pg ProBackup 2.5.15

Comnocrasiienne pasznenoB JDS u kommonenToB neneBoit CYBJI, obecneunBarommx wux

(GyHKIMOHUPOBAHUE, MTPEICTABICHO HA pUCYHKE 1.3.

ae
: MOHUTOPUHT — —
JDS el P E : 9 Prometheus _ node._exporter
.' AHanus puckos : : - postgres_exporter
III - sql_exporter

‘ e . - alertmanager
= Knactepbl 0— —_ = > ja_Dog 9

m AyAnT U OTYETHOCTb
CnuncoK cobbiTuin —— ja_Log

MaTpuua poctyna

:Jatoba a MpousBoauUTENbHOCTb ':jatODa
CHMMKM 1 oTyeTbl F — > % pg_profile
= Mpo6nembl U peleHUs =
T AHanus 3anpocos F - pg-explain T

AKTUBHOCTb B[],

MopkntoyeHus IDS

LDAP CUHXpOHU3auua H — > ja_LDAP_Sync

YBegomMmneHus
PRe EG}E ja_CSum

securityprofile

‘E Ponu B,
A
®

MaponbHble MOMUTUKU 18

Pucynoxk 1.3 — KommionenTs nieneBoit CYBJI, Tpebyemsbie st paboTsl pazaenos JDS
1.5. Paznennt JDS coBmectumbie ¢ CYB/I PostgreSQL

@ JIaHHBIA ITyHKT HE COJEPKUT B ceOe KOHKPETHBIX WHCTPYKIHUI 1O pa3BepTHIBAHUIO

CTOPOHHUX KOMIIOHEHT COBMECTUMBIX ¢ JDS

OyHKIMOHATHHBIE BO3MOXKHOCTH «Jatoba data safe» mo3BosSOT IPOBOIUTH MOHUTOPHHT H

anmuuuctpupoBanue nactausinuu CYB/l mox ynpasieanem GNU/Linux:
—  CVYB/J, «Jatobay;

—  CVYBJ PostgreSQL.

Ne u3MeHeHUS: ‘ HOZ[HI/ICI: OTB. JI4Ia: ‘ I[aTa BHCCCHHA U3M:
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B xauectBe ciyxxebnoit CYB/] kommoneHT «Jatoba data safe» moxeT ucmonp30Bath 100y10
u3 BeienepeuncineHubix CYBJl. Jlns ycTaHOBKHM JOMKEH HCIOJIb30BATHCS WHCTAIIISIUOHHBIN
ckpunt install.sh, kak onucano B nokymente «PykoBoacTBO 1o yctaHOBKe». CKpunT 0OHApYKUT

noaxoasauryo CYB/I, co3nact ciyxebnyto b/ u nons3oBarens.

Hoctynnocts pazaenoB JDS mpu monutopunre CYBJ] PostgreSQL u ucnonb3yembie

KOMIIOHEHTBI IpUBEACHBI B Tabiuue 1.4.

Ne u3MeHeHUS: HO)_'[HI/ICI: OTB. JI4Ia: ‘ I[aTa BHCCCHHA U3M:
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Tabmuna 1.4 — Joctynusie pa3aenst JDS npu monutopunre CYB/] PostgreSQL u ncnosnb3yemble IpU 3TOM KOMIIOHEHTBI

HoctynHoct pasiena Hcnoab3yeMble KOMIOHEHTDI Hcnoab3yeMble KOMIOHEHTDI
Pazneant JDS Np¥ MOHMTOPUHTIE (JDS 2.8) PostgreSOL Jatoba
PostgreSQL
node exporter jatoba6-node-exporter
postgres exporter jatobab-postgres-exporter
MonuTopuHr X X sql exporter jatoba6-sql-exporter
prometheus jatoba6-prometheus
alertmanager jatoba6-alertmanager
Amnamm3 puckoB (User Risk) X X He tpeGyet ycranoBKM KOMIIOHEHT | He TpeOyeT ycTaHOBKM KOMIIOHEHT
Knactepsr (Clusters) — X — He npumenum jatoba6-jadog
AYAUT U OTYETHOCTH
?;\iifiﬁs?; SOMACHOCTH — X — He npumenum jatoba6-ja-log
?i?ci I/Slgi/ﬁgrc;};na X X He tpebyet ycraHoBKM KOMIIOHEHT | He TpeOyeT yCTaHOBKM KOMIIOHEHT
IIpou3BOANTENIbLHOCTH
(CS};I;?;?O?SO;[I&ZEO tts) X X pg_Profile He npumenum jatoba6-pg-profile
{II’I; ggii\::lgl: ggﬁz?;:) X X He tpebyet ycranHoBKM KOMIIOHEHT | He TpeOyeT yCTaHOBKM KOMIIOHEHT
auto_explain auto_explain,
pgaudit He npumenum jatoba6-pgaudit
pg-repack He npumenum jatoba6-pg-repack
AHann3 3anpocos X X pg-expla%n He npumennm pg-expla%n
pg-explain-db He npumennm pg-explain-db
pg-monitor He npumenuM pg-monitor
pg-monitor-collector He npumenum pg-monitor-collector
pg-monitor-dispatcher He npumennm pg-monitor-dispatcher
AxtuBHOCTH BJ] X X He tpeOyet yctanoBku komnoHeHT | He TpebyeT ycTaHOBKM KOMITIOHEHT
[Toaxmouenus JDS X X He tpeOyet yctanoBku komMnoHeHT | He TpeOyeT ycTaHOBKH KOMIIOHEHT
LDAP cunxponuzanus — X — He npumenum jatoba6-ja-sync-ldap

Ne u3mMeHeHus:

HOZ{HI/ICL OTB. JIMIIA:

‘ JlaTa BHECEHUS U3M:
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Paszgeant JDS

JocTynmHocTh pa3jeia
Np¥ MOHMTOPUHTIE

(JDS 2.8)

I/Ic110.111,3yeM1,1e KOMIIOHCHTBI

I/Ic110.111,3yeM1,1e KOMIIOHCHTBI

PostgreSQL PostgreSQL Jatoba
(LDAP Sync)
Ponu B/ X X He tpeOyer yctanoBku komnoHeHT | He TpebyeT ycTaHOBKM KOMITIOHEHT
Yeenomienus (Notifications) — X — HabGop KOMIOHEHTOB HE MPUMEHUM
[TaposibHBIE TOTUTUKU — X — He npumenum jatoba6-securityprofile

IIpumeuanue:

X — 3Hak 0003HaYaET NOCTYMHOCTD pa3jen komnoHeHta JDS.

— — 3Hak 0003HaYaeT HEJAOCTYIMHOCTH pa3fena komnonenta JDS unu orcyrcTBue nakera (kommoHeHTa) st CYBJ] PostgreSQL.

Ne u3mMeHeHus:

HOZ{HI/ICB OTB. JIMIIA:

‘ JlaTa BHECEHUS U3M:
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[TakeTsl KOMIIOHEHTOB MOTYT OBITh MCIIOJIb30BaHbI, Kak u3 penosuropus CYBJ «Jatobay,
TaK ¥ U3 PETMO3UTOPHS CTOPOHHUX pa3paboTunkoB. Mcnonb3oBanue penosuropus CYB/] «Jatobay

MOJHOCTBIO HC TPCACTABIIACTCA BO3MOKHBIM, T.K. KOMIIOHCHTLIL pa3pa6aTBIBaJII/ICB ClrICuajabHO AJIA

HEC.
HOCTYHHOCTB pas3aciioB, NpUBCACHHBIX B Ta6JII/IHC 14, CXCMAaTU1YHO OTPAKCHA HAa PUCYHKC
1.4.
us .
JDS . =8 MoHuTOpUHF ; 9 Prometheus _ node_exporter
| AHaNN3 DUCKOB v i - postgres_exporter
! ‘M P - - sql_exporter
f = Knacrepbi 0 - alertmanager
: m AyOuT N OTYETHOCTD
Jatoba ] Cnu1coK co6bIThi a
‘ MaTtpuua gocTtyna
= a MpounsesoamnTenbHOCTb 5
P CHUMKM 1 OoTYeTbI — — % pg_profile
Mpo6nembl U pelueHus ‘
AHanus 3anpocos ‘ — — > pg-explain
AKTUBHOCTb B[, ‘
MoakntoueHus IDS
PostgreSQOL
LDAP CUHXpOHM3aUUdA O g Q
®—
&= PonuB[
‘ YBepomneHums O
@ MaponbHble MOMUTUKMU O

Pucynok 1.4 — Ilepeuens paznenos JDS, nocrynueix ains padotsl ¢ CYBJ[ PostgreSQL
Paznensl «AHanu3 puckoB», «Martpuna gocryna», «AKTUBHOCTb BJl», «lloaxmtouenus
JIDS» u «Pomm B/l» mcmonmb3ytor SQL-3ampocsl k B/l m mostomy He TpeOyrOT yCTaHOBKH

JOIIOJTHUTCIIbHBIX KOMIIOHCHT.

Kak Owputo ckazaHo BeImie, s pazaena «MOHHTOPHUHT» MOTYT HCIOJIb30BaThCS
KOMIOHEHTHl Kak wu3 penosutropus CYBJ[ «Jatobay, Tak um W3 pemo3uTopusi CTOPOHHHUX
pa3paboTunkoB. DYHKIIMOHAILHBIE BO3MOXKHOCTH pa3zelia ONMUCaHbl B pasjesiec 4 HACTOSIIETO
JOKYMEHTa. YCTaHOBKAa M HACTpOMKAa KOMIIOHEHT ONMCaHa B JOKyMeHTe «PyKoOBOICTBO 1O

Hactpoiike. Yacts 28. Ilonnepxka monutopunra CYB/».

Paznen « Ananm3 3ampocoB» OyAeT JOCTYIEH MPHU UCIIOIH30BAHUU KOMIIOHEHT CTOPOHHUX

pa3paboTYHKOB.

‘ Ne u3MeHeHUS: ‘ HOZ[HI/ICB OTB. JI4Ia: ‘ I[aTa BHCCCHHA U3M:
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2. VCTAHOBKA U HACTPOMKA

VYcranoBka kommoHeHTa «Jatoba Data Safe» mnomHOCTRIO oOmmcana B JOKyMEHTE
«3aluIIeHHas cucTeMa yrpaBieHus: 0a3aMu JaHHBIX «Jatobay. PykoBomcTBO mo ycTaHOBKe» B

OJJTHOMMEHHOM pa3Jielie.
YcTaHOBKa KOMIIOHEHTA MPOUCXOIUT B JIBA 3Tara:
1) co3manue ciayxebHor b/ na 6aze CYB/] (b]l) «Jatobay;

2) ycTaHoBKa KoMnoHeHTa JDS (cM. JOKyMeHT «PyKOBOJICTBE 11O YCTAaHOBKE» ).

0 CYB/] «Jatoba» momxHa OBITH yCTaHOBIJIEHA B IIEPBYIO OYEPEIb.
Jliis cimysxe6Hoi BJ] JDS 06s13arensHO 10JDKEH OBITh YCTAHOBIICH apaMeTp:

standard conforming strings=on

HapaMeTp YCTAaHABJIMBACTCSA aBTOMATHYCCKU ITPHU YCTAHOBKE.

CnyxebHas BJ] Oynmer XxpaHuTh CIHMCOK Iienield (target), yd9eTHBIE 3allMCH IOJIb30BaTEIICH,

TEXHUYECKUX yUETHBIX 3alicell U 00ecTeunBaTh MEPhI OE30MTaCHOCTH.
YcranoBka u HacTpoiika cinyxkebnorr CYB/] onucana B JoOKyMeHTax:

° «3amuIneHHas cucTeMa yrpaBieHus 0a3amu JaHHBIX «Jatobay». PykoBoncTBO 110

ycTaHoBke. 643.72410666.00067-07 95 01»;

° «3amuIneHHas cucTeMa yhpaBiieHHus 0OazamMu JaHHBIX «Jatoba». PykoBomucTBO

aaMuHHCcTpaTopa. 643.72410666.00067-07 97 01».
B kauectBe MeTona ayTeHTU(DHUKAIINH TOJKEH UCTIOIB30BAThCSI METOT «passwordy.

2.1. IlepBoHayajibHasi HACTPOliKa
2.1.1. PoaeBasi moaesb B3aumopaeiicreusi JDS u nesieBoit CYBJ]
PeanuzoBana ABYXKOMIIOHEHTHAas poJieBass MOAENb. [IepBbIM KOMIOHEHTOM BBICTYHAET

npenonpeeneHHas poyesas Mmoaenb JDS, B KOTOpyro BKIIIOUEHA AOCTYIHOCTh Pa3/elioB.
[Ipenycmotpens! pomnu:
—  Admin (Agmusauctpatop CYBJI);
—  Security (Aamunuctpatop UB);

—  Auditor (AymuTop);

Ne u3MeHeHUS: ‘ HOI{HI/ICB OTB. JIMIIA: ‘ I[aTa BHCCCHHA U3M:
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Matpuia 10CTyIIHOCTH pa3/JIesioB MpeacTaBiieHa B Taduuue 2.1.

Tabnuna 2.1 — MaTpuua 10CTYyIIHOCTH pa3/iesioB

Paszgeast JDS

Poau B JDS

Bepcuu JDS

Hoapa3nen JDS

Admin

Security

Auditor

DB developer

2.8

Monutopunr (Monitoring)

X

X

X

Ananu3 puckoB (User Risk)

X

X

Kaacrepsi
(Clusters)

Jadog clusters

X)X

Ayaut u oT4eTHOCTH (Auditing &
Reporting)

Criucoxk coOwrtrii (Event List)

i

Martpuua gocryna (Access
Matrix)

i

IIpou3sBoANTEILHOCTH
(Performance tuning)

CHUMKH ¥ OTYETHI
(Snapshots & Reports)

[Tpo6nemsbl U pereHust
(Problems & Solutions)

AHanu3 3ampocoB
(Query analysis)

AxtuHOCTb B/]
(DB Activity)

[Moaxmouenus JDS
(JDS connections)

i

LDAP cunxponusanus (LDAP
Sync)

YBenomienns (Notifications)

Posaiu B/ (DB roles)

il

«/lanamadr» (Landscape)

IIapoabHBIE MOJIUTHKHU

i

PesepBHOE KONIMpOBaHHE

Hacrpoiikn
(Settings)

enu

ITonp3oBaTenu

Ponu

o I T B T B T el B e e e IR e B I e e

T I T B T B O e B B e e e I e B I e B I I T o B B o T o B B B e

Ne u3mMeHeHus:

HOZ{HI/ICL OTB. JIMIIA:

‘ JlaTa BHECEHUS U3M:
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Paznennt JDS Posm B JDS Bepcun JDS
Hoapa3nen JDS Admin | Security | Auditor | DB developer 2.8
CepBucsl X — — — X
HWcTouHuk naHnHBIX X — — — X
( Monitoring JDS 2.4 )
( Event List JDS 2.0/ 2.4 ) _
( User Risk JDS2.0/2.4 ) C Monitoring DS 2.4 )
( Access Matrix JDS 2.0/ 2.4 ) ( Event List JDS 2.0/ 2.4 )
Auditor C User Risk JDS 2.0/ 2.4 )
i g ( Access Matrix IDS 2.0/ 2.4 )
¢ Monitoring JbS24 ) (_snapshots & Reports  JDS 2.0/ 2.4 )
( Event L.'St IDS2.0/2.4 ) ( Problems & Solutions  IDS 2.0/ 2.4 )
C User Rls.k IDS20/24 ) C Query analysis JDS 2.4 )
( Access Matrix JDS 2.0/ 2.4 ) C DB Activity IDS 2.4 )
( snapshots & Reports  JDS 2.0/ 2.4 ) C IDS connoctions JDS 24 )
S it ( DB Activity JbS24 ) ¢ LDAP Sync _JDS 2.0/ 2.4 )
ecurity ( JDS connections JDS 2.4 ) C Jadog clusters  JDS 2.0/ 2.4 )
( Notifications JDS 2.4 ) C T ——— W )
( DB roles JDS2.0/2.4 ). C 5B roce IDS20/ 24 )
¢ Settings JDS 2.0/ 2.4 )
( Monitoring JDS 2.4 )
(' snapshots & Reports  JDS 2.0/ 2.4 )
( Query analysis JDS 2.4 )
DB developer

Pucynok 2.1 — Matpuua posieil U JOCTYIIHOCTH pa3nenos B JDS

Martpuua noctyna poseid B komrnoHeHte JDS orpaxkeHa Ha Bkiaake «Pomm» paspena

«HacTtponkn»
@/\a toba / HacTpoiiku Uenw Monb3ogatenu Pon Cepamctt VCTouumiu panmbix  besonacHocTs & serescven
B2 MonuTopusr Q, nowex ) OBHosuTD
Hanneros akue ponu MOHUTOPH. Ananus py. KnacTept Cr MaTprua A Crum1 MpoGnem Ar A Moaknmoue. LDAR AgMHRACT] P. Yeen Hacrpoi ape
At Anasms puckos
Aamnnmcrpatop CYBL, ° ® [ ] ° (] [ ] ® [ ] [ ] [ [ ] ® [ ] [ ] [ ]
= Knacrepsi v
Ayarmop L] L] ° ®
@ AvmuTuorTHocE v
AnwancTpETOp ME ° ° ° ° ° ° ° ° °
@  TIpOU3IBOATENBHOCTE v
PaspaboTumk B, ) ) )

LDAP CHHXPOHM3aLMst

®

B Texymen

Pucynok 2.2— Bxnanka «Posnmy» JDS

Bepcuu KommnoHeHTa JDS ¢yHKIMOHaTBHAS BO3MOXXHOCTH CO3aHUS

CIELUAJIbHBIX POJIEN HE PEAIM30BaHA.

HI/IKTOFpaMMBI AOCTYITHOCTHU Pa3ac/iOB HCAKTHBHBI MU HM3MCHCHHUC HNPCAYCTAHOBJICHHBIX

pOJIE HEBO3MOXKHO.

Ne u3mMeHeHus:

IMoxmucs oTB. MUNA:

‘ JlaTa BHeceHUs U3M:
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Pa3nen «HacTpoliku» nOoCTyneH TOIbKO POIH « AIMUHUCTPAaTOp» KoMnoHeHTa JDS.

o Jlns obecnedenust paborocnocoOHOCTH KommoHeHTa JDS, ponb «AnMuHHCTpPATOP»
00s13aTeIbHO JIOJDKHA OBITh Ha3HAuUe€Ha MHUHHMYM OJHOMY W3 IOJIb30BaTeleH,

HMCIOIICMY aAIMUHUCTPATUBHBIC IPUBUJICTHUU.

BTopbiM KOMIOHEHTOM poOJIeBOM Mojenu siBisercs Habop ponedr B meneBbix CYB/I,
KOTOPBIM MPEAOCTABICHBI HEOOXOANMBIE MTPaBa U MPUBUJIETUH MIPH WHUIUATIN3AINN KOMIOHEHT

pacmmpenuit CYB/I.

B 1ByXKOMIIOHEHTHO! pOJIEBOM MOJIENH CYLIECTBYET YUETHAs 3aUCh NoJjb3oBarens JDS u

y4eTHas 3anuch B HeoOxoaumoi neneBoit CYB/] wim neckonpkux CYB/I.

Targetl
( Monitoring DS 2.4 ) . .
{3 ( EventList JDS2.0/2.4 )
el C User Risk_JDS 2.0/ 2.4 ) f\ [\
C Access Matrix DS 2.0/ 2.4 ) DBAC
Auditor User_UlI User_DB_
L]
( Monitoring  JDS 2.4 ) —
= |
( EventList JDS2.0/24 ) . PY
( User Risk_JDS 2.0/ 2.4 ) . m
( Access Matrix_JDS 2.0/ 2.4 ) -
(_snapshots & Reports DS 2.0/ 2.4 ) . - U
. ser2_DB_1C
C DB Activity DS 2.4 ) N\ .
Security  ( IDS connections IDS 2.4 )] -
— C Notifications _JDS 2.4 ) User2_UI<| o Cluster Server 1C
— ( DB roles  IDS2.0/2.4 ) ~.
° S - O\
-
. -
( Monitoring  IDS 2.4 ) > - /,f/ User3_DB_1C
( Event List_JDS 2.0/ 2.4 ) PN
- .
C User Risk  JDS 2.0/ 2.4 ) 7 ~.
-
C Access Matrix JDS 2.0/ 2.4 ) - . - Target2
WEB Server IDS (Snapshots & Reports _IDS 2.0/ 2.4 D . 7 ‘
(Problems & Solutions_ IDS 2.0/ 2.4 D <
é} C Query analysis__JDS 2.4 ) Y 4 \ S~ao )\
Y N~ ( DB Activity DS 2.4 ) DY
(____IDS connections DS 2.4 ) User3_Ul Ssa User2_DB_ERP
Admin ( LDAP Sync  1DS2.0/2.4 ) DY
(¢ Jadog clusters_JDS 2.0/ 2.4 ) Ssag —
C Notifications JDS 2.4 ) —
C DB roles JDS 2.0/ 2.4 ) \ PY
C Settings JDS 2.0/ 2.4 )
User3_DB_ERP
C Monitoring IDS 2.4 D . _______ .
WM ALY mm————= o~ T Cluster Server ERP
e (Snapshots & Reports__JDS 2.0/ 2.4 ) m , \
C Query analysis JDS 2.4 D
User4_UI User43_DB_ERP
DB developer

PucyHok 2.3 — JIByXKOMIIOHEHTHAs pOJIeBasi MOJIENb
[Tpu ucronb30BaHUU POJIEBOM MOJIETH MOJIb30BaTenh JDS He Oymer 3HaTh yU4eTHYIO 3aIlicCh

mis  goctyna k wmHctausimuu  CYBJl, d9ro obOecmeunmBaer 0€30MacHBI  JOCTYHn K

KOH(DUICHITUATBHBIM JaHHBIM.

s Ge3orkasHoir pabotsl JDS wa cropone CYBJ] momkHbl OBITH CHOPMUPOBAHBI H
MOJIEP)KUBATHCS B aKTyalIbHOM COCTOSTHHH aCCOIMHPOBaHHBIE poiii. [I0CKOIBKY MK HACTPOHKE

KOMITIOHCHTA.

Ne u3MeHeHUS: HOI[HI/ICB OTB. JI4Ia: ‘ I[aTa BHCCCHHA U3M:
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—  Oyner co3gana Y3 KOMIIOHEHTa;

— Y3 xomnoHeHTa cBsizaHa ¢ foctynHbiMu 1eneBbiMu CYB]] (Tagret);
— Y3 xomnoHeHTa accoruupyercs ¢ poibto B meneBoit CYB]] (Tagret).
Kaxnasa uncramnsauus CYB/] siBnsiercs uenbto « Targety.

IlepBonauansHo JDS Oyner ycranaBnusate coeaunenue ¢ CYB/l u B/ no ymonuanuto, a

npu BeiOope Target JDS nepeycraHoBUT coelMHEHNE.

2.1.2. PoaeBasi Mogesb Ha cTopone nejesoit CYB/]

PoneBas monens Ha crtopoHe 1eneBoil CYBJ| nomkHa COOTBETCTBOBATH MNPUHIUITY
Ha3HAUY€HUS] MUHUMAJIbHO HEOOXOAMMBIX TMpaB U MNPUBWIETUN  MOJIB30BATENsIM U
agMUHUCTpaTopaM. B 3aBHCHMOCTH OT peanu3aluu, acCOLMUPOBAHHBIN IMOJIB30BaTENb (POJIb)

JOJKEH UMETh pa3pellieHts], yKa3aHHble B Tabnuue 2.2.

Ne u3MeHeHUS: HOI{HI/ICB OTB. JIMIIA: ‘ I[aTa BHCCCHHA U3M:
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Tabnuna 2.2 — MaTtpuua paspemenuii 1uist noias3zoBareneit JDS u CYB/]

Posm JDS AcconunpoBaHHbIi moab3oBaresb CYB/{
5
= £ S -% Atpudyrn1 Y3 Cuoeu. Y3 B Hcnoab3yemble
P D E| 5|5 |2 n : r
aspenst JDS = § E é CYBJ papa foctyna KOMIIOHEHTE pyriionas poh KOMIIOHEHTbI
< | & | <
=
a
MoHuTOpUHT X X| X | X LOGIN — — — —
AHanu3 puckoB
. X | X | X |— LOGIN — — — —
(User Risk)
Krnacrepsr .
— | — | = — — X — D
(Cluster list) X Ja_bog
AyaiT U OTYETHOCTH
CoObITus
B «ja 1 h
Oe3zomacHOCTH X | X | X | — LOGIN Al «ja_log» schema — — ja_log
. tables -
(Event List)
Marpuia gocryna
X | X | X |— LOGIN — — - S
(Access Matrix) 0G
[IpousBoauTENEHOCTD
schema
C tables
HUMKH U OTYETHI .
oraet X | X |— | X LOGIN functions X pg_stat statements reset pg_Profile
(Snapshots & Reports) . - - -
functions
public.pg stat statements reset
[IpoGnemsbl U pemeHus
(Problems & X | —|—]— LOGIN — — — —
Solutions)
AH
aJn3 3aMpocoB x| _1x o o o o o

Ne u3mMeHeHus:

HOZ{HI/ICL OTB. JIMIIA:

‘ JlaTa BHECEHUS U3M:




27

643.72410666.00067-07 98 01-07

Posm JDS AcconunpoBaHHbIi moab3oBaresb CYB/{
5
£ &8 -% ATpubyTsI Y3 Cren. Y3 B Hcnonb3yemsbie
E| 5|5 |¢ n ‘ r
Pazpens: JDS = § = é CYB]I paBa aocryna KOMITOHENTe pPynimoBasi pojib <OMITOHEHTEI
< »n < 2
a
pg read all stats
. d all stat
AxtuBHOCTH BJ] X | X | —|— — pg signal backend — pg_fea A7 —
. pg_signal backend
pg_terminate backend
pg read all stats
IMoxgkmrouenusd JDS X X | — | — — — — . —
pg_signal backend
LDAP LOGIN sfalflgf oy L
| — | — S dv_acctm DV
CHITXPONHEATIA X CREATEROLE functions i
(LDAP Sync) sequence securityprofile
b B < | x LOGIN schema — securityprofile
CREATEROLE dv_acctmer DV
Notifications x| x| | _ LOGIN B/] «ja_log» schema L L ia_log
(YBemomienwst) tables
SU SecurityProfil
[Maponsusie momutukn | X | X | — | — LOGIN — — — ej;lilcysur;)ll ©

Ne u3mMeHeHus:

HOZ{HI/ICL OTB. JIMIIA:
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CriocoObl Ha3HaYEHUsI MUHUMAJIbHO HEOOXOAUMBIX IIPaB U MPUBUJIETUN aCCOLMUPOBAHHBIM

MMOJIB30BATCIISIM IPUBCACHBI HUKC.

2.1.2.1 Paznen «MOHUTOPHHD»

TpeboBaHMs K aCCOLIMMPOBAHHOMY I10JI30BATEIO OTCYTCTBYIOT

2.1.2.2 Pa3znen «Anaau3 puckoB» (User Risk)
AccounuupoBanHoMmy mnonb3oBarento CYBJ| ans  ucnonb3oBaHus  (PYHKIHOHAIBHBIX
Bo3MokHOcTel pasnena JDS «Ananuz puckoB» (User Risk), Tpebyercst Ha3zHauuth arpulyT

«Loginy». JlonoaHUTENbHBIX pa3peuieHuii He TpeOyeTcs.

2.1.2.3 Pa3znen «Kuaacrepsn» (Cluster list)

Hacrpoiika kiacrepa jaDog onrcaHna B TOKyMEHTaX:

—  «PyxoBoxactBo mo Hactpoiike. Yacte 1. YmpaBienue pexumMoM pabOThI Y3JI0B

knacrepa. Komnonent «jaDog» 643.72410666.00067-07 98-01-01» (Bepcus 1.4.2);

—  «PyxoBozacTtBo mo Hactpoiike. Yacte 1. YmpaBienue pexumMoM pabOThI y3JI0B

knacrepa. Kommonent «jaDog» 643.72410666.00067-07 98-01-01» (Bepcus 2.0).

Ha ypoBne JDS nns mnosnb3oBaresneil orpaHmdMBaeTcss AOCTyNn K pasaeny «Crnucok

kiactepoBy (Cluster list).

HO,Z[KJHO‘-ICHI/IC K KJIACTCpy CO3AaCTCA HCIIOCPCACTBCHHO B Pa3aciic «Crrcok KIIaCTCPOB»

(Cluster list) u He oToOpaxaercs B pazuene «Hacrpoiikum»y 2 «llemuny.

Knacrep He sBasercs nenpto (Target), kak B Jpyrux pasfenax M A CO3JaHUS
NOJKITIOYEHNSI HWCIOJb3yeTCcs Yy4YeTHas 3aluch aJMUHUCTpaTopa KommoHeHTa jaDog, kak
NpEICTaBIEeHO Ha pucyHke 2.4. JlaHHas ydeTHass 3amUCh CO3JAeTCsi NPHU HHULUATU3ALUU

KOMITIOHCHTA.

BE ApmunucTpatop: KomaHgHan cTpoka - jadog.exe setup - O *

2 Setup

Administrator acc

item number to value, # us menu level, or type
' to quit.

ount #1
nt #2

Ne u3MeHeHUS: HOZ{HI/ICL OTB. JIMIIA: ‘ I[aTa BHCCCHHA U3M:
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PucyHok 2.4 — 3anonHeHHBIA CIUCOK Y3 aJIMUHUCTpaTOpa Jjs AOCTyHa K KOMIOHEHTY
«jaDog» Bepcun 1.4.2

BN AgmuHwnctpatop: KomadgHaa cipoka - jadog.exe setup — O X

Jadog 2.8.8 Setup

Administrator account list Menu

Type item number to change i
‘exit’ to quit.

ccount #1

Pucynok 2.5 — 3amonHeHHbIH CIUCOK Y3 aAMUHUCTPATOpa JJIs IOCTyIa K KOMIIOHEHTY «jaDog»
Bepcuu 2.0.

2.1.2.4 Iloapazaena «CoobiTus 6e3onacaoctu» (Event List)
C6op cobbiTHii Oe3omacHocTr B ciayxeOHy0 B/l «ja_logy», ¢ neneBsix CYB]] Bbmonnser

KOMITOHEHT «ja_Logy.

Hactpoiika komnonenTa «ja_Log» omucana B gokymeHnte «PyKkoBOACTBO MO HacTpoHKe.
Yacte 12. Uentpanu3oBannbiii c6op 3ammceir coObitmii B CYBJ[ Kommonent «ja Logy

643.72410666.00067-07 98 01-12».
CayxeOnas B/l «ja_log» BeiOnpaetcs B kauectBe nenu (Target).

AcconunpoBanHomy nosib3oBarento CYBJl nnsg  wucnonb3oBaHus  (PyHKIMOHAIBHBIX
Bo3MmoxkHOcTel pasnena JDS «CoOvitusi GezomacHoctm» (Event List), TpeOyeTrcsi Ha3HAYUTH

atpudyT «Login» u obecnieunts gocTym k ciayxeOHoi B/] «ja_logy.
Jljis 3TOr0 HEOOXOAMMO HAa3HAYUTH CIIEYIOIINE IIpaBa Ha:

—  cxemy JaHHbIX «jalog» SQL-komanmoii:

GRANT USAGE ON SCHEMA jalog TO [username];

—  Ttabmuny «jalog.logcsv» cxembr nansbIX «jalogy SQL-koManmoi:

GRANT SELECT ON TABLE jalog.logcsv TO [username];

Ne u3MeHeHUS: HOZ{HI/ICL OTB. JIMIIA: ‘ I[aTa BHCCCHHA U3M:
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2.1.2.5 Moapa3znen Marpuuna aocryna (Access Matrix)
AccouuupoBanHoMmy moib3oBarento CYBJ[ ams  ucnonb3oBaHus  (YHKIMOHAIBHBIX
Bo3MOXxHOCTel pasznena JDS «Marpuna nqocryna» (Access Matrix), TpeOyeTcst Ha3HAYUTh aTPUOYT

«Loginy». JlonoaHUTETBHBIX pa3pemeHnii He TpedyeTcs.

2.1.2.6 Ioapasznen «Cuumkm u oryeTbD» (Snapshots & Reports)
@DyHKIMOHAJIBHBIE BO3MOKHOCTH Hojpa3aena «CHuMKH 1 otueThl» (Snapshots & Reports)

o0ecrieynBaeT KOMIIOHEHT «pg_profiley.
JU1st 3TOro He0OX0IMMO HA3HAYMTH CJIEIYIONIME IPaBa Ha:

—  cxeMmy gaHHbIX «profile» SQL-xomaHmo¥:

GRANT ALL ON SCHEMA profile TO [username];

—  Tabnuikl cxeMbl naHHbIX «profiley SQL-komanou:

GRANT ALL ON ALL TABLES IN SCHEMA profile TO [username];

—  ¢yHKumu cxembl TaHHBIX «profile» SQL-komanmoii:

GRANT EXECUTE ON ALL FUNCTIONS IN SCHEMA profile TO [username];

AcconuupoBanHoMy nonb3oBarento CYB/l nommken ObiTh Ha3HaueH aTpudyT «Loginy.

Heo6xomumo, uToObl accouuupoBaHHbId nonb3oBatenb CYBJl oT uMeHu U c mpaBamu
KOTOPOT'O MPOU3BOANUTCS MOJAKIOUYEHUE, ObUT BKIIIOUEH B IPyNIoBYI0 poib «pg read all statsy u

MMeEIl IPUBHIIIETHIO «execute» Ha QyHKIUIO «pg_stat statements_resety.

GRANT pg read all stats to [username];
GRANT execute on function pg stat statements reset TO
[username] ;

Hacrpotika komnonenta «pg_Profile» monpo6HO ommcana B mokymeHnte «PykoBoacTBO 10

HacTpoiike. Yacte 6. ®opmupoBanue otuetoB mpousBoguTenbHocTd CYBJ[. KommoneHt

«pg_Profile» 643.72410666.00067-07 98-01-06».

Ne u3MeHeHUS: HOI{HI/ICB OTB. JIMIIA: ‘ I[aTa BHCCCHHA U3M:
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2.1.2.7 lloapa3zaen «IIpodaembl u pemenus» (Problems & Solutions)

Jnis  ucnonbp3oBaHuUs (YHKIMOHATBHBIX BO3MOXXKHOCTEW monpasaena «IIpobmemsr u
pemenus» (Problems & Solutions), acconumpoBanHomy mnosb3oBatenmto CYBJ[ gocratouno

Ha3HA4nTh aTpudyT «Login». JlomoTHUTENBHBIX pa3peneHuii He TpedyeTcs.

2.1.2.8 Iloapa3aesa «AkTuBHOCTH BJI»

WNudopmarnms o ceccusix 1o0bIBaeTcs U3 MPEACTaBICHUS «pg_stat activity», mHpopmanus
o OnokupoBkax w3 mpencrasieHus «pg locks». Jns 3aBepmenust ceccuwn/mporecca B bJJ
UCTIOJB3YETCsS BBI3OB Mpouenypsl pg terminate backend(pid), rme B kadecTBe aprymeHra

nepenaeTcs uACHTU(UKaToOp mpoliecca.

Jnist Toro, 4ToObl OblIa BO3MOXKHOCTH PaldOTaTh ¢ (PYHKIMOHAIBHBIMUA BO3MOKHOCTSMU

paznena accoruupoBaHHoMy nojb3oBaTtento CYB/l, HeoOxoauMo Ha3HAYUTH CIEAYIOIINE MpaBa:

GRANT pg read all stats to [username];
GRANT pg signal backend to [username];

Bxoxxnenue monbp3oBarens B coctaB rpymmoi ponu «pg read all statsy obecreumBaer

nocTyn K nHpopManuu B «pg_stat activity» 060 Bcex monb3oBatensx b/I.

BxoxaeHnue monp3oBarens B COCTaB Tpymmoil ponu «pg_signal backend» oGecmeunBaer
BO3MOKHOCTh 3aBEPIIUTH CECCHI0 JtoOoro moib3oBatens bJl. OmnHako, mpu 3TOM, CECCHIO,
paboratomyro mojn  cymeprnonbszoBareneM (SUPERUSER), wMoxker 3aBepmuTh  TOJIBKO

CYIIEepI0JIb30BaTEIIb.

JlomomHUTENbHO ~ TOTpeOyeTcs  Ha3HAYWTh  MpaBa  WCIONB30BAaHUE  (YHKIHH

«pg_terminate_backend»:

GRANT execute on function pg terminate backend TO [username];

2.1.2.9 lMoaxkaouenus JDS

Jliist Toro, 4To0bl OblIa BO3MOXKHOCTH paboTaTh ¢ (yHKIIMOHAIBHBIMH BO3MOXKHOCTSIMU
pasnena accoruupoBaHHomy noJibzoBatento CYBJ[, Heo0XoauMo Ha3HAUYUTH CIEAYIOIINE MpaBa

(BKIIIOYMTH B IPYIIIOBBIE POJIH):

GRANT pg read all stats to [username];
GRANT pg signal backend to [username];
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Bxoxxnenue monbp3oBarens B coctaB rpymmoi ponu «pg read all statsy obecreumBaer

noctyn K nHpopManuu B «pg_stat activity» 060 Bcex moib3oBatensx b/I.

BxoxaeHnue monp3oBarens B COCTaB Tpymmoil ponn «pg_signal backend» oGecmeunBaer

BO3MOXXHOCTB 3aBEPIIUTH CECCHIO JTH000T0 mmosb3oBaTes b/I.

2.1.2.10 Pazgen LDAP cunxponusanus (LDAP Sync)
KoppektHoe ¢ynknmonupoBanue pasaena «LDAP cunxponmzaums» (LDAP  Sync)
o0ecrieuynBaeTCs MPEIOCTABICHUEM TIPaB HAa CXEMY JaHHBIN «ja_sync_ldap» u BIOKEHHBIX B Hee

00BEKTOB, JIsT aCCOIMUPOBAHHOTO Toik3oBarenss CYB/I.
J1jist 5TOT0 HEOOXOAMMO HA3HAYUTH CIICIYIOMINE Ha:

—  cxeMmy JaHHbIX «ja_sync_ldap» SQL-xomanmoii:

GRANT CREATE ON SCHEMA ja sync ldap TO [username];
GRANT USAGE ON SCHEMA ja sync ldap TO [username];

—  Talnuubl cxembl JaHHBIX «ja_sync ldap» SQL-komanmoii:

GRANT ALL ON ALL TABLES IN SCHEMA ja sync ldap TO [username];

—  ¢yHKUMH cXeMbl TaHHBIX «ja_sync_ldap» SQL-xomanmoi:

GRANT ALL ON ALL functions IN SCHEMA ja sync ldap TO
[username] ;

—  TIOCJIEIOBAaTEIHHOCTH CXEMBI JaHHBIX «ja_sync_ldap» SQL-xomanoi:

GRANT ALL ON SEQUENCE ja sync ldap.map map id seq TO
[username] ;
GRANT ALL ON SEQUENCE ja sync ldap.profile id seqg TO
[username] ;
GRANT ALL ON SEQUENCE ja sync ldap.sync log id seq TO
[username] ;

AccouuupoBanHoMy nonb3oBarento CYBJ] nomkab! ObITh Ha3HAYeHBI aTpuOyTH «Loginy

u «CREATEROLEY.
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Hactpoiika kommonenta «ja Sync LDAP» mogpoO6HO ommcaHa B JOKYMEHTE
«PykoBoacTBo 1o Hactpoiike. Yacte 8. CHHXpOHM3aLMsl YUETHBIX 3aIMCEH CIIykO KaTaJoroB U

CYB/1. Kommorent «ja_Sync LDAP» 643.72410666.00067-07 98 01-085.

[Ipu wucmonp3oBanMu KoMmIoHeHTa «Jatoba data vaulty TpeOyercss BKIIOYUTH

accorurpoBaHHoro nois3oBatens CYB/] B rpynmoByto pons «dv_acctmgr» SQL-komanmoii:

GRANT dv_acctmgr TO [username];

Hactpoiika xommonenta «Jatoba data vault» noapoObHO ommcaHa B JOKyMEHTE

«PykoBoncTBO Mo Hactpoiike. Yacts 2. Kontponb cyobekroB nocryna. Kommnonent «Jatoba data

vault» 643.72410666.00067-07 98 01-02».

o B o0s3aTenpbHOM MOpSIIKE TOJDKHA COOMIONATHCS IMOCIIENOBATENHHOCTh YCTAHOBKHU
kommoHeHTa JDV ¢ komnonentom SecurityProfile, onncannas B 11.2.3.1 noxymenra
«PyxoBoacTBO mo Hactpoiike. Yactb 2. KonTposabs cyOobekToB Aoctyna. KoMmmnoHneHt

«Jatoba data vaulty 643.72410666.00067-07 98 01-02».

2.1.2.11 Pa3nen «YBenomienusi» (Notification)
Hcnonb3oBanue (GyHKIIMOHATBHBIX BO3MOXHOCTEH pasfiena «YBEIOMIICHUS» JIOCTYITHO

noJp30BaTeNb kKomnoneHTa JDS nmeromiero pons B «administratory.

Paznen «YBemomiieHus» BBIMONHAET cOOp MH(GOPMAIMH O COOBITHSIX O€30MacHOCTH M3
ciyxebnoit bJl «jalog». AcconuupoBanusiii nonp3oBatesnib CYB]] momkeH UMETh aHAIOTHYHBIC
npaBa YU NMPUBUIIETHUH, KakK JuIsl noapasnena «CoObitusa 6e3omnacHocti» (Event List) onurcanHbie

BBIIIIC.

CDOpMI/IpOBaHI/Ie IIOAINIMCOK Ha coOBITHS OCymCCTBIAACTCA OT HMMCHM UM C TIIpaBaMH
MMOJIb30BATCIIA, UMCIOIICTO JOCTYII K pasaciy ((yBeI[OMJICHI/ISI», €TI0 XC acCoOLIMMpPOBaHHAAg y4CTHAA

3armuch B bJl «jalog» Oyaet ucrmonb30BaThCs IS MOAKITIOUCHUS U YIPABIICHUS TOATMCKAMHU.

2.1.2.12 Paznea «Poau B/I»
Pazgpen «Pomu BJl», B 3aBucumoctu ot cocraBa ycraHoBku CVYBJl, Moxer

B3aHMOHCﬁCTBOBaTB C KOMIIOHCHTaMu.

—  securityprofile;
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— JDV.

AccouuupoBaHHBIN MOJIB30BATENb N0JKEeH UMETh aTpuOyThl «Loginy 1 «CREATEROLEY,

KOTOpble Ha3HavatoTca SQL-xoMaH0i:

ALTER ROLE [username] with login createrole;

ACCOHHHpOBaHHBIﬁ II0JIB30BAaTClIb HMCCT Q)YHKHHOHEIJIBHYIO BO3MOXXHOCTh Ha3Ha4aTb
TOJBKO T€ anI/I6YTBI U TIPUBUWICTUHU, KOTOPBIC HNMCCT CaM. I[JI)I Ha3HAUYCHHUSI OOBEKTOBBIX
HpI/IBI/IHCFI/Iﬁ JOJIZKHBI OBITh Ha3HAYCHBI AOIIOJTHUTCIIbHBIC TTPUBWIICTUN WA aCCOHHHpOBaHHBIﬁ

MOJIB30BaTEIb JOJDKEH OBITh Biraaenbiem b/I.

[Ipu akTHBHPOBAaHHOM KOMIIOHEHTE «securityprofile» HeoOXomuMo Ha3HA4YWTH MpaBa Ha

cxeMy «securityprofile» SQL-komaHo:

GRANT ALL ON schema securityprofile to [username];

IIpaBa  HasHayaroTCd  JUIL  BBINOJIHEHWUS  KOMAaHJ  HACTPOWKM  PACIIMPEHMS

MIPUBWICTUPOBAHHOMY I10JIb30BATENIO.

VYcranoBnennbli Ha wneneBoir CYBJ] kommonent «JDV» TpeOyer BKIIOYCHHS

aCCOIMMPOBAHHOMN POJIM B TPYMIIOBYIO poiib «dv_acctmgr» SQL-komaH10ii:

GRANT dv_acctmgr TO [username];
GRANT "dv_acctmgr" TO [username] WITH ADMIN OPTION;
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2.1.3. JTanbl CO3AaHUA CYUIHOCTEMH
Ha pucynke 2.6 mpexncrtaBieHsl 3Tambl co3gaHusi cyuiHoctedl B JDS, ¢opmupyromue
Matpuiy poctyna. [Ipu stom stanbl «Co3nganue nonb3oBateneit» u «Co3nanue Target» moryt

MPOXOJIUTh BHE 3aBUCUMOCTH APYT OT ApPYyra.

Settings

Target & Users

Users Target & Access Roles

. . 4 )
Mkuwanu3§uuq Co3paHue 3 Cospaue Target
cywHocTten Ul : nonb3oBatenen Ul .
: - U J

Ha3HaueHue
nonb3oBatenam Ul
OOCTYMHbIX UM Target

v

HasHaueHue A . Co3paHune
nonb3oBaTenam Ul - Custom
g ponen Ul ) : Role

2

Co3paHune
nonb3oBaTtend B Target

v

ManupoBaHue K
OOHOUMEHHOM
rpynrnoBow ponv B
Target

dopMupoBaHmne
MaTpuLbl focTyna

.".

Pucynox 2.6 — Dransl hopmMupoBaHus MaTpuIlsl foctyna B JDS
2.1.3.1 Co3nanue noan3osareneii JDS
Co3znanue nonb30BaTeNeil BO3MOXHO OT UMEHH U € PaBaMU aIMMHHCTPATOPa KOMIIOHEHTA
JDS u noctynno Ha Bknaake «llonb3oBarenu» pazgena «Hactpoiikuy. Eciu moakitodeHus: K
ueneBoiM CYBJ[ «Target» Obuin co3zaHbl paHee, TO IO YMOJYaHUIO OHU OYyIyT IOCTYITHBI

IMOJIb30BATCIIIO C POJIBIO «AI[MI/IHI/ICTpaTOp» 1 HaXO4UTCs B CIIMCKC.

BbI30B OKHa co3ziaHus moJsib3oBarenield komnoHeHTa JDS noctynHo yepe3 MUKTOrpamMmy

«Add», xak npejacTaBieHo Ha pUcyHKe 2.7.
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LDAP Syn

&= DBroles

karpenko-a
1

kirillmuz

molkentin-a

A Notifications v

test
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Users Roles

Creating user

- Userneme *

Administrator

Password *
Auditor

Repest password *

Administrator

Role *
Administrator

Administrator Lastname*

Administrator
First name *

Administrator

Middle name

Connection limit *
1
No limits

Cancel

Services

R | e

+7812111-22-33

o admin
8 et

) Refresh
Targets

localhost, Lens1

localhost
localhost
localhost
localhost, Target

localhost

Rows per page: 7 10f1

Pucynok 2.7 — Bxnagka «Ilonb3zoBarenn» («Usersy)

Add

B oTkphIBIIMMCS OKHE TOTPEOYETCsl yCTAaHOBUTH apaMeTphl, IPUBEAECHHbIE B Tabauue 2.3

Tabnuna 2.3 — [lapameTpbl co31aHus OJIB30BATENs

Ne ITapamerp IMapamerp (ENG) ObszateatHocts, Tun nons
napamerpa

1 Jlorun Username OO0s3aTeIbHBIN TekcToBOE

2 | IMaponb Password Obs3aTenbHbBIN TexcroBoe

3 | IloBroputs mapons | Repeat password O0s13aTeNnbHBIN TexcroBoe

4 Pomn Role O0s3aTeNbHBIN Brmagaronimi

CITHICOK

5 damunus Last name OO0s3aTeIbHBIN TekcToBOE

6 Nms First name OO0s3aTeIbHBIN TekcToBOE

7 | OtuecTBO Middle name HeoOs3aTenbHbiit TekcToBOE

8 | Dn. ampec E-mail Heobs3aTenbHbrit TexcToBoe

9 | Tenedon Phone HeoOs3arenbublit TexkcroBoe

10 | JInmur Connection limit OO0s3aTeIbHBIN TekcToBOE

HOAKIIOYEHUI

HpI/I YCIICITHOM CO3AaHWH I10JIb30BAaTCIIsA, €TI0 YUCTHAsd 3alliuChb IIOABUTCA B CIHCKC

noiie3oBaresei JDS.

Jlanee cTaHyT IOCTYHIHBI ONEPALMM 10 KOPPEKTHUPOBKE YYETHOM 3alMCH IOJIb30BATEIIS

IIPE/ICTABICHHbIE HA PUCYHKE 2.8 0] HOMEpaMHU:

‘ Ne u3MeHeHUS: ‘ HOZ[HI/ICI: OTB. JIMIIA: ‘ I[aTa BHCCCHHA U3M:
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—  Cwmenwurs mapons (Change password) Ne 2;
—  Pepmaktuposats (Edit) Ne 3;

—  Ypanuts (Delete) Ne 4.

@étoba Settings Targets Rales admin (Administrator) &
& MukTorpamma

3l userRisk Q KOHTEKCTHOro MeHIo O Refresh [ Add

&= Cluster List

admin Administrator sbpk-dev, localhost, JDS, N0
Auditing & Reporting v ‘

auditor_smib Auditor MeTpoe Meak Mearoeny petrov@yandex.ru 47(911)2366655 | .
&) Change password
@ Petomsncetuning v & chang

Edit

i
¢ LDAPSync
o

CMeHuUTb naponb

Delete

PepgakTnpoBaThb

PucyHok 2.8 — KOHTEKCTHOE MEHIO CTPOKH I10JIb30BATEIIA

BbI30B KOHTEKCTHOTO MEHIO OCYIIECTBIISIETCS Yepe3 MUKTorpammy obo3HaueHHyro Ne 1 Ha

pucyHke 2.8.
Cmenutsb napoJas (Change password) Ne 2
Cwmena napois nons3oarens JDS anmunuctparopom onucana B 1. 2.2.1.
Penakruposars (Edit) Ne 3

OTkpBITh OKHO «PenakTrpoBaTh» uepe3 MeHto o Ne 3, Kak peiCTaBIeHO Ha pUCYHKE 2.8,
JOCTYITHO U3MEHEHHE YUETHBIX JAHHBIX M10JIb30BaTeNs KoMroHeHTa JDS, a Takke cMeHa ero poiau

B KOMIIOHCHTC.

Ne u3MeHeHUS: HOZ[HI/ICI: OTB. JI4Ia: ‘ I[aTa BHCCCHHA U3M:
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Editing user X
Username *
ivanov
Reole *
Auditor
Last name *
WMBaHoB

First name *

WBaH

Middle name

WBaHoBUY

Email
Phone
Connection limit *

1

Mo limits

PucyHok 2.9 — OKHO pelakTUpOBaHUS yUYETHOM 3alKMCH M0JIb30BATENS

Ynamuts (Delete) Ne 4

OTKpBITh OKHO «YOaluTh» uepe3 MeHio mnoj Ne 4, kak Mmpe/CcTaBlIeHO HAa PUCYHKE 2.8,

JIOCTYIHO yAaJICHHE YYETHBIX JIaHHBIX MOJIb30BaTelsi komnonenta JDS.

Deleting a user X

The user will be deleted. Are you sure?

Pucynok 2.10 — OkHO yjaJieHHsl y4€THOM 3aIliCH TI0JIb30BATENs

2.1.3.2 Co3nanue ueJeii (Target)
[Ton Ttepmunom «Target» nonmmaercss otnenbHas ycraHoBka CYBJ «Jatoba», Ha

BBIJICJICHHOM CepBEpe uMeromuM cso IP-agpec.

Ne u3MeHeHUS: HOI[HI/ICI: OTB. JI4Ia: ‘ I[aTa BHCCCHHA U3M:
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Coznanne «Target» noctynmHo monp3oBaTent0 kKommnoHeHTa JDS wuMeromemy polib
«AnMuHUCTpaTOp» B pasnene «Settings» OmXHOMMEHHOW BKianku. llpu ee OTKpeITHH OyAer

MOKa3aH cnucoK nmeronuxcs meneBbix CYB/I.

@}toba | HacTpofik enu [— Pomm J— [——— NukTorpamma 2
co3paHus Target

8% Monnopunr Q Mees ¢ OnoswT [Fobaeute

Hamverosanuie uers A Yoer Mot Momssopzren Do ensHocTs
&l Awanus puckos.

> 10.88.4.130ssl localhost 5432 vel AHanu3 pUCKos, MaTpuLa AOCTYNa, CHUMK AR
& Wnactepe! ~

> LDAP 10.96.1.100 5432 AHANH3 PHCKOB, CIMCOK COBBITMA, MaTpHL. at ¢
@ AypuTmorusTHOCTE v

> M3S flemoctens 10.116.131.115 5432 admin Awanua prcios, Crimcok coBuimwi, Matph.. U
@ poussomMTENbHOCTD v

> ProblemsSolutions 10.116.101.160 5432 admin, molkentin-a AHANH3 PHCHOE, CrIMCoK CoBBITH, MaTpHiL, &
LDAP CHHXPOHH3aLIMA

> localhost 10.88.4.130 5432 karpenko-a, admin, molkentin-a, vel AHNH3 PHCKOE, MaTPHLLa AOCTYN, CHUMK A
&z PowmB

> ssiftI0z 10.88.1.133 5432 admin AHaNU3 pUCKOR, CIIMCOK COBBITUM, MaTpiLL at i
A Yeenomnenun ~

> s51ft107_pas s51ft107.mts.app.dev 5432 admin, moiseeva-a AHANU3 PHCKOB, CTUCOK COBBITMEA, MaTpuLy. A

Pucynok 2.11 — Cniucox nenessix CYB/]
Coznanue HoBoi nenu (Target) ocymiecTBiseTcss Ha)KaTUEM MUKTOIPaMMbl YKa3aHHON Ha

pucyHke 2.11 u Bb130BoM OkHa «Co3/1aHuE LENTH».

CospaHve Lenu X

HauMmeHoBaHWE UK *
LDAF

¥ocT?
10.96.1.100

Mept*
5432

CepTudmkaT

DYHKUMOHENLHOCTE

AHANW3 pUCKos & +7

Pucynok 2.12 — OkHo «Co3anue 1enmn»

B okne notpeOyeTcst yka3aTh CIAEAYIOIINE TaHHbIE:

—  Target name (HaumeHoBaHMe 11€71M) — IPOU3BOJIBHOE TEKCTOBOE Ha3BaHue «Target»,

oTpaxaroniee (PyHKIIHMOHATbHBIE OCOOEHHOCTH OOBEKTA;

—  Host (xoct) — [P-anpec cepBepa, Ha koTopoMm mpouHcTamumpoBana CYBJ] «Jatobay.
B cnyuae ucnonp30oBaHMs KIIACTEPHOTO PELICHUS ITPH IMOMOIIY KOMIIOHEHTa «jaDogy» ykasbiBaeTcs

public address;

‘ Ne u3MeHeHUS: HOZ[HI/ICI: OTB. JI4Ia: ‘ I[aTa BHCCCHHA U3M:
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—  Port (mopT) — nopT NOAKIIOYEHMS;

—  Ceprudukar — ceptudukar ceppepa (B mpuMepe Hcoiab3yeTcs root.crt-bundle, cm.

JTOKYyMEHT «PyKoBOACTBO MO 0€30MaCHOCTI);

®opmupoBanne cepruduraroB miasi SSL/TLS coenuneHus npuBeeHO B JIOKyMEHTE

«PyKOBOJCTBO 1O OE30IIACHOCTIY.

—  Functionality (®yHKIMOHAIBHOCTE) — pa3ieibl AOCTYMHBIE JJIsi MOHHUTOPHHTA

nenepoit CYBJI.

ITomne «q)yHKI_II/IOHaJIBHOCTB» BBIIIOJITHCHO B BHUAC BbBIIAAAOOICTO CIIMCKA, B KOTOPOM

YCTaHOBKOM ()JIayKKOB BBIOMPAIOTCS pas/ienbl KommoHeHTa JDS, koTopsie OyayT TOCTYITHBI:
—  Anamus puckos (User Risk) (5);
—  Cmucok coowrruii (Event List) (7.2);
—  Marpumna gocryna (Access matrix) (7.1);
—  IIpoGnemsr u pemenus (Problems & Solutions) (8.2);
—  AxrtuBHocTh BJ[ (DB Activity) (JDS 2.3 u Boime) (8.4);
—  LDAP cunxponusanus (LDAP Sync) (9);
—  AnmunauctpupoBanue poneit b/l (DB roles) (JDS 2.2 u Beimie) (11.3.5).

Paznensr komnonenta JDS He oqHOPOIHBI U YacTh U3 HUX (DYHKIIMOHUPYET Cpasy IMOcCIie
HacTpoiiku Target, a yacTb TpeOyIOT HpeayCTaHOBIEHHBIX pacmupeHuil Ha neneBoil CYB/] u

KOMIIOHEHTOB KakK MPEJICTABIIEHO Ha pUCyHKe 2.13.

B3aumocss3b pazaenos JDS, komnonentoB Ha 1eneBbix CYB/] U paznenoB qokymeHTa B
KOTOPBIX OINHKCAaH MOPSAOK JeWcTBUM nans noakmoyeHuss k ueneBod CYBJl mpuBenena B

Tabnuriie 2.4.

Tabnuua 2.4 — Cnucok pasnenoB JDS u comyTCTBYONUX UM KOMIIOHEHTOB

Hacrtpoiika noak/Jn4YeHus K Pasznen
Pa3znen . KoMnoneHnt
nesaeBoit CYB/I ONMUCAHMS
User Risk Target 5.1
Cluster List Target jadog, jadog_ctl 6.1.1
Event List Target ja_Log 7.2.1

‘ Ne u3MeHeHUS: HOI{HI/ICB OTB. JIMIIA: ‘ I[aTa BHCCCHHA U3M:
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LDAP Sync

Pucynok 2.13 — Komnonentsl ueneoit CYBJI, TpeOyemsbie ans padotsl paznenoB JDS

Hacrpoiika noak/Jr4YeHus K Pasznen
Pasznen . KoMmmnonenr
unesaeBoii CYB/] ONMUCAHUS
Access matrix Target 7.1.1
Snapshots & Reports | Target pg_Profile 8.1
Problems &
Solutions Target 8.2.1
LDAP Sync Target ja_Sync LDAP 9
Notifications - - 10
\
JDS Jatoba
Events ¢ .
List @ """" @ Jatog il pg_audit
Cluster ©
List @ Ja_Dog
Snapshots ? @ il
& Reports &@ (@ P9I-protile

----- 7\ Ja_LDAP_Sync

B nepByto ouepenp ans ycnemHoro noaxitoueHus neneBbix CYDBJl oHu M0IKHBI OBITH

IIpeIBAPUTEIBHO HACTPOEHBI, T.€. pa3pellaii OAKIIOYEHNE K HUM C JPYTroro XocTa.

B nacTosimiem J0KyMeHTe IpeICTaBIeHbI CepBepa ¢ yKa3aHHOU B Tabnuie 2.5 aapecanueil.

Tabnuua 2.5 — CeteBas ajpecalus CepBEpOB CTEH 1A

Ne | Hms# cepBepa IP-anpec Macka noaceru Public IP Poab

1 | JDS 10.116.102.40 255.255.255.0

2 | WIN2008 AD |10.116.102.46 255.255.255.0

3 | LDAP 10.116.102.47 255.255.255.0

4 | PG_Profile 10.116.102.45 255.255.255.0

5 | JADOG

5.1 | Nodel 10.116.102.54 255.255.255.0 10.116.102.81/24 Master

5.2 | Node2 10.116.102.55 255.255.255.0 Slave

JUid paspenieHus: MOAKIOUeHUs KoMmroHeHTy JDS, ycraHoBieHHOMY Ha cepBep ¢ IP —

aagpecom 10.116.102.40 x mueneBoit CVYB]l «Jatoba» ¢ xkommonenTom ja Sync Ldap,
ycTaHOBIIEHHBIM Ha cepBep ¢ [P-ampecom 10.116.102.47, mnorpeOyeTcss U3MEHHUTHh

Ne u3mMeHeHus:

HOZ[HI/ICI: OTB. JI4Ia: ‘ I[aTa BHCCCHHA U3M:
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KOH(Urypanmonnsiid ¢aitn pg_hba.conf. Jlns sToro Buectu B Hero ctpoky ¢ IP-agpecom cepsepa
JDS:

host all all 10.116.102.40/24 md5

3areMm mepesammycTuTh Ciryxk0y JatobaServer myisi npuMeHEeHUsSI BHECEHHBIX H3MEHEHUM.

HoctynHocTh paznena «Crucok kimactepoBy» (Cluster List) B mone « DyHKITMOHATIEHOCTHY
HE yCTaHaBJIMBAETC, T.K. MOAKIIOYEHHUE K Kiactepy cepBepoB CYB/] HacTpauBaeTcs OTIAEIBHO U

onucaHo B II. 6.1.1 HacToAIIEr0 JOKYMEHTA.

2.1.3.3 Ha3znauenue noab3oBaresasim JDS nocrynubix um Target

Ha nanroM sTane nmons3oBarens komrnoneHnTa JDS Oyner acconuupoBaH c:
—  neneBori CYB/I;
—  ponsto B ueneBoit CYB/I.

Takum oOpazoM mocturaercss KOHPUICHIINATLHOCTh YUETHON 3alMCH MUMEIOIIeH MpsMOi
noctyi B 1ieneByto CYB/] u peanusyercs mepa 6e3onacuoctu YII/1.5 «Haznauenue MuHUManbHO
HEOOXOAMMBIX TMpaB M MPUBWIETUN  TMOJIB30BATENsAM, aJIMUHHUCTpATOpaM U  JIMIAM,
obecnieunBarONUM  (YHKITMOHUPOBAHWE WH(HOPMAIMOHHOW CHCTEMBD» pPETJIaMEHTHPOBAHHYIO
TOKyMeHTOM «MeTtomudyeckuil JOKyMeHT. Mepsl 3amuThl WHGOPMAIMA B TOCYIApPCTBEHHBIX

uHpopmamoHHbIX cuctemMax» (yrB. DCTIOK Poccum 11.02.2014).

Jns HasHaueHus noctynHelx Target mist monb3oBareneit JDS, morpeOyeTcss Ha BKIaJKe
Target, Be1OpaTh onpeneneHHblid Target u no6aBuTh TpeOyeMbIX moib3zoBareneit JDS, koTopsie
obutn panee chopmupoBansl (11.2.1.3.1). B cTpoke menelt, yepe3 MUKTOrpaMMy KOHTEKCTHOTO

MEHIO, BBI3BIBACTCS CaMO KOHTEKCTHOE MEHIO M OKHO «Add user» ([1o0aBUTh 1OIB30BATEIIA).

Qj/\atoba / HacTpoiiku Uenm Tonb3osarenn Pon Cepuc! VcTosmmkn ganbix LR Mukrorpamma
S KOHTEKCTHOrO MeHIo
53 MonuTopunr Q o & O6HomuTs foaguts Target
Hanvierasarnz uen Yoor Mot Mossosarern OpmmoransocTs
F I r—
> 10.88.4.130 ssl localhost 5432 vel AHanu3 puckos, MaTpuua AocTyna, Cuss P KoHTekcTHOe meHI0
& Knactepo! ~ 7 Pepaxtvposats Target
> Loap 10.96.1.100 5432 AHANH3 PHCKOB, CIUCOK COBBITWA K _
@ Yaanwro uens
O farnormioos v
> Mas flemocrer a 10.116.131.115 5432 admin AHaNH3 PHCKOB, GIHCOK COBBITWI, MaTpML 2t
@ TpowssopuTensiocTs v
> ProblemsSolutions: 10.116.101.160 5432 admin, molkentin-a AHanu3 pUCKoE, CMCOK COBBITHA, MaTpHL. 2t
LDAP cHHXpOHM3aL MR
> localhost 10.68.4.130 5432 karpenko-a, admin, molkentin-a, vel AHANH3 PHCKOB, MaTPHLIA AOCTYNE, CHUMK 2t
2= Pombn
> s51ft102 10.88.1.133 5432 admin AHanus puckos, CiMcok coBbrmwii, MaTpu. 2t
A veesom -
> s51ft107_pas $51f107.mts. app.dev 5432 admin, moiseevaa AHaNH3 PHCKOB, CIHCOK COBBITWI, MaTpM 2t

Pucynok 2.14 — Bkiagka «Target»

B oxne MMOCJICAOBATCIIbHO YCTAHABIMBAIOTCA ITapaMCTPhbl 1 3BHAUYCHU .

Ne u3MeHeHUS: HO)_'[HI/ICI: OTB. JI4Ia: ‘ I[aTa BHCCCHHA U3M:
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. ITonw3oBarens Jatoba Data Safe (Jatoba Data Safe User) — u3 BbImagaromniero crrcka

BBIOMpAETCS paHee CO3JaHHbIN M10JIb30BATEIb;

J Jlorun monw3oBarens 6aszbl maHHBIX (DB User Login) — umsa nonbs3oBarens bJI —

nosib3oBareb 1enesoid CYB/], ¢ koTopbiM acconuupyeTcs mnosib3oBareis JDS;

. Nwms 6a3b1 qanubix (DB Name) — umsa B/] Ha neneBoit CYB/] st o aKII0YeHNS 110
YMOJTYaHHIO;
. Pexum mmdposanus (Encryption mode) — u3 BbIMamaromero Cnucka BRIOUPAIOTCS

PEXUMBI IIH(PPOBAHHUS:

o Disable;

o Allow;

o Prefer;

o Requre;

o Verify-ca;

o Verify-full.

. [TpoBepsts ceprudukar xocra Ha or3bB (Check host certificate for revocation) —

KHOIIKaMH IICPCKIIOYUCHUSA YCTAHABJIMBAOTCA 3HAYCHUA:

o Ha (Yes);
o Her (No).
. Croco6 ayrentudukanuu (Authentication method) - KHOMKamMu TEPEKITFOUCHUS

YCTAHABJIUBAIOTCS 3HAUCHUS:
o [Tapons (Password);
o SSL-ceprudukar (SSL-certificate).

. [Tapons monb3oBarens 6a3bl nanHbix (Key Password)— mapons accormmpoBaHHOTO

rojp3oBarelb 1eneBoir CYB/];

Ne u3MeHeHUS: HOI{HI/ICB OTB. JIMIIA: ‘ I[aTa BHCCCHHA U3M:
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CospaHue nonb3oBaTensa Lenu X

Menesceatene Jatoba Data Safe *
auditar_smib
TNorvk nonesoearens §a3bl faHKEX *
auditor
Mran Bazel gaHHb *
postgres
Pemum wrbposaHuA
Disable v
MpeEepaTs cepTMdMKAT X0CTa Ha OTALIB
Ha HeTt
Cnocof ayTeHTHD KUK
Maponb SSL-cepTHhmKaT

Mapens NonE3cEaTENA D236 J3HHBIX ©

| & Tect nomxnoueHus

Pucynok 2.15 — Oxno no6aBnenue nonb3oBarens JDS ¢ maponbHoil ayTeHTH)HUKaIEH

YcranoBuB pexuM mm@poBaHus B TpeOyemoe 3HaueHue kpome «Disable», craner
aKTUBHOW KHOIIKA mepeximoueHus «Cnocod ayrentudukannm» u okHo «Co31anue moap30BaTens

LEJIN» NIEPECTPOUTCS.
JloGaBsITCS MOJIS:
J Cepruduxkar;
J ITaposb 3aKpBITOrO KiIroya.

Onucanue CO3JaHusA CepTI/I(I)I/IKaTa MMOJI30BATCIIA OIMMCAHO B JIOKYMCHTC «PYKOBOI[CTBO 10

0€e30IacHOCTHY.

Ne u3MeHeHUS: HOZ[HI/ICB OTB. JI4Ia: ‘ I[aTa BHCCCHHA U3M:
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CospaHue nonb3oBaTens Lenu X

MNone3ceatent Jatoba Data Safe *
auditor_smib

JNords nonssoeaTana Saasl AaHHEBIX ¥

| auditor |

WraA Gazkl gaHHBX *

| postgres |

Pemum widposaHUR
VerifyFull v
MNpocESpATE CEPTUdMKAT XOCTA Ha OTALIE

Ha HeTt

Cnocof ayTeHTHEHKaUMK

Maponb SSL-cepTudurat
CepTudukar 7 *
client.test_userpfx (%]

MNapone 3aKpLITOrO KAKYa

| ,.( TecT NOAKNKYEHHA

Pucynok 2.16— Oxno no6asienue mosb3oBatens JDS ¢ merogom ayteHnTudukanuu mo SSL
cepTuduKaTy

OTMEHHUTE

Takum oOpazom Qopmupyercsi cnicok noibzoBareneit JDS mams xaxmoro u3z Target, kak

MpeAcTaBiIeHO Ha pucyHke 2.17.

@atoba Sellings Targets Users Roles admin (Administrator) &,
S userRisk Q, Enter at least 3 characters to search O Refresh [ Add
Targetname Hast Fart Funcionality

&= Cluster List e B : -
v JDs $54JDS01 jatoba.app.dev 5432 admin User Risk, Access matrix, Snapshots...
Auditing & Reporting  ~
v Jalog 10.96.1.50 5432 admin Events List
@ Perfomance tuning v
A LDAP 10.96.1.100 5432 auditor_smib, security_it, admin_bd User Risk, Events List, Access matrl...
§ LDAPSync Ul UserNeme A Ul Rele DB User Name DB Name
admin_bd Administrator admin postgres )(
auditor_smib Auditor auditor postgres ~
security_it Security security postgres ,(

Pucynok 2.17 — Cnucok nonb3oBareneit Target sepcuu JDS 2.0

Ne u3mMeHeHus:

IMoxmucs oTB. MUNA:

‘ JlaTa BHeCeHHS U3M:
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@}toba / Hactpoiikm Uenn Monbaosarenn Ponn Cepaicni [TTSSSH—— & i eostn
8% Monuropunr Q, Mowex ¢ ObHouTy Dobasuto
Hauuzsosamuie yenn Xeer Mopr Mons3oearenn DymiponansHECTE
iy Awasms packos
> 10.88.4.130ssl localhost 5432 vel AHanu3 puckos, MaTpuua 0CTYNa, CHUMK. at i
o Knactepoi v
> LDAP 10.96.1.100 5432 Ananu3 puckoe, CrIMCOK COBBITWA, MaTpull... a*
@ AymuTuoreTHocE v
> M3S flemoctenn 10116131115 5432 admin AN PACKOR, CrICOK COBBITIM, MaTpHL at i
@ npouzeopATentHOCTE W
> ProblemsSolutions 10.116.101.160 5432 admin, molkentin-a Ananu3 puckoe, CrIMCOK COBBITWA, MaTpull... A
LDAP CHHXPOHM3aLIMA
v localhost 10.88.4.130 5432 karpenko-a, admin, molkentin-a, vel AHanu3 puckos, MaTpuua A0CTYNa, CHUMK. at i
&= Ponubn
Rorm 4 Pans Menssozarens Gass azrreic Mnan Gasst aarsix
A Yeenomnenna v
admin AQMUHUCTPATOP CYBL] postgres postgres o
karpenko-a ABMUHUCTPETOP CYBJ] postgres postgres o
molkentin-a AQMUHUCTPATOP CYBL] postgres postgres o
vel ABMUHUCTPETOP CYBJ] postgres postgres A
> ssIftI02 10.88.1.133 5432 admin Avanua prckas, CriMcoK coSbiThi, MaTpn. at
» s51ft107_pas s51ft107.mts.app.dev 5432 admin, moiseeva-a AHanu3 pUcKkoB, CNMCOK CoBbITUA, MaTpuly... at ¢

Pucynok 2.18 — Cniucoxk nosib3oBareneit Target Bepcun JDS 2.4
2.1.4. YcTraHoBKa npaB A0CTyNa K KOH(pUrypanuonHomy (aiiny appsettings.json
YcraHoBKa mpaB JOCTyNa K KOHQHUrypauoHHOMY (aiiiy appsettings.json BBITOIHIETCS

agmuHuctpatopom UC.

Jia apmuauctpatopoB OC ycTaHaBIMBAIOTCS IOJIHbBIE MpaBa, a i nonb3oBatenein OC

YCTaHABJIMBAIOTCS IIPABa HA YTCHUE U BBINIOJHCHHUE.
@aiin pacnosoKeH Mo IIyTH B:

— OC cemerictea Windows

C:\Programm Files\GIS\JDS\appsettings.json

— B GNU Linux
/opt/jds/appsettings.json

2.1.5. YcraHoBka napaMeTpoB B KOH(puUrypaunonHoro ¢aiije appsettings.json JDS

@ Ornucanue paszena akTyalbHO JUIsl Bepcuu komrnoneHTa JDS 2.3 u Bbiiie
B xondurypammonsnoro daiine appsettings.json ycTaHaBIMBAIOTCS OCHOBHBIC TTAPAMETPHI
paboThl KOMITIOHEHTA.
Remove expired refresh tokens

HpOBepKa AKTYAJIbHOCTHU TOKCHOB, BbIAaBaCMbIX II0JIB30BaTCIISIM KOMIIOHCHTA,

BBITOJTHSETCS TAaKeTHBIM crieHapueM «Remove expired refresh tokensy.

Ne u3MeHeHUS: HOI{HI/ICB OTB. JIMIIA: ‘ I[aTa BHCCCHHA U3M:
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«Remove expired refresh tokens» mo ycranoBieHHOMY HHTEPBay BPEMEHH, YIPABIISIEMOTO
nporpaMMHbIM  11aHupoBiuKoM Quartz.AspNetCore, B ciyxke6Hoit b/ JDS BbinonHseT

NEPUOJNYECKYI0 MpoBepKy Tabiuibl «refreshtokensy ns ynanenus 3anuceil.

3anucu ypansioTcs, ecnu 3HadeHune «refreshtokens.ExpireAT» meHblie BpemMeHH Haudana

BBIITIOJTHCHUS ITPOBCPKU.

ITo ymom4aHuIO YCTaHOBIICHBI ITAPAMETPBI:

"AccessTokenExpiration": 480, "RefreshTokenExpiration": 960

[Ipu HeoOxommmocTn u3MeHuTe mapamerpsl km3HH «AccessTokenExpiration» wu
«RefreshTokenExpiration». Hcreuenune cpoka geiictBus «RefreshTokenExpiration» momxHO

npeBbimath «AccessTokenExpirationy.

Tabmuua 2.6 — [NapameTpsl makeTHOTO cueHapus «Remove expired refresh tokens»

ITapamerp 3Hauenue Eumnna Onucanue
U3MepeHust
JobKey Remove expired refresh HanmenoBanue MAaKETHOTO
tokens ClLieHapus
Active True [Tapamerp omnpenensitouuii cTaTyc

BBITIONTHEHUS Job.
JlonyckaroTcsi 3HaUEHUSA:
- True — BKJIIOYEH;
- False — oTkimtoueH.
Interval 10080 MunyThI [lepuoanuHoOCTh 3arycka. 3HaUCHHE
110 YMOJIYAHUIO - 7 JTHEM.

2.2. Mapoabnas nonutuka JDS. Briaagka «be3onacHocTb»
[TaponbHas monmuTtuka KommoHeHTa JDS ocHOBana Ha TpeOOBaHMSX, YCTAaHOBICHHBIX

[Tpuxazom @CTIK Poccum ot 11.02.2013 N 17, k Mepam Ge3o0macHOCTH:

— HAD4 «Upentuduxanmms u ayTeHTU(UKALUS TIOIH30BATEICH, SBISIOMIUXCS

paboTHHKaMu omepaTopa» U ycuienusMm k mepe UAD.4 (1r, 2);

—  (VIIA.6) «OrpannveHrne HEYCIEUIHBIX NOMBITOK BXOAa B HH()OPMAIMOHHYIO

cuctemy (Hoctyna K ”HGOPMAIMOHHOU CUCTEME)Y;

Ne u3MeHeHUS: HOI{HI/ICB OTB. JIMIIA: ‘ I[aTa BHCCCHHA U3M:
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—  Ycunenue VIIJI.1(36) «aBTOMATHUYECKOE OJIOKUPOBAHUE HEAKTUBHBIX
(HeWCIONMb3yeMBbIX)  YYETHBIX  3aliCel  TMOJb30BaTeNedl  mocje  mepuona  BPEMEHHU

HEUCIIOIb30BAHMSI
0) 6oitee 45 mHEH.

Hacrtpoiika naposbHON NOJIUTUKY KOMIIOHEHTA IOCTYIIHA AIMUHUCTPATOPY KOMIIOHEHTA BO

BKJIaake «be3onacHocTe» pasaena «Hactpoikm.

Jatoba vocmoion e J— e 2 e

HR

< Coepryrs mewo

@ Hacrpoinn

Pucynok 2.19 - Bxnaaka «be3omacHOCTb»

[To ymMOT9aHUIO yCTaHABIMBAIOTCS MAPOJIbHBIC MIOJUTHUKH, TPUBEACHHBIC B Ta0mmLe 2.7.

Tabnuua 2.7 — [laponbHble NOJUTUKY AJI MOJb30BaTeneit JDS

Mun-e | Mak-e 3nauenue
Ne ITapamerp Onucanue napamerpa no
3Ha4y-e | 3Ha4-e
YMOJIYAHH IO
1| MuHuMapHas JUIMHa MuHuMmanibHasi Oy CTUMAst 6 255 8
apoJIs JUTMHA TTapOJIsl
2| Iudpsr OO0s3aTenpHOE 1 255 1
UCTOJIb30BaHuEe IU(D B
napoJie, B KOJINYEeCTBE HE
MEHee
3| bykBsI HIKHETO peructpa | O0s3aTenbHOe 1 255 1
MCTIOJIb30BaHUE CHMBOJIOB
HIDKHETO PETUCTpa B

Ne u3MeHeHUS: HOI{HI/ICB OTB. JIMIIA: ‘ I[aTa BHCCCHHA U3M:
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ITapamerp

Onucanue napamerpa

Mumu-e
3HAY-€

Mak-e
3HAY-€

3HayeHue
mno
YMOJYAHUIO

mapoJjic, B KOJIM4YCCTBEC HC
MCHEC

BykBBI BepXHETO perucrpa

OO0s3aTelbHOE
HCIIOJIb30BAHUE CHUMBOJIOB
BEPXHETO PErucTpa B
napoJe, B KOJIMIECTBE HE
MeHee

255

CrnenuaiabHble CUMBOJIBI

O0s13aTenbHOE
WCTIOJIh30BaHHE
CHEeMaJIbHBIX CHMBOJIOB B
napoJje u3 Habopa
\I"#$%& () *+,-
J5<=>2@[]” K[}~ B

KOJINYCCTBC HC MCHEC

255

KomnnuecTBO N3MeHEHUN
OT IPOIIOrO NapOJIst

MunuManbHOE KOJIUYSCTBO
W3MEHEHUN B HOBOM MapoJie
110 CPABHEHHUIO CO CTAPBIM

255

[IpoBepka o ucropun
apoJieu

KonngecTBo nociemaux
WCIIOJIb30BAHHBIX IIAPOJIEH,
C KOTOPBIMHU HE JOJIKEH
COBMAJIaTh 3aJ1aBacMBbIil
1apoJib

30

3anpeT Ha UCIMOJIb30BAHHE
MapoJs U3 CIUCKa
MOMYJISIPHBIX

[Taponp HE HOMKEH
COBIIAJIaTh HU C OJHUM U3
CITMCKA IOIYJISIPHBIX
11apoJIeH

OrpaHudeHue cpoka
JNEUCTBUS TAPOJISL

[To nucreuenun cpoka
JNEUCTBUS NAPOJIb JOJIKEH
OBITH CMEHEH, JTHECH

int_max

60

10

Hamomunaunue 00
WCTEYCHHUH TTapOJIs

IIpu Bxoxe B cucreMy
HaAIlOMUHATh I10JIb30BATEIIIO
0 CKOPOM MCTEUYEHHUU CPOKA
JNEUCTBUS TAPOJISL

int_max

11

3ajepiKka Ipu CMEHE
napoJst

MuHUMaJIBHBIA CPOK
JNEUCTBUS NAPOJIsl, CPOK 10
HCTEYECHUSI KOTOPOTO
MapOJIb HEJIb3 CMEHHUTD,
THeH

int_max

12

KomuuecTBO NOOBITOK 10
OJIOKUPOBKHU

[Tocne ykazanHoro
KOJIMYECTBA HETIPABUIILHO
BBEJICHHOT'O NIapOJIst
y4€THas 3al1Ch BPEMEHHO
OJ0KUpyeTcs

int_max

Ne u3mMeHeHus:

‘ HOZ{HI/ICL OTB. JIMIIA:

‘ JlaTa BHECEHUS U3M:
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Mun-e | Mak-e 3nauenue
Ne ITapamerp Onucanue napamerpa no
3Ha4y-e | 3Ha4-e
YMOJTUYAHU IO
13| TIponomKUTeIhHOCTD [TpomomKuTenEHOCTD 1 int_max 15
OJIOKHPOBKHU OJIOKMPOBKHU YUETHOMN
3aIncu
14) BrnokupoBka y4eTHON brnokupoBarh 1 int_max 45
3aIlMCH TPU OTCYTCTBUU | HEUCTIOIB3YEMYIO YUETHYIO
aKTUBHOCTHU 3aIUCh TI0 UCTCUYCHUH
YKa3aHHOTO MEPHOa
15| BiiokupoBka [TpumensaTs mpaBuia 0 1 0
aJIMUHUCTpATOpa MpU OJIOKUPOBKH
JUTUTEIIFHOM OTCYTCTBHU | HEUCIIOJIb3YEMBIX YYETHBIX
3amucen I y4EeTHON
3aIlMCH TI0 YMOITYaHHIO
«adminy

Buecénnble n3MEHEHUs BCTYIAIOT B CUJTY Cpa3y MOCe COXPaHEHHUS.

2.2.1. Cmena napoJs noab3osarenas JDS axmuaucTpaTropom

CornacHO yCTaHOBJICHHON PpOJIEBOM MOJENH, BCTPOCHHOW y4eTHOW 3amucu «admin» u

MOJIb30BaTeNAM ¢ poibto «AnmuHuctparop CYBJl» noctynHa QyHKUMOHAIbHAs BO3MOKHOCTh

CMEHBI TTapoJisi BCEM KaTeropusiM mojb3oBareneit JDS 6e3 BBoaa TEKyIero napoJis.

CMmena mapoJid BBIMMOJIHACTCA 9Y€PE3 KOHTCKCTHOC MCHIO B CTPOKC I1OJIB30BATCIIA.

/ HacTpoiikn Uenw

TP

meTpaTop CYEL

meTpaTop CYBAL

aTop CYB,

meTpaTop CYEAL

mcTpaTop CYBAL

aTop CYE

auditor_smib 111111

Axrugen Basunesu Ceprefi Bagunosus

Kapnenko Avpeit Oukanves iy

Konen Anapeit

Axrvzen Mowceesa Angna

Axrusen Mont

loKeHTHH Angpeii NlaBnosuy

Huxcens Angpeii Bnagunmposuy

nikel-a@datagile ru

bazilevich-s @datagile ru 1

karpenko-a@datagile ru

Koptev-a@datagile.ru

molkentin-a@datagile.ru

+791268150947

Pucynok 2.20 — KoHTEKCTHOE MEHIO B CTpOKE noJb30oBarens JDS

WJIY CT€HEPUPYHTE HOBBIN IIApPOJIb U IIOATBEPIUTE €TO.

S51f1102, M3 flemocTen, Problem._.
10.86.4.130 55!, Securin

& owennts mapons

localhost T vaenurs

s51#107_pas
ProblemsSalutions, localhost

10.86.4.130 55!

BbIOOpe omumu «CMEHHUTH Mapojby) OTKPOeTCcsl OKHO «CMeHa maposs». Y CTaHOBUTE

Ne u3mMeHeHus:

HOZ{HI/ICB OTB. JIMIIA:

‘ JlaTa BHECEHUS U3M:




@}toba

B2 Momnmopnr

&y Awanus pucxos

= Knacrepol v

@ AvauTuoruétoes v

@ pou3BoAMTENbHOCTE v

LDAP CHHXPOHW3ALINA

&= PomB

A Yeepomnenus v

Q@ Naponbhbie nonuTukA A
YnpaBneHHe noMMTHK...
Mpussaka poneit

Pafiora ¢ finokunos.

IIpn BBOJE mapoisig OyAeT OTpa)kaThCsl IMOJCKAa3Ka IO YCTAaHOBJIEHHBIM

/ HacTpoitku

Q, Momck
Torws

admin

auditor_smib

bazilevich-s

karpenko-a

koptev

moiseeva-a

molkentin-a

nikel-a

testl

Uenn

MonbsosaTenn

Pons

AnmuHpcTpaTop CYBIL

Aypiop

AnmyHmcTpaTop CYBIL

AnmuHpcTpaTop CYBIL

Agmnmctpatop CYE[L

Tpeboranus k naponio
w078
o
A B
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Porn Cepauchl VICTOUHHKM BaHHBIX
Cranye ono
AKTUBEH
AKTHBEH auditor_smib 111 111
AKTUBEH Basunesm Cepreit Baumoany
AKTUBEH Kapnewko Axpipeit 0B uHa/Me.
Axt
CmeHa napons X
. o Mmanom (restt)

Sy

beaonacHoCT

o admin
& 4 punkuctpatop CYE]
&) O6HosuTE RoGasaTo
3n. anpe Tenedon Uemn
s51t102, M3S [lemoctenp, Pro...
10.88.4.130 ssl, Security
bazilevich-s@datagile.ru 1

karpenko-a@datagile.ru localhost
koptev-a@datagile.ru

$511t107_pas

P

7w
e
p

v C

A, CROTHBOBATS PO B Gyep oGcHa HTE Napons *
=
AnmuHmcTpaTOp GYBIL At
CMeHATS napons. OTMeHNTS
AnmuHpcTpaTop CYBIL At i EED )

ProblemsSolutions, localhost

nikel-a@datagile.ru +70128150047 10.88.4.130 sl

1212@yaru 1212121

velikanov-d@datagile.ru 10.88.4.130 ssl, localhost

Pucynok 2.21 — OkHO cMeHbI TapoJIst

TpeOOBaHUsIM K

HapOHLHOﬁ IMOJINTHUKEC, KOTOPBIC YCTAHABJIMBAKOTCA BO BKIIA/IKE «be3onacHOCTbY.

BBogumas aytentudukanmonnas uHGopMmanus OyIeT CKpbITa, YTO COOTBETCTBYET MEpe

sanutel uHpopMarun (MAD.S) «3amura oOpaTHON CBS3M MpH BBOAE ayTEHTHU(PUKAIIMOHHOU

uHpopmarmn», yctanosineHHo# [Ipukazom ®CTOK Poccun ot 11.02.2013 N 17.

CMmena mapodst mojbp30Bartens uepes ciyxkeonyio b/l kommonenta JDS HEBO3MOXKHO.

2.2.2. CmeHna napoJs nouab3osareaem JDS

[losie nmepBUYHON MAEHTU(UKALIMU, IIPU IIEPBOM BXOJI€ B KOMIIOHEHT, MOJb30Bareiab JDS

00s13aH CMEHHUTHh IMPUCBOCHHBIN eMy mapoib. [Ipu 3Tom, B memsix Oe3omacHOCTH, eMy He Oyaer

JOCTYIIHA U W3BECTHa ayTeHTU(uUKanuoHHas uHbopmaius ais aoctyna k uenesod CYBJ (cm.

m.2.1.1).

Ne u3mMeHeHus:

HOI{HI/ICB OTB. JIMIIA:

‘ JlaTa BHECEHUS U3M:
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@atoba

Data Safe

CmeHa napons

3ajaiiTe HoBbIi Napons

Crapuiit mapons *
Hosuift napons *

MosTopHTe napons *

CmennTe Napons Otmena

Pucynok 2.22 — Cmena nosib3zoBarenieM JDS BbIIaHHOTO NapoJist IPU IEPBOM BXOJE
CMeHa COOCTBEHHOTO MMapoJis JJIsi BCEX MoJib3oBarenel kommnonenta JDS moctymHa depes

MIAKTOrpaMMy TEKYLIETO MOJIb30BATEIISA, PACIIONIOKEHHYIO B IIPABOM BEPXHEN YaCTH OKHA.
e petrov
E-
C) Change password
Log out

Pucynok 2.23 — IIukrorpamma TeKyILEro MoJIb30BaTeNs

[Tpu ucTeueHun cpoka ACWCTBUSA MApOJIs MOIH30BATENh OyNeT MEPHOAMYECKH TOTYy4aTh

COOOIIeHNE O CMEHE TapoJIs.

Cpok aelcTBMA Nnapons UCTeKaeT yepes 3 AHA X

CMeHuTL Nnapont

Pucynok 2.24 — CooOuierne o cMeHe napos

Ne u3MeHeHUS: HOI[HI/ICB OTB. JI4Ia: ‘ I[aTa BHCCCHHA U3M:
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2.2.3. baokupoBanue noJjb3osaresa JDS agMuHucTparopom
[Tonmp3oBaTenb JDS MoxeT ObITh 3a0JI0KHMPOBaH aJMHHACTPATOPOM MIPUHYAUTEIHHO. Takas
OJOKMPOBKA BBIMIOJNHAETCS B KAapTOUYKE TOJB30BATENs dYepe3 omepanuio «PemakTupoBarh» BO

BKiaake «llonp3zoBarenu» pasnena «Hactporkmy.

PegaKTupoBaHue Nnonb3ogaTena X
AKTHESH E' 3abnokWpoBaTh
ToruH*
admin_test
Ponb *
AOMWHWMCTPaTOR CYBL
3abnokupoBatb admin_test? X

MpHYnHa GNoKUpOBHU *

BNOKMPOBKA Ha BPEMA OTIYCKa

Pucynok 2.25 — IlpunyaurensHoe O10KkupoBaHue moiib3osarens JDS
BBox komMMeHTapus sBisieTcsl o0s3arenbHbIM. Jlanee oHa OyJeT OTpa)kaThCsl B KapTOUKe

II0JIB30BAaTCJIA.

2.2.4. Pa3zboioxkupoBanue noJjn3oBarens JDS

ITonb3oBatens JDS MoxkeT ObITh 320JIOKUPOBAH:
—  KOMIIOHEHTOM B CJIEJICTBUU HapyLIEHUS NapOJIbHBIX [TOJIUTHK;
—  aJIMUHHUCTPATOPOM KOMIIOHEHTA.

Craryc mnonb3oBaTensi oOToOpa)kaeTcs B  OJAHOMMEHHOM CTOJIOLIE BO  BKJIAQJKE

«ITonmp3oBarenn» pasnena «Hactpoiikmy.

Ne u3MeHeHUS: HO)_'[HI/ICI: OTB. JI4Ia: ‘ I[aTa BHCCCHHA U3M:
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@atoba / Hactpoiikn Lenu Monbaosatenn Ponu Cepauce VACTOUHUKM AaHHbIX FesonackocTL 2 :’:m“i‘ﬂwmu cven
B MonuTopuur Q Momex ¢) OHomuTs NoGasuTs
Tlarun A Ponb crayc oo 3n.agpec Tenegion Lern
i Awanuz puckor
admin AAMUHUCTPETOP CYB[L AxTnzeH 511102, M3S [leMocTen,
& Knacteps! v
auditor_smib AyanTop AKTHREH auditor_smib 111 1112 10.88.4.130 ssl, Security
@ Avmurworséthoes v
bazllevich-s AnMMHHCTaTOR CYBL AkTuge Basunesn Cepreft Banum..  bazilevich-s@datagile.ru 1
@ MponsBoaHTEnbHOGTE v
karpenko-a ALMUHUACTpaTOP CYBL AKTHBEH KapneHko AHApe# HOBHHA... karpenko-a@datagile.ru localhost
LDAP CHHXpOHU3aLUSA
Koptev AAMUHHCTPATOP CYBAL AKTHREH KonTes AHgpeit koptev-a@datagile.ru
&= PonmBj
moiseeva-a AaMuHmCTpaTop CYB/L AxTize Monceesa Anéua S51ft107_pas
A Yeenomnenna ~
molkentin-a AAMUHUMCTPETOD CYB/L AKTHREH MOnbKeHTUH AHApedi MaBn..  molkentin-a@datagile.ru ProblemsSolutions, localho...
Q@ naponshbie nonuTikn v
nikel-a AaMMHHCTATOP CYB/L AKTHBEH Hukenb Aunpedt Braaumu... nikel-a@datagile.ru +79128150947 10.88.4.130 ssl
test Ayautop 3abnokuposaH petrov petrov

&) CMmennTs napono

testl AAMMHUCTPATOP CYB[L, AkTuaeH UBaHOB MBaH UBAHOBUY 1212@ya.ru 1212121 .
/' Pepakuposars
testsp AyauTOp AKTisen MBaHOB VBaH ya@yaru localhost ) Pas6nokuposats
vel AAMUHNCTPATOP CYBAL AkTugeH BenuKaHos AMUTpHit velikanov-d@datagile.ru 10884130 O YawTe
< CrepHyTh Menio
& Hactpoiikn ‘ Beero: 12 CTpoK Ha CTpakmue: 12 Tus1 < 1 >

Pucynox 2.26 — Pa36iokupoBka monb3oBarens JDS
PazbnokxupoBanue monp3oBatess JDS BRIMOTHISTCS aIMIHACTPATOPOM KOMITOHEHTA Yepe3

KOHTCKCTHOC MCHIO.

2.3. Bkiaaaka «McTOYHHKH JAHHBIX»
Bxmanka «Mcrounukn naHHbIx» B pasgene «HacTpoilkm» ucnone3yercs i pasjaena

«MOHHUTOPHUHTY, OMUCAHHOIO B 1. 4 HACTOSAIIEIO JOKYMEHTA.

g o o admin
Q/\a[oba / Hactpoitku Lenn Monbzogatenn Ponu Cepauchl VICTOMHMKN AaHHBIX & ereroncyan
B8 Monutopunr Q Mowmck Llo6apuTs
P vus A URL
all  AHanuz puckos
Mpomereit 1 http://10.88.4.230:9090
& Knacteps v
Mpomerefi 2 http://10.116.102.152:9090
@ AmruorsTHocs v
Mpomere#i 3 hitp://10.88.1.221:9000
@ NponseoauTeNsHOCTE v

LDAP CHHXPOHU3ALMA
as PomBf

A Yeenomnenns M

Pucynok 2.27 — Bknaaka «/IcTouHUKY JaHHBIX)»
B kauectBe wucTouHMKa JaHHBIX wucnoib3yercs cucrema «PROMETHEUS», nns
MOJIKITFOYEHUS K KOTOpOH moTpedyercs ykazaTh ums mnoakimtodeHus 1 URL ¢ ucnonb3yeMbim

MIOPTOM.

Ne u3MeHeHUS: HOZ[HI/ICB OTB. JI4Ia: ‘ I[aTa BHCCCHHA U3M:
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HoBblit ICTOMHMK AaHHbIX X

Wms *

monitoring

HacTpoRKu MOAKNIOYEHHS

URL cepsepa Prometheus *
http://10.116.102.152:9090

KnuexTcxuit cepTudmkar

[ A¥ Tect nofkniodenms ‘ @ venewwo NonposHocT

HacTpoiku ANA KOHGUIypUMpoBaHUA NpeynpeXacHui
TIp# CO3RaHHI/HACTPORKE MDEAYMIPEKASHURA KOHDMIYD bIft hafin C NpasunaMy BYRET COXPAHATECR Ha CEPBEpe
Promethaus ¢ MCMONE30BaHUEM YKa3aHHEIX HUME Napa

IP agpec Mopt
IP NW60 UMA CepBEpa NPOMETER 22
WMA nonb3osaten
LLNA nofKHoYERUA K CEpBEPY NPOMETER
MyTb K hainy

/etc/prometeus/

JoGaBHTL ‘ OTMEHUTL |

Pucynok 2.28 — OxHO 100aBJICHHSI HOBOTO UCTOYHUKA JTAHHBIX

VYCTaHOBUB MapaMeTpsl MOAKIIOYCHHS, TPEOYeTCsl MPOBEPUTH NOCTYIMHOCTh MCTOYHHKA.
Haxarne Ha kHONKY «TecT MOIKIIOUEHUSD» MPOBEPUTH JOCTYIMHOCTh UCTOUYHUKA U CHOPMHUPYET

JIOMOTHUTENHHYIO HH(OPMAITUIO TI0 UCTOYHHKY, JOCTYIHYIO 10 Turniepccbuike «llogpoOHoCTIY.

[Ipu TecTrupoBaHUM COEIMHEHWS B MOMEHT CO3JaHWs HOBOIO MOJKIIOYEHUS K CUCTEME
«PROMETHEUS» mpenocraBnsieTcsi moapoOHasi nHGoOpManusi 0 HACTPOCHHBIX AKCIIOpTEpax, a

Takke aapeca cepsepoB CYB/, HaOm0aaeMbIX COOTBETCTBYIOLIMMH 3KCIIOPTEPAMH.

Taxum oOpazom mpenoctaBisieTcss HHGOPMAIUS O TOJKIIOUYEHUH TPeOyeMoro MHCTaHca
cuctembl «PROMETHEUS», npaBuibHO 1M HacTpoeHa CUCTEMA M IMOAKIIOYEHBI JU K HEH

JKenaeMble 0a3bl.

Ne u3MeHeHUS: HOZ[HI/ICI: OTB. JI4Ia: ‘ I[aTa BHCCCHHA U3M:
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HOBbIil NETOYHUK AAHHBIX X
Mms *
monitoring
OnpaluuBaemble 3KCNopTepbl U Habntofaemble CYB[ X
3afanme URL MeTpuK WHTepsan Mocnensuii onpoc. Cratyc Agpec CYB[ Thn 3kcnopTépa
08_M3S http://10.116.102.153:9100/metri 308 ?3_305755024 e UP Node
os_nodel http//10.116.102.155:9100/metri  30s ?gfgiiDZA e UP Node
os_node2 http:/10.116.102.156:0100/metri - 30s ?633“57@“24 alP Node
postgres_M3s httpi//10.116.102.153:9187/metri 305 b e UP 10.116.102.153:5432 Postgres | o
postgres_node1 http//10.116.102.155:0187/metri 308 ?3305752024 e uP
postgres_node2 hitp://10.116.102.156:9187/metri 30s ?23”571'50“ e UP 10.116.102.156:5432 Postgres
prometheus http:/flocalhost:9090/metrics. 30s ?ﬁfgiiDZA e UP
sqlM3s hitp://10.116.102.153:9399/metri 30s ?33”;?”“ o UP 10.116.102.153:5432 sql
Beero: 10 GrpokHa cTpanaue: 8 1ua2 < 1 2y

Pucynok 2.29 — Oxno «OmnpamuBaemMsie skcriopTepsl u Habmogaembie CYBJ»
[lepeuens moneit okHa «OnpammBaeMbie dKkciopTepsl u Habromaembie CYBJl» npuBenen

B Ta0smie 2.8.

Tabmuna 2.8 - [lepedens nomnei

Cronben IIpnmeyanne
3aganme
URL metpux AKTHBHasI CChUTKA, OTKPBHIBAETCS B HOBOM BKIIaJKe Opay3epa
HuTepBan WnTepsan onpoca
Iocnexnuii onpoc Bpemennas MeTka moCJIEAHEro Onpoca
* BCIUTBIBAIOIIAS OTo0paxaTh ITUTEIBHOCTH onpoca B popmare: "JmutenbHoCTh: 99.9 ¢"/"Duration:
Mo/IcKa3Ka 99.9 s"
Craryc CraTtyc skcnioprepa:
- UP - nocnennuit onpoc 3KCnopTépa BEpHYI METPUKHU, SIKCIIOPTEDP
paboTocrocobeH;
- DOWN - nocneaawuii onpoc SKCnopTépa BEPHYI OMUOKY
* B DOWN oto6 0 0
BCIUTBIBAIOILAS cllyyae craryca oroOpaxaTb HHPOPMAIHIO 00 OIHOKe
MoJCcKa3Ka
Anpec CYB/J Anpec CYB/] nonydaemsrit u3 merpuk Prom-QL 3anpocom:
- pg_static (quist postgres _exporter);
- pg server (mms sql_exporter).
Twun 3xcnoprepa Tun skcriopTépa orpenensieMplii COUeTaHUEM Ha3BaHUS METPUKH U COJCPKIMBIM
METKH instance:
- pg_static st postgres exporter;
- pg_server st sql_exporter;
- node os_info ans node exporter;
- windows_os_info mist windows_exporter;

Ne u3MeHeHUS: HO,Z[HI/ICI: OTB. JI4Ia: ‘ IIaTa BHCCCHHA U3M:
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2.3.1. UndopMupoBaHue 0 HeMmoJIHOM nepevyne Hadaw0aaembix CYB/]
[Tocme HacTpOWKM MCTOYHMKA JAHHBIX KOMIIOHEHT ONPEAECIUT TOJHBIA IEPEUYCHb

BO3MOJKHBIX IJI1 MOHUTOpPWHIA 00BEKTOB.

@atoba / MOHWUTOPHHT Bcé OcHoeHoe MNa
== MOHUTOPHUHT CYB[: 10.116.102.153:5432 B0 w MocnenHue 3 Yaca

q Bepeua OC Ucnonbaceanue LNY

ahl AHanus puckos

o)
& KnacTepsl v 7 /0
@ AvanTuorugTHOCTE v RED 0S MUROM (7.3.4) 100
@ TpouaBOAUTENbHOCTL W s0

LDAP cUHXpOHU2aLMA L—-J-.L.JLG:#-:N&'!J:‘C:

Pucynok 2.30 — I[1one «IcTOYHUK TaHHBIX)

B nosne Bri6opa «Mcromuuka ganueix» (CYB]l) mosBUTCS mpemynpeanTenbHbIi 3HAK, €CIIH

B 00JIaCTh MOHUTOPHUHTA OBLITN HE BKITIOYEHBI Bce MHCTAaHCH cucteMe «PROMETHEUSy.

@ato ba !/ MOHWTOPHHF Bcé

.= MOHUTOPKHHT CYB[: 10.116.102.153:5432 w

L

MepedyeHb CYE[L MOKET GbiThb HENOMHbIM,
'||I AHanua puck NPOBEPETE AOCTYNHOCTb UETOUHKKOR AHHGIX B
pasgaene "HacTpo#kn”
|

Hen

Pucynok 2.31 — BeruisiBaroimast mojckaska

Hasenenue xypcopa Ha npeaynpeIuTeabHbIN 3HAK, ITOSIBUTCS BCILIBIBAOIIAS TIOJCKA3KA.

[Tepeitns no runepcceuike «Brnaaka «VCTOYHMKH JAHHBIX» OTKPOETCS OJHOMMEHHBIN
paszen KOMIIOHEHTa, T BBIOpaB 000€ W3 TMOIKIIOYCHHWA W TMPOTECTHPOBAB €r0 B OKHE

«OmnpammBaeMelie 3xcnioptepsl U Habmogaembie CYB/l» Oyner BhIBelEH MOJIHBIA CIHCOK (CM.

Pucynoxk 2.29).

Ne u3MeHeHUS: HOZ[HI/ICI: OTB. JI4Ia: ‘ I[aTa BHCCCHHA U3M:
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3. DYHKIIMOHAJIBHBIE BO3MOKXHOCTH

JIoCTYIHOCTb pa3/iesioB U MOJPA/IeIOB KOMIIOHEHTA NpuBeeHa B Tabmnuiie 3.1.

Tabmuua 3.1 — locTymHoCcTh pa3nenoB kommnoneHTa JDS 2.8

Bepcus aapa CYB/]

Paszneant JDS

J4

JS

Komwm.

Cepr.

Komwm.

Komwm.

Mounurtopusr (Monitoring)

X

<

Amnanu3s puckoB (User Risk)

Crmcoxk knactepoB (Cluster list)

CoObiTus 6e3omacuoctu (Event List)

Marpuna nocryna (Access Matrix)

Cuumku u otyeTsl (Snapshots & Reports)

[Tpo6nemsr u pemenns (Problems &
Solutions)

Amnanm3 3anpocoB (Query analysis)

AxTuBHOCTH B/

JDS connections

LDAP cunxponu3zanusi (LDAP Sync)

Posn B]]

[TaponpHbBIE OTUTHKA

Notifications (YBenomiieHus)

SRR I I P I A P

Jlangmagr

PesepBHOE KOnupoBaHue

IR i i i i i s I R R R T R e I R R T R R el E

IR i i i I s I R A R T R e I Rl Rl R R el E

IIpumeuanue:
1) Cept. — cepruduurpoBaHHas BEPCHUs.

2) KoMmM. — koMMepuecKasi BepCcus.

Ne u3mMeHeHus:

HOZ{HI/ICL OTB. JIMIIA:

‘ JlaTa BHECEHUS U3M:
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4. PABJAEJI «<MOHUTOPHUHI» (MONITORING)

Paznen «MOHUTOpPHHDY TpeAHAa3HAYEH A OTOOpaKEHUs ONepaTHMBHONW WH(GOpPMAINH B
dopme rpaduuecknx u uppoBsix manene (Bumkeros) o neneoit CYBJ] u OC, Ha koTopoii oHa

YCTaHOBJICHA.

Hactpoiika nonkintouenus: onucana B 1. 2.3 «Bxknaaka « ICTOYHUKY JaHHBIX» HACTOSIIETO

JOKYMEHTA.
WNudopmarnms cobupaercs ¢ KOMIIOHEHT:

—  «node_exporter» — nMpeaHa3HAYEH 11 MOHUTOPUHTA U cOOpa METPHUK C Pa3THUHBIX

KOMIIOHEHTOB B cucTeMe Ha ocHoBe OC Linux;

—  «postgres_exporter» — mpeaHazHadeH st coopa u skcrnopra metpuk CYB/I, Takux

KaK CTaTHUCTHKA 110 0ase JaHHBIX, HArpy3Ka Ha CCPBCP, KOJIUICCTBO 3aIIPpOCOB U T. .,

— «sql_exporter» — mpeaHa3zHAYEH 711 SKCIopTa JaHHBIX 13 SQL-3ampocos B ¢popmar,

YAOOHBIN JUIS aHATTN3a U BU3YyaTU3allUU.

Uudopmammrio akkymynupyer cucrema «PROMETHEUS» u mepenaér ee B moapasaen
«[Tanens» JDS. Ytunura «Alertmanager» oGecrieunBaeT KOHTPOJIb Ha/l TOPOrOBBIMH 3HAYEHUSIMU

Y PacChUIKY YBEIOMIICHUM.

Cxema B3auMOJEMCTBUS KOMIIOHEHT IIPEACTABIIEHA HA PUCYHKE 4.1.

- =\ - =) = =
node_exporter |~

- \ Prometheus
@ postgres_exporter [—>» —>
\ J Ii“"““““““"'\l
' i
, - Jatoba data safe
- B : :
g sql_exporter ~ E Alertmanager E
\ y \Smmmmmmmmmmmmmmmaaad) J

Pucynok 4.1 — Cxema B3auMOZEHCTBHS KOMIOHEHT JUIsl cOOpa METPHUK
Hactpoiika BblIIEyKa3aHHBIX KOMIIOHEHT omMcaHa B JOKyMeHTe «PykoBoacTtBo 1o

HacTtpoiike. Yacts 28. Ilonnepxka monutopunra CYB/».

Ne u3MeHeHUS: HOZ[HI/ICI: OTB. JI4Ia: ‘ I[aTa BHCCCHHA U3M:
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Bo Bknanke « MOHUTOPHHT OTOOpaKatOTCs MPeTyCTaHOBICHHBIA HA00P BUHKETOB.

\ " : o admin
@a to ba / MOHUTOPHHT Beé H OcHoeHoe MNakens 2 MNakens 3 MaHens 4 [[06aBATL BKNAAKY & nncraaron 0V
B MouuTopunr /\  CYBO:10.116.102.153:5432 v  BJ v  [locnejuve 3 uaca ¢) ObuomuTs v BUBMMOTEK BUAKETOR
TR —— | Bepcna OC | Mcnonbaoeanne UNY DMcKOBI/ BBOA/BbIBOA (6aAT/C) | Mcnonbaoeanne 03y
all
Urenne
) —amo aomoe 349
& Knacteps! v 7 /O =sda 40 Mbjc - /0
- Sanncy
" 100 =dm-0 8129 KB/c 100
@ Amnorigmocrs v RED OS MUROM (7.3.4) ‘ st 812 Kore
@ Nponsommenshocts v B . PR PRSI N T e 1 A ||| ol o ‘
i [ ———
L I I : ; : s
[F T — 1250 1300 1330 14000 14130 1500
o | McKOBbIX onepauyii BBOa/BbIBOAA (10PS) CBO6OAHOE NPOCTPAHETBO
&= PonuBA e .
et
= dm-0 990.0
A veeounenna A 1] | | = sda 1622 /dev/mapper/ro_redos-root
| ‘ 3anwcn
N | —dmo S04 82 5 CBOGOAHO U3 143 T6
= sda 264 fdev/sdal
00 ‘ ‘ ' ’ 238 M coosonno u3 474 M5
| | ‘ I I ‘
i
\Z‘ZJ 1200 13‘!\7 14‘n:| 1430 15‘30
| Menonkaoranue gucka (%) CeTepoi BBOA/BLIBOJ (63HT/C)
100 200 KB
-am-0 7 Monyueno
- sda 7 | ~ensi8  3.6Kb/C
75 150 KEfe Il ) il ' N =lo  137.8Kb/c
Rl " o (e |
Mh ‘IIII il iII H|l| l’"“ill 1},, I ,I|l|I | .lu!” i ’I il “-”mm‘fmm‘u\l‘;1{[|[l1v|l|,|rl[.l‘l1!l‘.|u%'ﬂll‘.'ll' epapano
N — lmu ‘l‘l‘“l il m mq' I i|| il uu “ ikl mens18 5.1 Kb/o
-lo 137.8 Kb/c
2 ke
< CeepHyTb MeHi0
E ‘ ol J Jﬂ e I ; ‘ . R—
@ Hacmoiicn ‘\_m e e o v 125 130 1330 14500 1850 1500

Pucynok 4.2 — IIpenycTaHOBICHHBIE BUIKETHI

B BepxHeii cTpoke 10CcTyneH BBIOOP:

—  xouTpoaupyemoit CYB/I;

— BCceX 0a3 JaHHBIX WX eIUHCTBeHHON B/I;
—  [EepUoaa KOHTPOJIS;

—  MEePUOJUYHOCTH OOHOBJICHUS BKIIAJKU;
— OMOJIMOTEKA BUIDKETOB.

PaGouee mpocTpaHCTBO BO3MOKHO OPraHMW30BaTh CO3/JaHUEM BKIAJOK C BHUDKETAMH WM

MIPOCTHIM BHIOOPOM BUKETOB.

4.1. buéamoreka BUIKETOB
bubnuoreka BWIKETOB CTPYKTypupoBaHa Mo aByM BkiaakaMm. Ha Bxmagke «Cepep»
pacrojiararoTcsi BUIPKEThI, oTHocsmuecs K ucnonb3dyemort OC. Ha Bkitagke «bJl» pacnonararorcs

BUJDKETHI, OTHOCSIIIHECS K paboTe 6a3 JaHHBIX.

[lepedeHb UCTIOIB3YEMBIX BHKETOB, HAXOSAIIUXCS B OMOIMOTEKE BUHKETOB, IPUBEJICH B

tabnure 4.1.

‘ Ne u3MeHeHUS: HOI[HI/ICB OTB. JI4Ia: ‘ I[aTa BHCCCHHA U3M:
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Tabnuma 4.1 — [lepedeHb BUIKETOB B OMOJIMOTEKE BHIKETOB

Bxaaagka
OnéInOTEeKH Buxer Mertpuka
BU/IKETOB
Cepsep Hcnons3oBanue LIITY obmee, LITY
Cepgep JIMCKOBBII BBO/BBIBO/I JIMCK, YTCHUE, 3aII1Ch
Cepgep JIMCKOBBIX OTepaliyii BBOa/BBIBOIA JIMCK, YTCHUE, 3aII1Ch
Cepsep Bepcus OC oOmee, Bepcust
Cepsep Hcnons3oBanue O3Y obmee, O3Y
Cepsep JIMCKOBBI BBOJI/BBIBOJT JMCK, YTEHUE, 3aI1Ch, Harpy3Ka
Cepsep Hcnonp3oBaHue aucka IIMCK, pa3Mep
Cepsep CB0060IHOE MTPOCTPAHCTBO TIMCK, pa3Mep
Cepsep CeTteBoii BBOJI/BBIBOJ CETh
B Bepens Bl oOmiee, Bepcust
(PostgreSQL/Jatoba)
B/ KonuuecTBo ceccuit o coCTOSTHUSAM ceccuu
| ]| Yucno TpaH3aKUUi B CEKYHAY Harpyska
B/l JnurenpHOCTH padoThl B]] oO1iee, NIUTETHLHOCTD
| ]| Pasmep B/ pasmep
B/l KonnyecTBo 3a010KMUPOBAaHHBIX U OKHUAAIOMINX | CECCHU, KOH(IUKTHI
ceccuit
B/ N3smenenue pasmepon bJI Pa3mep, 3anuce
B OO11ee KOIMYECTBO CECCHA Ceccumn, Harpyska
B/l biiokupoBku KOH(DIUKTHI
| ]| MakcumanbHas IIPOJAOJIKUTEIBHOCTD Ceccun, KOH(PIUKTHL,
3aIpOCOB/0KHIAHHHA JUTUTENTBHOCTh
B/ PaGota co cTpokamu TaHHBIX Crtpoxku, yTeHue, 3aruch
B/l B3anMo610KHpOBKH, KOHIUKTHI KOH(QJIUKTBI
| ]| MakcumanbHbIi BO3PacT HE3aMOPOKEHHBIX JUTUTEIBHOCTD
TpaH3aKUUU
B/ ABTOBaKyyMbl M UX JUTUTEIILHOCTh Ceccun, ATUTETHHOCTD
B/ WAL, KOHTpOJIbHBIE TOUKH,
WHTEeHCUBHOCTH KOHTPOJIBHBIX TOYEK
Harpyska
B/ O6vem WAL WAL, 3anuce pa3mep
B/l HuTeHcuBHOCTD paboThl ¢ Oydepamu WAL, urenue, 3anuch
B/ WAL, KOHTpOJIbHBIE TOUKH,
JUTUTenpHOCTh 00pabOTKH KOHTPOJIBHBIX TOUEK
JUTUTENTbHOCTh
| ]| JloJ1 uTeHus U3 K311a YTEHUE
| ]| 3anucek BO BpeMEHHBIE (hailiibl Pasmep, ureHue
B/l 3arpy3ka cucteMsl (load avarage 1/5/15 min) HITY, narpy3ka
| ]| KonunuecTBo TpaH3akuMii U UX OTKATOB Harpyska

‘ Ne u3mMeHeHus:

HOZ{HI/ICB OTB. JIMIIA:

‘ JlaTa BHECEHUS U3M:
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Bumkersl 100aBiArOTCAS HakaTHeM KHONKHA «buOnamoreka BHMIKETOB». B OKHeE
«bubnmoreka BUHKETOB» BBIOUpAIOTCS TpeOyeMble BHIKETHI, KOTOPhIE OyIyT BHICTPAUBATHCS B

OKHC BCPTUKAJIBHO.

Beibop TpeOyembIXx BHIKETOB BO3MOXKHO BBIIIOJHUTH 4Yepe3 TIOJIE «IOWUCK» W/WIH
UCTIONB3Yysl (GUIBTP 1O METPUKAM NpPUBEACHHBIX B Tabmuie 4.1. B ¢unpTpe MeTpuk BUIKETOB

JOCTYTIEH MHOYKECTBEHHBII BBIOOD.

aloDd BU6AMOTEKA BUAKETOB X

Cepeep BA

Q Mouek = dunvp

+ OnuTenbHocTb paéotel BL, obllee  ANUTENLHOCTH @

BpemA, NpoleAwee C MOMEHTa CTapTa cepeepa B

+ Paswmep BJ] pasmep (1))
PasMep 623 JaHKsIX cepeepa B1l
Bepcus BJ1 ofuiee  Bepcus
Bepcus 5AL
'BO CECCHil No cecomn (1))

Konu4ecTso ceccuit No COCTORHMAM

UKCNO TPaHSAKUMIA B CeKYHLY
UMCA0 TRAH3AKUNA B CEKYHAY N 633aM AAHHBIX (TOACHHTEIBAKTCA YOMEILHbIE 33BEPILEHNA U OTKATEI)
+ O6Liee KONNYECTBO Ceccuit ceccun
KOMUYECTBO NPOLIECCOB, MOAKMIOUEHHSIX K KaXA0/ 633€ AaHHbIX (3BTOBAKYYM YUHTLIBaETCS, He
NOACHHUTHIBAIOTCA GOHOBbIE CePBEDHbIE MPOLECCH, ¥bU NOAKIOHEHIA OCYLLECTENRIOTCS 6E3 yKa3aHHA
Vvter BL)

+ U3meHeHune pasmepos B paamep
CKOpOCTL 06bema B/ (1 No 633aM AaHHEIX)

= ~

Pucynok 4.3 — Oknao «bubimoTexa BUKETOBY
[Tociie coxpaHeHus: BBIOOpa, BUPKETHI MOXHO IE€peMeENaTh IO MPOCTPAHCTBY OKHA.

KOMMOHEHT 3a1IOMHUT U COXPAHUT UX PACIIOJIOKEHUE.
4.2. UudopmupoBaHue 0 32JaHHOM 3HAYEHHHU MOKA3ATEs1

BI/II[)KCTBI OTpaKKaromunue TMHAMUYCCKUC 3HAYCHUA OCHAICHBI MCXaHU3MOM YBCI[OMHCHHﬁ.

OTOT MeEXaHH3M AKTUBUPYCTCA UYCPC3 KOHTCKCTHOC MCHIO BHJIDKCTA, BBI60pOM OIIIHUH

«YBeIOMIICHUS.

Ne u3MeHeHUS: HO,I[HI/ICB OTB. JI4Ia: ‘ I[aTa BHCCCHHA U3M:




63
643.72410666.00067-07 98 01-07

@atoba / MoHUTOPUHT Bcé : OCHOBHOE NaHens 2
B8 MouuTopuHr CYBM: 10.116.102.153:5432 v BA v  MocnepHue 3 vaca
PR Bepcua OC WcnonbaosaHme LNY : Anc
alll  Axannz puckoe
A Ysenomnenunsa
&= Knacrepsl v -
YAanuTs

AYINT STHOC 100
@ syanruoriEmiocrs v RED 0S MUROM (7.3.4)
@ MpousEoAMTENBHOCTE v L
LDAP cuHXpoHM3aUna -

Pucynok 4.4 — KoHTEeKCTHOE MEHIO BUJIKETA

Br16op gaHHO ONIMK BHI30BET OKHO HACTPOMKU yBEIOMIICHHH.

Yucno TpaH3aKuWiA B CeKYHAY X

YEepoMNeHua

| 4 noasute yeenomnenne

PucyHok 4.5 — OkHO yBeAOMIIEHUS

JloGaBneHue yBeTOMJICHHS TIOCTYITHO HAKaTHEM Ha KHONIKY «+ J[00aBUTH yBemOMIICHHEY.

Kaxxnprii BHIKET MOXKET ObITh HACTPOCH Ha HECKOJBKO YBEAOMIICHHH, ISl HECKOJIBKHX

00BEKTOB KOHTPOJISI 1 UMECT COOCTBEHHEIC HaCTpOﬁKH B KOTOPLIX YCTAHABJIMBAIOTCS ITOPOTOBLIC

3HAYE€HUs 10 TUIIAM YCJIOBUM.
Takast KOHCTPYKLMS YBEIOMJICHUM ITO3BOJISACT:
—  OTCJIeKUBATh BBIXOJ METPHKH 32 MPEAEIBI 33JJaHHOTO AUana3oHa U Ha000pOoT;
—  CIEeAWTH 3a METPUKAMU, KOTOPBIE:
* B HOPMAJIBHOM COCTOSIHUH KOJIEOIIOTCS B ONPEACICHHOM "KOpHaA0Ope" BETUYHH;

¢ B HCHOPMAJIbHOM COCTOSHHU BBIXOIAT U3 «KKOPHUAOPA» BECINYNH, KaK B 6OJIBH_IYIO, Tak

Y B MEHBIIIYIO CTOPOHY.

Ne u3MeHeHUS: HOZ[HI/ICI: OTB. JI4Ia: ‘ I[aTa BHCCCHHA U3M:
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64

Yucno TpaH3aKLuWii B ceKyHay

YeeaomMneHuA
Yeeaomnenue 1
Ba3za AaHHeix
Yenosune
Moporosos sHausHye

MPOACTIHKUTENEHOCTE ELINDIHERNR YCNOSUA

Yeepomnenve 2.
Ba3a fakksix
Yenosne

MNoporosoe aHayeHue

MPOACTHUTENSHOCTS BEINOMHEHKA YENOSUA

|+ DoBasuts ysepomnerne |

test_db

Bonsuwe

1000

5

posigres

MeHbLue

1500

5

MUHYT

MHHYT

Pucynok 4.6 — Hactpolika yBeTOMJIEHUI 11 BUJDKETA

yBeZ[OMJICHI/IH HAaCTpanBarOTCA IOJB30BATCIISIMU CAMOCTOATCIIBHO H 6yI[yT OTHPABJISATHCA

Ha E-mail yka3zanuslii B kKapTouke nojib3oBaress (cM. m 2.1.3.1).

Coznath « YBEOMIICHUS» OT IMEHH U C paBaMu 1mob3oBatens JDS «adminy» HEBO3MOXKHO,

T.K. y JaHHOM y4eTHOM 3amucu orcyTcTByeT E-mail 1 He MokeT ObITh 100aBIIEeH.

Ne u3mMeHeHus:

HOZ[HI/ICI: OTB. JI4Ia:

‘ JlaTa BHECEHUS U3M:
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5. PABAEJI «<xAHAJIN3 PUCKOB» (USER RISK)
@ Omnmcanue pasaena mpuMeHuMo st Bepeuii JDS 2.0 u Bbimie

Paznen «Anamu3 puckoB» (User Risk) mormuecku cBsizan c¢ mopgpazaenom «Marpuna
nocryna» (Access Matrix) (7.1), T.K. B COBOKYITHOCTH TOJYYEHHBIX JaHHBIX MOXKHO IOJYYUTh
OOBEKTHBHYIO KapTUHY JOCTYyNa CyOBEKTOB AOCTyMa K o0bekTaM poctyma. [Ipu a3Tom B pasaenax
oTpaxkaetrcst HHpOpMAIUs O TPYIIIOBBIX POJISX W Ha3HAYEHHBIM UM aTpUOyTaM U TPUBUIIETHSIM,

KOTOpBIE HACIEAYIOT POJIU IOJIb30BATENEN.

B wactHOocTH, pa3men «Ananu3 puckoB» (User Risk) mpemocTtaBisieT KOJIWYECTBEHHBIE
MoKa3aTeNy CUCTEeMHBIX NMPUBWIETHH U aTpUOYTOB POJICH OTHOCHTEIHHO CXeMbl JaHHBIX B B/I,

(GYHKIMOHUPYIOIIEH Ha BRIOPaHHOM CepBepe.

[IpencraBieHHBIN OTYET BBHITOJIHEH B BUJIE MaTPHIIBI U auarpaMmebl «Privileges charty.

User Risk 8 admin

© Jns postgres public X

» n @ 0 BN &

STb UpTo  ITb DT TTb  RTb  TgTb  EFn EPr  SSq UpSq USq CDB CnDB  TDB  CITS  Crsc USc  Uplo SLO UFDW  UFS up Ut UTy su INH  CRR  CRD L REP  BRLS

() Refresh

Role / Group sTb UpTb 1T oTB T RTb TaTh EFn EPr su INH CRR CRD L REP BRLS (11}

PUBLIC v
> jadog_user v
> jds v v v v v v v v
> jds_admin v v v

jds_data_group v v

[2:] Total: 33 Rows per page: 5 10f7 ¢ 1 2 3 4 5 & 7 »

Pucynok 5.1 — Paznen «Ananu3 puckoB» (User Risk)

5.1. Hacrpoiika noakiarwvenus K unejaeoit CYB/]
Hacrpotika nogxmodenus k meneBoit CYBJl mis pasznena «Anamus puckoB» (User Risk)
MOJIHOCTBhIO omucaHa B M. 2.1.3.2 HacTosIIero JOKyMEHTAa U JIOMOJHHUTENbHBIX JCHCTBUM HE

TpeOyer.

‘ Ne u3MeHeHUS: HO)_'[HI/ICI: OTB. JI4Ia: ‘ I[aTa BHCCCHHA U3M:
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[Tpu BeIOOpe Target Oymytr otpaxartbcs Bce ueneBbie CYBJI, co3mannbie B paznene

«Settings» — «Targets».

5.2. Boioop nean (Target)
Jliist BbIOOpA 1€, B JIEBOM BEPXHEM YTy OKHA TpeOyeTCsl BBIOpATh BBINMAJAIOIINN CIICOK

nonxodeHHbIX K JDS cepsepoB CYB/] «Jatoba» (pucyHok 5.2).

@ User Risk Assessment

A @

Roles Privileges

il Privileges chart

Bbinagarowmimn cnucok cepBepoB Jatoba
Pucynox 5.2 — Beibop Target B User Risk

JDS noakmounTes K yka3aHHOMY CEpBEpY U OIMPEIEIIUT CIIMCOK UMEIOIINXCs 0a3 JaHHBIX.

5.3. Bei6op B/l (Database)
Crrcok 0OBEKTOB JIOCTYIIA MPEACTABISIET COOOM MepapXUUYECKUN CIIUCOK W HAXOJUTCS B

BBITIQ/IAFOIIEM cIiiCKe motst «Access Objecty.

Bribop o0bexTa ocymiecTBisieTcs yCTaHOBKOHM (rakka. B monme «Access Objecty Oyzaer

OTPaXKaThCs KOJIMYECTBO BHIOPAHHBIX OOBEKTOB.

5.4. Boi0op cxembl 1aHHbIX (Schema)
Crucok CcyOBEKTOB JOCTyMa NPEICTaBIsSET COOOW MPOCTON CIHUCOK W HAXOAUTCS B

BBIITAJAI0IIEM cucKe oSt «Rolesy.

Br16op o0bexTa ocymecTBisieTcs ycTaHOBKOH (hiakka. B mone «Rolesy. Oymer oTpaxarbes

KOJIMYECTBO BHIOPAHHBIX OOBEKTOB.

5.5. OTo0paxeHne MATPHULIBI
[To ymomuanuto poas PUBLIC otoOpaskaeTcst B Ha4aje CIucKa, IPHOPUTET UMEIOT IU(PHI,
nanee B aq()aBUTHOM TOPSAKE C MPUOPUTETOM BepxHero peructpa. COpTHpOBKa MO CTOIOLAM

aTpuOyTOB U MPHUBHWIETUN OCYIIECTBISIETCS MO0 HATHYHUIO aTpUOyTa/IPUBUIICTUH.

‘ Ne u3MeHeHUS: HOZ[HI/ICI: OTB. JI4Ia: ‘ I[aTa BHCCCHHA U3M: ‘
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B HacTpoiike oToOpakxeHHs CTOJIOLOB TaOIUIbI IPUCYTCTBYIO U BbIOpaHbI 10 YMOJIYaHUIO

aTpuOyTHl M IPUBWIETUH, IPUBEICHHBIE B TabiuLe S.1.

Tabnuna 5.1 — YcnoBHble 0003HAUEHHSI CHCTEMHBIX IPUBUJIETUNA U aTpUOyTOB poJiei

O06o3nauenne | IIpuBniaerun n aTpudyTHI Onucanne Orobpaienie
0 YMOJTYAHUIO
IIpuBniaerun nosab3oBaresieiil Ha BJI0KeHHbIe 00beKThI YPOBHS b
STb SELECT TABLE Yrenue X
UpTb UPDATE TABLE Coznanue X
ITb INSERT TABLE W3menenue X
DTb DELETE TABLE VY nanenue X
TrTb TRUNCATE TABLE VY naneHue Bcex CTPOK X
CucreMHble IPUBHJIETHH
RTb REFERENCES TABLE Hcnons3o0Banue 3aBUCUMBIX TaOJIUI] X
TgTb TRIGGER TABLE YcTaHOBKa TPUTTEPOB Ha TaOJIUIIBI X
EFn EXECUTE FUNCTION Brimonnenue QyHKImi X
EPr EXECUTE PROCEDURE | BeinosiHeHue npouenyp X
SSq SELECT SEQUENCE ITonyuenue 3Ha4EHUs CUETUUKOB
UpSq UPDATE SEQUENCE OOHOBIIEHNE 3HAUCHHSI CYETYMKOB
USq USAGE SEQUENCE Hcnonb30BaHue cyeTUnKa
CrDB CREATE DATABASE Co3nanue 6a3bl TaHHBIX
CnDB CONNECT DATABASE [Monkmrouenue k 0a3ze JaHHBIX
TDB TEMPORARY Hcnons3oBanue BPEMEHHBIX
DATABASE TaOJINILL
CrTS | CREATE TABLESPACE | _O A ramoro
MPOCTPAHCTBA
CrSc CREATE SCHEMA Coznianue cxemsl
USc USAGE SCHEMA Hcnonb30BaHne CXEMBI
UpLO UPDATE LARGE H3meHenne MaHHBIX B OOJBIIMX
OBJECT 00BeKTax
SLO SELECT LARGE OBJECT | Ilony4enue 00JbIINX 0OBEKTOB
UFDW USAGE FOREIGN DATA | Hcnonbs3oBaHue BHEIIHUX
WRAPPER HCTOYHHUKOB JAHHBIX
UFS USAGE FOREIGN Hcnonp30BaHNe BHEITHUX CEPBEPOB
SERVER
UD USAGE DOMAIN Hcnonp3oBaHne JOMeHa
ULn USAGE LANGUAGE Hcnons3oBanus SI3bIKA
IPOrpaMMHUPOBAHUS
UTy USAGE TYPE Hcnosp3oBanue THI X
ATpuOyTBI poJieit
Pomp  «Cymep  moJib30BaTenb»
SU SUPERUSER oOnajaer  TOJHBIMH  TpaBaMH X
nocryna k CYBJ]

Ne u3mMeHeHus:

HOZ{HI/ICL OTB. JIMIIA:

‘ JlaTa BHECEHUS U3M:
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O0o3HaueHue

IIpuBujaerun u aTpuodyTHI

Onucanune

OToOpaxeHue
M0 YMOJTYAHUIO

INH

INHERIT

aTpuoyT
dABTOMATHYCCKHU

Ponu, HMEIOIINE
«INHERITY,
HCIIOJB3YIOT IIpaBa BCEX pOJIEH,
YICHAMH KOTOPBIX OHU SIBIIIOTCS, B
TOM UYHCI€ U YHAcJICJIOBAHHBIC
9TUMH POJIAMHU IIPaBa

CRR

CREATEROLE

Pone umeer paspemieHue Ha

CO3JlaHue JPYTHUX poJier

CRD

CREATEDB

Pone umeer paspemeHue Ha

co3gaHue 0a3bl JAHHBIX

LOGIN

«LOGIN»
KaK

Ponr ¢ arpubyrom

paccMaTpuBaeTCs, poJib
[ojp30Bareiss 0Oa3bl JAHHBIX, a
TAK)X€ MOXET HCIIOIB30BATHCS JUIS
HAYaJILHOTO MOAKIIOYEHHS K Oase

JTAHHBIX

REPLICATION

Poisib uMeer paspenienne Ha 3amyck
IMOTOKOBOM PEIUIMKALIMU

BRLS

BYPASSRLS

ATpubyT poaHM, ONpEeAEIAIOINN

UTHOPUPOBAHUE  BCE  MOJUTHKHU
3amuTel Ha ypoBHE cTpok (RLS —

Row Level Security)

5.6. Ilmarpamma

Juarpamma

IIPEACTABIAET

KOJMYCCTBCHHYTO

OLIEHKY

CYMMAapHOT0

nNpCAOCTAaBJIICHHBIX CHUCTCMHBIX HpI/IBI/IJIeFI/Iﬁ U KOJIUYCCTBA YCTAHOBJIICHHBIX anI/I6yTOB

[oJb30BaTelE.

Ne u3mMeHeHus:

HOI{HI/ICB OTB. JIMIIA:

‘ JlaTa BHECEHUS U3M:

KOJIN4CCTBA
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. admin
@ User Risk & et
A ‘ ® Jps postgres public X
- =
-
20
o .
a 20
15
10
o
o= 5
a 0 .
- ST UpTo b DT Trb  RTb  TgT  EFn  EPr  SSq  UpSy USq  CDB CADB  TDB  CITS  CrSc  USc  UPLO  SLO  UFDW  UFS  UD  ULa  UTy  SU  INH  CRR  CRD L REP  BRLS
Q searc () Refresh
Role / Group sTb UpTb I DTD TiTo RTb TgTb EFn EPr su INH CRR CRD L REP BRLS m
PUBLIC J
> jadog_user v 7 v
v jds v v v v v v v v
jds_data_group v v
jds_reader v v v
N jds_role_admin v v
(7] Total: 33 Rows per page: 5 10f7 ¢ 1 2 3 4 5 & 7 3

Pucynoxk 5.3 — O6mmii Bux pa3aena Ananmm3 puckos (User Risk)

[[BeroBas maaukanust SU (Superuser) 1 BRIOpAaHHOTO CTOJIOIA 0TOOpaXKaeTCs Ha TuarpaMmMe

(pucyHok 5.4).

. admin
@ User Risk & et
.‘m‘ ® Jps postgres public X
- =
-
20
o .
a 20
15
10
o
o= 5
a 0 .
- ST UpTo b DT Trb  RTb  TgT  EFn  EPr  SSq  UpSy USq  CB CADB  TDB  CrTS  CrSc  USc  UPLO SLO UFDW UFS  UD  ULa  UTy  SU  INH  CRR  CRD L REP  BRLS
Q se () Refresh
Role / Group sTb UpTb I DT T RTb TgTb EFn EPr su INH CRR CRD L REP BRLS m
> pg_read_all_data
PUBLIC
> jadog_user v v
> jds v v v v v v v
> jds_admin v v
>
(7] Total: 33 Rows per page: 5 10f7 ¢ 1 2 3 4 5 & 7 3

Pucynok 5.4 — lIBeToBas unaukaus

Ne u3MeHeHUS: HO,I[HI/ICB OTB. JI4Ia: ‘ I[aTa BHCCCHHA U3M:
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6. PA3JEJ «KJIACTEPBI» (CLUSTERS)

@ Pa3nen aktyanen ans Bepcuu komnonenrta JDS 2.8

PaGora xoMmoHEHTa IO YHOPAaBJICHUIO KIACTCPOM TIIOJHOCTBIO OIIKMCAaHA B JOKYMCHTC

«PykoBoncTBO MmO HacTtpoiike. Yacte 1. VYmpaBineHue pekuMOM pabOTHI Y3JIOB Kiactepa.

Kommonent «jaDogy. 643.72410666.00067-07 98-02-01».

B BeO-mpunoxenun JDS mpeacraBieHo rpaduueckoe OTOOpaKeHHWE YyIpaBlICHUS

KOMIIOHEHTOM «jaDogy.

6.1. Iloapasnen «Jadog kaacrepo» (Jadog clusters)

[Tonpaznen «Jadog kmacTepb» UMeEET OJHY BKIIAJKY, Pa3/ICICHHYIO Ha JIBE YaCTH:
—  JocrynHble kinactepsl (eMm. . 6.1.2);
—  V3am1 (cm. 1. 6.1.3).

6.1.1. HacTpoiika noaK/JI104YeHUA

PaBZ[CJI HE HUMECT Q)YHKHHOHaJILHBIX BO3MOKHOCTEH MOAKJIFOUCHUA  KyIaCTepa.

HOZ[KJ'HO‘-ICHHBIC KIIaCTCPbl aBTOMATHYCCKU IMOMNAAar0T B CIIMCOK HOHKﬂmquHﬁ, KaK OIIMCaHO B

m.a. 11.3 «Paznen «Jlangmadt». Brnaaka «Knacteps», HAaCTOSIIErO JOKyMEHTA.

B mpencraBieHHOM mpUMepe KiIacTep CEpBEpOB MOJ yIpaBieHHEM KOMIOHEHTa «jaDogy

UMEET aJIpecaIuio, MpuBeACHHYI0 B Tadwiie 6.1.

Tabmuma 6.1 — CereBas anpecanus cepBepoB cTeHaa kKiactepa «jaDogy»

No HNwms cepBepa IP-aapec Macka noaceru Public IP Pouib
1 | JDS 10.116.102.40 255.255.255.0

Hoacers 102
2 | Nodel 10.116.102.54/24 255.255.255.0 10.116.102.81/24 | Master
3 | Node2 10.116.102.55/24 255.255.255.0 10.116.102.81/24 | Slave
4 | Node3 10.116.102.57/24 255.255.255.0
S | Node4 10.116.102.58/24 255.255.255.0

IHoacers 103
6 | NodeS 10.116.103.57/24 255.255.255.0 10.116.103.82/24
7 | Node6 10.116.103.58/24 255.255.255.0 10.116.103.82/24

6.1.2. locTynHble KJacTepbl

B crmcke AOCTYITHBIX HOI[KJHO‘ICHI/Iﬁ OTPAKAKOTCA IMOAKIIIOYCHHBIC KIIACTCPBI B PaA3aCiIC

«Jlanpmadt/Knacreps», kak OpUI0 OMUCAHO.

Ne u3MeHeHUS: ‘ HOI{HI/ICB OTB. JIMIIA: ‘ I[aTa BHCCCHHA U3M:
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B nanHO# yacTu nocTymHA omepanys MOJKIIOUYEeHUsI K KIacTepy, BHIIOIHEHHAs B (hopme
tymOnepa. Ilocne uero aktuBupyercs pasgen «Y3mae». [lommepkuBaercs TOJNBKO OIHO

MOAKIIOUYEHHUE K KIIacTepy.

@/\atoba / Jadog knacTepel 2 f"?m'[' e
B2 MonwTopur [ocTynHbIe KNacTeps!
. Vs knactena Agpec nopkmoseH ropr
&1 Avanus prcros
D idg_33cls 10.88.4.108 8081
= Knactepo! ~
Jadog knacTepbi
@ AymvTuorETHoCTs v
@ NpouseoguTentrocTy N
LDAP CHHXPOHH3ALIMA
2= Pouba
A veenomnennn v
h Mawawagr Yanui Knactep: dg_33_cls» @ 4 yeen () OSmomnrs
R T —— Fereuesmp A Agpec yana Mlop yana Cratye yana AxTskocTs pons
DEFAULT 10.88.4.105 12345 Slave(ACTIVE) ACTIVE 4 sLavE
[@ PeaepaHoe konuposa..
DEFAULT 10.88.4.106 12345 Slave(ACTIVE) ACTIVE 4 sLavE
DEFAULT 10.88.4.107 12345 Slave(DIED) DIED 4 sLavE
DEFAULT 10.88.4.108 12345 Master(ACTIVE) ACTIVE M MASTER

Pucynok 6.1 — JloctynHele KjlacTepsl
6.1.3. Y3abl

VY311b1 KJT1aCcTEpa MOTYT UMETh POJIM B KJIacTepe:

— «Master»;

—  «Slavey;

—  «Refereey.

Omnepanuu HaJl y371aMu KJIacTepa BBIIOIHSIIOTCS Yepe3 KOHTEKCTHOE MEHIO CTPOKH y3Ja.

V3en ¢ poabio «Master» BO3MOXKHO TOJbKO «lIpucoennHuThs K JAara-ueHTpY» H

«OTCOEIUHUTH OT IAaTa-LIEHTPAY.
Han y3mom ¢ poinbro «Slavey TOCTYITHBI onepanuu:
—  «lIpucoenunuts K gaTa-LeHTPY»;
—  «OTCoeIUHUTH OT JaTa-LEeHTPay;
—  «Cpenars mactepom» (ecinu Master u Slave naxoasarcsa B onaom J11);
—  «DC Promote» (ecau Master u Slave naxoasrcs B pa3ubix JL1);

—  «Y[anutb y3em».

Ne u3MeHeHUS: ‘ HO)_'[HI/ICI: OTB. JI4Ia: ‘ I[aTa BHCCCHHA U3M:
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Han y31om ¢ ponbio «Referee» goctymnHbl onepanuu:
—  «lIpucoenuuuts K gaTa-LeHTPY»;

—  «OTCoeIUHUTH OT JaTa-LEeHTPay;

—  «Y[anuts y3em».

6.1.3.1 Haznauenue posn «Macrep» (Make a master)

Nmeromuiicst y3en ¢ poibio «Slave» BO3MOXKHO Ha3HAYUTh Ha poiib «Master».
B ctpoke y3na moTpeOyeTcsi BbI3BaThb KOHTEKCTHOE MEHIO M BhIOpaTh omiuio «CraenaTh

MacTEPOM».

E‘j COenaTh MacTepom

10 YnanuTe ysen

Pucynok 6.2 — KoHTeKkcTHOE MEHIO y31a ¢ pojbko «Slave»
[Tocne 4ero KOMMOHEHT BBIBEAET OKHO IMPEAYNPEXKACHUS W TOIYYUB TOATBEPIKICHHE,

HAYHETCS MPoIeypa CMEHBI poJiei kiactepa (switchover).

6.1.3.2 lo6aBJsienne y3a B kiaacrep (Add new node)

JloGaBneHue y3na B KiacTep BBIIOJHAETCS 4Yepe3 KHOIKY «Y3el» paclojOKEHHYIO B

OJTHOMMEHHOH IIaINKe YacTu OKHa jaDog KiacTepsi.

t',J yzen () O6HoeuTb

¢, [oGasuTb yzen

Pucynok 6.3 — Knonka «¥Y3en» u MeHro «Jl00aBUTh y3em»

B okne «/lobaBneHue y3na B KiacTep» TpeOyeTcs yKa3aTh:
—  IP-agpec unu DNS-ums y31a knacrepa;
—  Tlopt nogxmntouenus k y3my: 12345

[lo ymomuanuio wucnons3yercs nopt 12345, oaHako NOPT MOXKET OTIUYATHCA B

3aBHCUMOCTHU OT HACTPOEK KOMITOHeHTa jaDog.

—_— Ponb Yy3J1a U3 BbINIAAAOIMICTO CITMCKA.

Ne u3MeHeHUS: HO)_'[HI/ICI: OTB. JI4Ia: ‘ I[aTa BHCCCHHA U3M:
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[lo6aBneHue yana B Knactep X

10.116.102.55

Pucynok 6.4 — OkHO n00aBIeHUS y3I1a B KJIacTep

[TonkTI0YEeHHBIH y3€I OTPa3uTCsl B CHIUCKE Y3J7I0B | B pazzaene «Jlanmmadr»

JleiicTBue Oyaer anamorom BBoaa koMmaH el «cluster add slave» B kommonente «jaDogy:

> cluster add slave 10.116.102.55 12345

6.1.3.3 Ynanenue BoiOpannoro y3iua (Delete selected node)

VY nanenue BO3MOXKHO TOJILKO y3JI0B ¢ poiibio «Slave» nimm «Refereey.

B crpoke y3nma motpeOyeTcsi BBI3BaTh KOHTEKCTHOE MEHIO M BBIOpATh OMIUIO «YJAJIUTh

y3em».

E‘: COenaTh MacTepom

10 YnanuTe ysen

Pucynok 6.5 — KonTekcTHOE MEHIO y311a ¢ poibio «Slavey

IToce 4ero KOMIIOHEHT BBIBEAET OKHO NPELYTPEKIACHUSA.

YpoaneHue ¥3na U3 Knactepa x

o

PucyHok 6.6 — OkHO npenynpexaeHus yJaJlIeHHs y3J1a U3 Kilactepa

Ne u3MeHeHUS: ‘ HOI[HI/ICB OTB. JI4Ia: ‘ I[aTa BHCCCHHA U3M:
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JleiicTBue Oyaer anamorom BBoaa koMmaH bl «cluster delete node» B kommonenTe «jaDogy:

> cluster delete node 10.116.102.55 12345

VY naneHHsIid y3en He OyJeT OTPakaThCs B CIIMCKE Y3JIOB.

6.1.4. Beinoaunenue «DC Promote»

Data Centre Promote (aHri.) o3HauaeT mpoJBUKECHHE IIEHTpa 00paboTku naHHbIX ([laTa-

LIEHTpPA) 10 YPOBHS BEYILETO.

CrnenoBarensHo, (pyHKIMOHANIbHas Bo3MOxXHOCTH «DC Promote» cocrout B TOM, 4TO
«Beaymui» Jlara-ueHTp, B KOTOPOM ObLI y3€1 KjlacTepa ¢ posbto «Master», CMEHUT CBOIO pOJIb Ha
«BEOMOTrO». A DPE3epBHBIN, «BEIOMBIMN» JlaTa-IEHTp NPUHYAWUTEIBHO NPOABUHETCA IO POJIU

«BEAYILIETr0» U B €r0 MOJCETH BHIOPAHHBIN y3€J KIacTepa BO3bMET Ha ce0s posb «Mastery.
@DyHKIMOHAIbHAasA BO3MOKHOCTh «DC Promote» MOXeT UCoab30BaThCs MPU:
—  aBapUUHBIX CUTYyalMsX;
—  IUIAHOBBIX NEPEKIIIOYCHHUSIX.

Boimonaute «DC Promote» BO3MOKHO MOAKIIOUUBIINCH HA y3€J, KOTOPBIM MIIaHUPYETCS
Ha posib «Master». B nanHom cityuae 3o y3en kinactepa Node5 ¢ [P-10.116.103.57, naxonsamuiics

B «dc2».
B crpoke y3na Beioupaem nukrorpammy «DC Promotey.
D70 BBI30BET OKHO «llepekitoueHne ponu Macrepay.

[Tocne noaTBepskaeHUs NEUCTBUS HAUHETCA MPOLIecC MPUHYIUTEIbHO MpoIBIKkeHus JlaTa-
nentpa «dc2». VY3en wmacrepa Node5 Bozpmer Ha cebs ponb «Master» W aBTOMaTUYECKH

aktuBupyetcs Public IP-10.116.103.82/24, ecniu Public IP Ob11 panee akTHBUpOBaH.

Ne u3MeHeHUS: HOI{HI/ICB OTB. JIMIIA: ‘ I[aTa BHCCCHHA U3M:
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Cxema PCILNIMKAIIUK KJIIACTCPAa UBMCHUTCA HA TPCACTABIICHHYIO.

( Mnowaaka 1 Mnowaaka 2 ]
I «dc1" «dc2"
I f MopceTb 102 : MopaceTb 103
I Public IP Public IP
10.116.102.81 10.116.103.82
| |
I | |
— Pennukauuna —

I [ ] [ ] 1 ;
| : Slave : :

: node2 Slave i 2 —

! ¢ : —
| : IP10.116.102.55 g i : -
| IP10.116.102.54 :

: 3 Master —

I node5 —
I IP 10.116.103.57 e

i Slave
I node6 :
l % IP 10.116.103.58 4 )

Pucynok 6.7 —

Cxema kiactepa nociue Boinosinenus: «DC Promote»

Ne u3mMeHeHus:

HOI[HI/ICI: OTB. JI4Ia: ‘ I[aTa BHCCCHHA U3M:
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7. PASAEJI «<AYJAUT U OTYETHOCTDBb» (AUDITING & REPORTING)

Paznen «Ayaut u oruetHocTh» (Auditing & Reporting) comepkut B cebe 1Ba OCHOBHBIX

noapaszena «Matpuia qoctynay (Access matrix) u «Crimcok coobrtuiiy (Event List).
«Marpuna 10cTymay CIyXuT sl GOPMUPOBAHKS MATPHUIIBI TOCTYIIA.

«CrcoK cOOBITHIY TpenHa3HA4YeH Ui MPOCMOTpa COOBITHI O€30MacHOCTH KaxAoh M3

ycranoBok (instans) CYB/I.

7.1. Hoapa3nen «Martpuua gocryna» (Access matrix)
«Martpuiia gocTymna» pacrnosiaraercs Ha OTAelbHOW Bkianke JDS B pazmene «Ayaut u

OTYCTHOCTDB».

B omnmumm OT Apyrux BKIANOK HPUIOKEHHS IS (OPMHUPOBAHHUS MATPHUIBI JOCTYIIa

notpedyeTcs Mmocae0BaTeIbHO BBIOPATh EIH.

[Tox uenwsito mepBoro ypoBHsi (Target level 1) moHuMaeTcss OTAENBHO yCTAHOBIICHHBIN

sxzemmsip CYB/I.

[lenpto BTOporo ypoBHs (Target level 2) sBnsercs 6a3a MaHHBIX, HAXOASINASCS O]

ynpasienneM CYB/I.
Target level 1 Target level 2
i ~ | |
oo oo i i
S ™~ | E
¢, ja_Dog | !
Lo | DB=T*1* ;
r.\ /i : :
N ,'/ ! UHcTannaumsa N2 1 i |
RN /s -\ TTTTTTTTTmTmomsosooooooooooooooooooooo i
~ T "@""a """"""" '@ | 8 8 8
e \'\ i ' |
-7 Ips T <MHcTannsaumsa Ne 2 i DB=T*2* :
, P TTTTTTTTTSRSSSoSoosoossossssssomsooooooooooos ToTTTTTTmmmsssoooosoooooooosoooooooes 1
. i \'\ i :
h E .\'\ : E
| WhcrannsumaNe3s e DB

Pucynok 7.1 — Tunsl uenei (Target)

Ne u3MeHeHUS: HOZ[HI/ICB OTB. JI4Ia: ‘ I[aTa BHCCCHHA U3M:
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Marpuna goctyna oTpakaeT Ha3HauYCHHbBIE aTpHOyTHI OJIb30BaTENei, 0OBEKTHI TOCTyMA H

UMEIOIINECS TPUBKUIICTHUHU TIOJIH30BATENICH OTHOCUTEIIBHO 3THX OOBEKTOB.
OObeKTaMu 10CTyMa SIBISIOTCS:
—  cxeMmsbl (schemas);
—  TaOimmsl (tables);
—  mpeacraBieHus (Views);
. MaT. IpeJICTaBICHUS (VIEWS);
—  ¢yskuuu (functions);
—  TIOCJIEIOBATENIbHOCTHU (Sequences).

CyObexrtamu jaoctyna sBisitorcss nonb3oBarenu CYBJl, T.e. ponu oOnagarouiue, Kak
MuHUMYM atpuObyTom «Loginy. Ilpum 5STOM y4YHMTHIBAIOTCS TPUBUIIETUH, YCTAHOBJICHHBIC

IrpyHIioBbIMHU POJIAMHU, K KOTOPBIM OTHCCCH ITOJIB30BATCIIb.

ATpuOyTHI IOJB30BATENEH OTPAXkKAOTCS M1OCIIE UMEHH M0JIb30BaTeNs B BUIe a00peBHaryp,

KOTOpbIE MPUBEACHBI B Ta0uIe 7.1, B BUe MUKTOIPAMMBL.

Tabnuna 7.1 — A6OpeBuaTyphl aTpuOyTOB pOJIEi

SU SUPERUSER
INH INHERIT
CRR CREATEROLE
CRDB CREATEDB
L LOGIN
REP REPLICATION
BRIs BypassRls
@ AOGGOpeBHaTypsl aTpuOyTOB poJieii naeHTHYHEI B pa3aenax User Risk u Access matrix.

[TpuBuserny moib30BaTENCH OTPAXKAIOTCS B MONAX CHOPMHUPOBAHHON TAOIUIBI B BUIC

ab0peBHaTyp, KOTOPbIC IPUBEJICHBI B Ta0IUIE 7.2, pa3feieHHbIE TOUYKAMH.

Tabnuna 7.2 — YcnoBHble 0003HAUE€HUS IPUBUIIETHI 110JIb30BATENEH

S Select
In Insert
Up Update
D Delete

Ne u3mMeHeHus:

HOI{HI/ICB OTB. JIMIIA:

‘ JlaTa BHECEHUS U3M:
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T Truncate

Ex Execute
Us USAGE

@ CucTtemMHbIE TPUBWIIETUN B MATPHIIE JJOCTYTIa HE OTOOPAXKAIOTCS.

7.1.1. HacTpoiika noakiawuyenus k neiaesoii CYB/]
Hacrpotika mogxmrouenus k ueneBort CYBJ] ans pasgena «Access matrix» MOJHOCTBIO

orvcaHa B mojpaszesne 2.3 HaCcTOSIIEro JOKyMEHTa U IOTIOTHUTEIBHBIX JeUCTBUN HEe TpeOyeT.

[TIpu BeIOOpe Target OymyTt otpaxarbcs Bce ueneBble CYBJI, cozmannbie B pasnene

«Settings» = «Targetsy.

7.1.2. Boioop ueau (Target)
Bri6op neneBoit CYB/] BoimonHsieTcst HaXxkaTueM KHONKH «Select target», pacmonoxeHHOU

B IIPaBOM BEPXHEM YTy OKHa.

@a toba Access matrix

Sl User Risk (o Select target
& Cluster List
M Auditing & Reporting A

Events List

Access matrix

Pucynok 7.2 — Knonka «Select Target»
AnbpTepHaTHBHBIM criocoOoM BeiOopa 1eneBoit CYB/L sBisercs HaxkaTue KHONIKA «Selecty,

PACIIOJIOKEHHOM B LICHTPE OKHA.

Ne u3MeHeHUS: HOZ[HI/ICI: OTB. JI4Ia: ‘ I[aTa BHCCCHHA U3M:
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Target is not selected

1ot R

Select target and database to get startec

Pucynok 7.3 - Knomnika «Select»

[Tocne wero otkpoetcs okHO «Select Target», rae B mone «Targety B BhIaaroniemM CIucke

BbIOupaercs onHa nenesas CYBJ «Jatobay.
Access matrix

{® Select target

Select target x
Target * Bbinagarowmn cnmucok
a3 cepBepoB Jatoba
______________ .(
Database: *
Cancel

Pucynox 7.4 — Oxno «Select Target»
7.1.3. Beioop B/l (Database)
[Tocne BriOOpa nenesort CYB/] craner gocTynHbiM BEIOOp 0a3bl JaHHBIX. BEIOpaTh MOKHO

TOJbKO oHY B/l

Ne u3MeHeHUS: HOI[HI/ICI: OTB. JI4Ia: ‘ I[aTa BHCCCHHA U3M:
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Access matrix

Database: * Bbinagaowmm cnmcok
v BA

Cancel

Pucynox 7.5 — Beibop B/]
ITocne Bribopa B/ craner noctynHoil kHonka «Selecty. Ilpu HaxkaTun Ha Hee MOCTPOUTCSA

MaTpHIla JOCTyIa 0 0ObEKTaM U CyObEKTaM JI0CTYyIIa.

@ [Ipy mocTpoeHMM MAaTPHIBI HMCKIIOYAIOTCS CIy)KeOHble cXeMbl pg catalog u
information_schema. Cnmcox O0OBEKTOB JOCTyma MOXET OBITh IYCT, €CIu B

BbIOpaHHOU B/l HET 00BEKTOB IS aHAIIK3A.

B nepapxudeckom crimcke 0ObEKTOB JIOCTYIIa HAXOISATCS:
—  cxeMmbl (schemas);

—  TaOimmel (tables);

—  TIpeAcTaBieHus (Views);

. MaT. IpeJICTaBICHUS (ViEWs);

—  ¢yskuuu (functions);

—  TIOCJIEIOBATENbHOCTHU (Sequences);

—  Tta0nmuHbIe IpocTpaHCTBa (tablespase);

—  s3bikd (language).

Ne u3MeHeHUS: ‘ HOZ[HI/ICI: OTB. JI4Ia: ‘ I[aTa BHCCCHHA U3M:
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7.1.4. Boioop cy0beKTOB
Bri6op cyOBEKTOB AOCTyIa AOCTYIIEH Yepe3 MUKTOTPaMMy, PACIOJIOKEHHYIO B IPABOU

BEPXHEH YaCTU OKHA.

admin (Administrator) &

4, Export MukTorpamma
BblOOpa CyOoLeKTOB

ds_role_admin 1] <
C CRR TDB
Pucynok 7.6 — PacnionoxeHnne muKTOrpaMMbl BBIOOpa CyOBEKTOB

Haxartue Ha nuKTOrpaMMy BbI30BET OKHO CyOBEKTOB J0CTYMA (MI0JIb30BATENE ), B KOTOPOM

cHsATUEM (JIaroB OTPAaHUYUBACTCS CIIUCOK CYyOBEKTOB TSI OOHOBIICHUS MAaTPHIIBL.

admin (Administrator) S

¥y Export

jadog_user

jds
jds_admin

Pucynok 7.7 — OxkHO cyOBEKTOB 0CTyNa

[Tpu ycranoBKke wiu CHATHH (prrara MaTpuIia epecTpanBaeTCs aBTOMATUIECKH.

Ne u3MeHeHUS: HOZ[HI/ICB OTB. JI4Ia: ‘ I[aTa BHCCCHHA U3M:
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7.1.5. CTpyKTypa MaTpMUbI 10CTyNAa

B neBoii wactm pacmonaraercsi cTojOer; 0ObeKTOB JocTyma. BpiOpaHHbIE OOBEKTHI
pacIioKeHbl B BHUJE CTPYKTYPHPOBAHHOTO HEPApXHUYECKOro cmucka. [log MMeHeM CcXeMbl

pacmojiaraeTcsi HAUMEHOBAaHUE TUTIA OOBEKTA, a 3aTEM B caM OOBEKT.

@}toba Access matrix admin (Administrator) &
A1 serRisk ® TwoetJalog  Database jalog
&= cluster List Q ses o Export
Cron6up!
Access Oojects jadog_user is ids_sdmin jds_data_group ids_reader ids_role_admin BbIGPaHHLIX pone
CronGeu  mn , iingsreporting A m pa P
06bLeKToB AgocTyna "
v Q iy ¢ L Rep ToB C CROB INH L TO C INH L TOB ¢ WH ToB ¢ N L ToB coorr B, | ATpuGyTLI poneit
Events List
v jalog us us us us us us
Access matrix o ‘| Mewsuneram ponu
> tables
Tune @ pefomancetuning v
oBvektosAocTyma ... J_seagences
& LoAPSync
O6bekT goctyna key_key_id_seq
A A Woiifications * T T T Tt BT e
logesv_id_seq
2= DBroles
logesv_new_id_seq
public R Us cR Us R Us R Us cR Us R Us €~ Tabnuua
> TABLESPACE
v LANGUAGE

Pucynok 7.8 — CtpykTypa MaTpHIbl JOCTYyHa
B ueHTpanpHON YacTH OKHA pPAacIONIOKEHBI CTOJMOBI BBIOpaHHBIX poieil. Bmecre c

BBIOPAHHOM POJIBI0 OTOOPaXKaIOTCsl aTPUOYTHI POJICH B BHIE TUKTOTPAMMBI.

B Tabnuunoil yacTH, Ha MEpPECeYeHHH NEPIEHANKYISAPOB, OTOOPAXKAIOTCA MPUBHIETUN

II0JIB30BATCJIsA OTHOCUTCIBHO Cy6’beKTa A0CTyIIa B BUJC ITUKTOIPAMMBI.

HaBeznenne Ha mUKTOrpamMMy BBI3BIBAET pacuInpoBKy abOpeBuaTypsl (cM. puc. 7.9).

(‘J};\toba Access matrix
Al user Risk @  Target: Jalog Database: jalog
&8 Cluster List Q, search
. . Access Objects jadog_user
m Auditing & Reporting ~
v B jalog C L REP TDB
Events List
> jalog Us
Access matrix
USAGE
public e Us

Pucynox 7.9 — PacmndpoBka ab6peBuaTypsl

Marpuna noctyna ¢popmupyeTcs cpasy mocie BblOopa BCEX CYIIHOCTEH.

[Ipn MHO>KECTBEHHOM BBIOOpE CYOBEKTOB JOCTyHa TabauLa aJanTUPyeTCs M0 LIUPUHE

CTOJIOIIOB.

Ne u3MeHeHUS: HOZ[HI/ICI: OTB. JI4Ia: ‘ I[aTa BHCCCHHA U3M:
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7.1.6. ®uabTp « MaTpuubl K0CTYNAY
ChopMupoBaHHYI0 MAaTpHUIly [OCTyla BO3MOXHO OT(QHIBTPOBATH MO TpeOyeMbIM

kpurepusiM. K TakuM KpUTEpUsSIM OTHOCSTCS:
—  OOnexThl moctyna (Access objects);
—  Pomnm (Roles);
—  Artpubytsl poneii (Role attributes);

—  IIpuBuneruum poneii (Role privileges).

3 - o admin
Q/\atoba / Access matrix 2 aminstrator
i userrisk ®  TargetJalog  Dalabaseijalog X
& Clusters v Q search = Filter thy Export
o dit . Access Objects jgs_aamin jds_data_group ias_reader jds_role_admin m
Auditing & Reporting ~ ~ .
o & Reporting Filter x
v B jalog R CRDB | C INH L TDB C INH TDB C INH L TDB C CRR TDB
Events List Access objects
> jalog Choose Us
Access matrix .
Roles
> public . CR Us CR Us CR Us CR Us
@ Perfomance tuning v
Role attributes
> FOREIGN DATA WR/
LDAP Sync Choose
> TABLESPACE Role privileges
&% DB roles
> LANGUAGE
A nNotifications v

Pucynoxk 7.10 — Bun oxHa ¢unsTpa «MaTpHILBI JOCTYTIa

B ¢unbpTpe oTCyTCTBYIOT MpsSIMBIE 3aBUCUMOCTH MEXTY MOJISIMU (DUITbTPAIIHH.

OtdunprpoBats «MaTpuIly JOCTYIIa» BO3MOXKHO MO KAKAOMY U3 TApaMETPOB MOJIEH WIH B

COUETaHUH MapaMeTPOB.
Ione «O0beKTHI 10CTYNA» (Access objects)

B mnone pomyctum BBIOOP OOBEKTOB TOJBKO 4Yepe3 BbIMAMAOMIUN COUCOK. OKHO

«DunpTpanus 06beKTOB HocTyna» (Access objects filtering) oroOpakaer B qpeBOBHIHON hopme
cTpykrypy bJI.

B oTpaxaemoii CTpyKType pealin30BaHbl CleAyomue (yHKIIMOHAIBLHBIE BO3MOXHOCTH,

KOTOPBIE MOXXHO BBIOPATh MPOCTAHOBKON COOTBETCTBYIOMINX (PJIArOB:
—  BBIOOp OOBEKTOB IO THILY;
—  BBIOOp KOHKPETHOI'O OOBEKTA;

—  BbIOOp Beex 00bekToB (Select All).

Ne u3MeHeHUS: ‘ HO)_'[HI/ICI: OTB. JI4Ia: ‘ I[aTa BHCCCHHA U3M:
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@atoba

Al userrisk

& Clusters

@ Auditing & Reporting
Events List
Access matrix

@ Perfomance tuning

LDAP Sync

&= DBroles

A Notifications

< Collapse menu

/ Access matrix

©  Target Jalog

Q_ search

Access Objects
v B jalog

> jalog

Database: jalog X

Access objects filtering x
.
= Filter
Q search
| lect all B
" Select
Filter —
, i5 C CR CRDB CRR INH L REP SU TDB
Access objects v jalog
| Choose
v jalog
Roles
| Choose > tables
Role attributes
(‘choose > functions
Role privileges
>
(‘choose
1 > public

=

Apply

—_— > FOREIGN DATA WRAPPER
> TABLESPACE

> LANGUAGE

o+ admin
= Administrator

th Export

E Settings
Pucynok 7.11 — Oxno «®unbrpanus 00beKToB qoctynay (Access objects filtering)
Taroke MOMCK M0 Ha3BaHUIO 00BEKTA, KOTOPBIN BBITIOIHICTCS BBOJIOM Ha3BAHUS MCKOMOTO
00BEKTA.

@atoba

all  User Risk

& Clusters
@ Auditing & Reporting
Events List
Access matrix
@ Perfomance tuning
LDAP Sync

&= DB roles

A Notifications

< Collapse menu

& Settings

/ Access matrix

©  Target Jalog

Q_ search

Access Objects
v 8 jalog

> jaleg

Database: jalog X

Access objects filtering X
O
=" Filter
Q key
| lect all B
. Select
Filter —
X s C CR CRDB CRR INH L REP SU TDB
Access objects v [ jalog
[ choose:
v jalog
Roles
| Choose v [ tables
Role attributes.
 choose key
Role privileges
> sequences

[Choose

1 v public
&3

% v functions

dblink_get_pkey

v [ ] types

dblink_pkey_results

+ admin
= Administrator

th Export

Pucynox 7.12 — Ilouck nmo Ha3BaHUIO 00BEKTA

JlpeBoBunHass ¢opma crpykTypel BJl mepectpoutcsi 6€3 COKPBITHS THUIIOB OOBEKTOB,

0T0Opa3uT HalJeHHbIe 00BEKTHI. TpedyeMble 0OBEKTHI OTMEYAIOTCS (PIIarom.

‘ Ne u3mMeHeHus:

‘ HOI[HI/ICB OTB. JI4Ia: ‘ I[aTa BHCCCHHA U3M:
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Criucok 00BEKTOB M MX KOJIIMYECTBO OTPA3HUTCA B moJie «OOBEKTHI JOCTYyay.

< " » admin
@atoba / Access matrix - Lgministrator
Qi userrisk @  Terget Jalog  Database jalog X

& Clusters v Q search =* Filter th Export

m a Access Objects postgres m
Auditing & Reporting A .
9 & Reporting Filter X

v 8 jalog REP SU TDB BRIsS C CR CRDB CRR INH L REP SU TDB
Events List Access objects

> jalog jalog @ jalog @ tables © +67 v

Access matrix §
Roles

@ Perfomancetuning v
Role attributes
LDAP Sync c e v

Role privileges
&= DBroles

A Notifications v —
M ‘ Reset

< Collapse menu

& Ssettings

Pucynok 7.13 — KonruecTBo BEIOpaHHBIX 00BEKTOB

IHoae «PoJjin»

B none «Pomm» BwiOuparorcst te ponu CYBJI, mo koropeim Tpebyercs chopmupoBath

MaTpuily AOCTyIA.

Pomu (momp3oBatenmn) CYBJl oroOpakaioTcs B BBINAJAIONIEM CIHCKE, B alhaBUTHOM

MopsiAKE.

B crnucke poneit peann3oBaHbl Clieqyromue (yHKIIMOHAIBLHBIE BO3MOXHOCTH, KOTOPBIC

MO>KHO BBIOpaTh MPOCTAaHOBKOW COOTBETCTBYIONINX (hIIaros:
—  KOHTEKCTHBII IIOUCK U BBIOOp POIIH;
—  €IUHUYHBII BBIOOp poiy;
—  MHOXECTBEHHBII BBIOOD pOJIEH;

—  BBIOOp Bcex pouei (Select All).

Ne u3MeHeHUS: HOZ[HI/ICI: OTB. JI4Ia: ‘ I[aTa BHCCCHHA U3M:
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Qatoba

Al Ananwz puckoa
& Knacreps! v
@ Aymrworiémhoes A
CAIMCOK COBLITUI
Matpuua focTyna
@ NponsBOAMTENbHOGTE v
LDAP CHHXPOHU3ALUS

& PomnBA

A veepounenna v

< CBepHyTb MeH

& Hacrpoiiku

¢ > € AHesawugsro 10.88.4.130/reporting/matrix

/ Marpuua goctyna

-@ Lene: Jalog Baza paHeix: jalog X
Q, Mowek = ounstp
O6BexTl gocTyna jds_admin Jds_data_group
dunbtp X
v 8 jalog CRDB | C INH L TDB Cc INH TDB
06bekTsI gocTyna
5 jalog BuiGepuTe v Us
Ponu
> public [3: pr— A] CR Us CR Us
> FOREIGN DATA WRAPF Q rnovex
Boi6paTs Bee |
> TABLESPACE
jadog_user ‘
> LANGUAGE ids
jds_admin
-l jds_data_group -

jds_reader
jds_role_admin
jds_test
nikel_cve_role
postgres

role_1

ids_reader

C INH L TDB

CR Us

®

® 0 » O &

o admin
a

jds_rale_admin

C CRR TDB

CR Us

=& 9|

AnwuructpaTop CYSA

th 3wenopr

Pucynok 7.14 — Ilone «Pomu»

JIIsl KOHTEKCTHOT'O TOMCKa JIOCTaTOYHO BBeCTH B moyie «Pomm» or 1 cumBoia u Ooiree.

Cnmcok poseit OyJeT aBTOMaTHYECKH [IepecTpanuBaThCs.

Filter

Access objects

Q ja
Select all

jadog_user

PucyHok 7.15 — KOHTEKCTHBIN TOUCK POIU

Ne u3mMeHeHus:

IToamuce OTB. JIHMIIA:

‘ JlaTa BHeCeHHS U3M:
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ITosie «ATpnoOyTHI poJieii» (Role attributes)

B mone «ATpuOyThl ponei» BO3MOXHO BbIOpaTh aTpuOyTHl A (MIBTPAIMA MATPULIBI

JOCTyTA.
< € A Hesaupueno 10884.130/reporting/matrix
@/\a toba / Access matrix

Al userrisk

& Clusters
@ Auditing & Reporting
Events List
Access matrix
@ Perfomance tuning
LDAP Sync

a= DBroles

A Notifications

< Collapse menu

Settings

®  Target Jalog

v Q search
Access Objects

v @ jelog

> jalog

Database: jalog X

O\
= Filter

Filter

Access objects
Choose

Roles

Role attributes

REP SU TDB

[ LOGIN ©

Q e

(@) select all
SUPERUSER
INHERIT
CREATEROLE
CREATEDB

LOGIN
REPLICATION
BYPASSRLS
CREATE
CONNECT

TEMPORARY

Pucynok 7.16 — Ilone «ATpuOyThl posieii»

postgres

Eeo»0s=28 9l

o admin
= administrator

thy Export
n

BRIE C CR CRDB CRR INH L REP SU TDB

B cnmcke poneil peanm3oBaHbl cienyomme (QyHKIHOHATBHBIE BO3MOXKHOCTH, KOTOPHIE

MO>KHO BBIOpaTh MPOCTAHOBKOW COOTBETCTBYIOUIHNX ()JIaroB:

KOHTEKCTHBII MOUCK aTpudyTa poJu;

€MHUYHBINA aTpuOyTa poJy;

MHOECTBEHHBIN aTpuOyTOB pOJIEi;

BbIOOp Beex arpulyta poinu (Select All).

Ione «IlpuBunierun posein» (Role privileges)

B none «lIpuBuieruu ponein» oToOpaxaroTcsi IPUBWIETUU POJIEH OTHOCUTEIBHO OOBEKTOB

B

Ne u3mMeHeHus:

HO)_'[HI/ICI: OTB. JI4Ia:

‘ JlaTa BHECEHUS U3M:
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< € A Hesawsugero 1088.4.130/reporting/matrix e >»0L4L =8 @ I
T ) o admin
Qjatoba / Access matrix Q eare - Agministrator
(@] Select all
dla userRisk @  Target Jalog  Dalabase =
3 SELECT
- searc
Clusters v Search 1y Export
- Q INSERT 0 e
; Access Objects postgres
@ Auditing& Reporting A UPDATE m
v B jalog DELETE REP SU TDB BRIS C CR CRDB CRR INH L REP SU TDB
Events List REFERENCES
jalo
> laka TRIGGER ‘
Access matrix
TRUNCATE
@ Perfomance tuning v CREATE
EXECUTE
LDAP Syne |
USAGE
o
= DBrol
- roles [ SELECT © x A ]
A Notifications M —
g | Reset

Pucynok 7.17 — Ilone «IIpuBuneruu posei»
[Tone obnamaer Bcemu (DYHKIIMOHATHHBIMH BO3MOXHOCTSIMH, KOTOpBIE OBUIM OINHCAHBI

BBIIIE B IPYTHX MOJSAX (PUIBTpa MaTPHUIII JOCTYIIA.

7.1.7. [lonojJHHuTEJbHBbIE (YHKIMOHAJIbHbIE BO3MOKHOCTH
7.1.7.1 Beirpyska pe3yabratoB B MS Excel
B nogpasznene «Marpuna qoctymna» noanepKUBaeTCs SKCIOPT MOJTYYEHHBIX PE3yJIbTaTOB B

Tabnuunblii penaktop MS Excel B popmare *. XLSX.

OKCHOPT  BBINOJHAETCS AaBTOMAaTUYECKHM MpPU HaXaTMM MNHUKTOrpamMmbl  «Exporty,

PacroJIoKEHHOM B IPaBOM BEpXHEN yacTu okHa (cM. puc. 7.18).

admin (Administrator) %

NMukTorpamma
akcnopta MS Exsel

3, Export <

C CRR TDB

Us

CR Us

PucyHnok 7.18 — MeHI0 BBITpY3KH pe3yJIbTaTOB

Ne u3MeHeHUS: ‘ HOZ[HI/ICI: OTB. JI4Ia: ‘ I[aTa BHCCCHHA U3M:
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daiin OyieT HaXOAUTHCS B TIATIKE 3arpy30K Opaysepa.
B nmenn daiina cogepxurcs:

HaumenoBanue paznena JDS;

Nwms nenesoit CYB/] (Tagret);

Nmsa B/I;

Hara Beirpy3ku B popmare [TTT-MM-I1/1;

Bpewms Brirpy3ku B popmate HUHMMCC.

Hanpumep:

Access.Matrix.Jalog.jalog.2023-04-12.094029.x1sx

CrpykTypa umenu (aiina u3 yka3aHHOTO NMPUMeEpa BBIIIE MpUBEACHA B Tabmuie 7.3.

Tabmuua 7.3 — Ctpykrypa umenu (aiina Beirpy3ku MS Excel

HaumenoBanmne | Umsa nenesoii | Umsa B/{ Jara BBIrpy3KH Bpems Beirpyskn | Pacmimpenne
pa3nesa CYBJ dTTT-MM-11) YMMCCO) (paiina
(Tagret)
Access.Matrix Jalog jalog 2023-04-12 094029 xlsx

Beirpyxennsiii ¢aitn matpunbsl goctyna B ¢opmate MS Excel oroOpakaeT CTpyKTypy

00BEKTOB A0CTyIIa U CIHHUCOK HMCHOMIUXCA HpHBHJ’ICFHﬁ, Ha3Ha4YCHHBIX CY6’LCKTaM A0CTyI1a

(ponsim CYB/).

Access Matrix. alog jalog 2023-04-12.094029 xlsx - Excel

Beranka  Pasmerkactparusl  Gopwynei  [faddbie  Peuersuposanve  Bag  Acrobat

cal - [m} x

Jjalog

public

F

= ey
=_ - =% A -
0 % [Catior 7 KA === ® EF Meperecrn Texer Obuii 3,4 p.} 5 & B é S ;‘Y p
Em - 3anonHuTe ™
Boamwts o M K U - He | B A- === =3 5 0bsemmmen nomecmasuenpe + | 8- % o0 | 48 48 Yenoswoe  Gopuatuposats Crinm | Betasuts Yaanuts Gopmat Copruponka  Haifri i
- i - T popustuposanne - kakTabnuuy - mueek- - - £ 0uneTTe ™y rp - seigenuT <
Bydep obmena Wpwnot ] BeipasHnBaHne ] HYucno ] Crnm Auerrn PeaakTnposanne ~
19 - £ =

jds_reader

jds_role_admin postgres

DATABASE  Jalog CONNECT, INHERIT, LOGIN, TEMPORARY CONNECT, CREATEROLE, TEMPORARY BYPASSRLS, CONNECT, CREATE, CREATEDB, CREATEROLE, INHERIT, LOGIN, REPLICATION, SUPERUSER, TEMPORARY

LANGUAGE  plpgsg| USAGE USAGE USAGE

TABLESPACE pg_default CREATE

TABLESPACE pg_global CREATE

SCHEMA USAGE USAGE CREATE, USAGE

sequences  key key_id_seq SELECT, UPDATE, USAGE
logesv_id_seq SELECT, UPDATE, USAGE
logesv_new_id_seq SELECT, UPDATE, USAGE

tables key DELETE, INSERT, REFERENCES, SELECT, TRIGGER, TRUNCATE, UPDATE
logesv SELECT SELECT DELETE, INSERT, REFERENCES, SELECT, TRIGGER, TRUNCATE, UPDATE
logesv_new DELETE, INSERT, REFERENCES, SELECT, TRIGGER, TRUNCATE, UPDATE
meta DELETE, INSERT, REFERENCES, SELECT, TRIGGER, TRUNCATE, UPDATE

SCHEMA CREATE, USAGE CREATE, USAGE CREATE, USAGE

Kysreuos Anexcanap Anexcangposus £} O6ui foctyn

Pucynok 7.19 — ®aiin matpuisl noctyna B popmare MS Excel

Ne u3mMeHeHus:

IMoxmucs oTB. MUNA:

‘ JlaTa BHeCeHHS U3M:
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7.1.7.2 UnTepakTUBHOE NepeMelleHre CTOI010B

Jns ynobctBa momb3oBateneil rpaduyeckuit maTepdeiic JDS B TaOMMYHBIX dacTIX
paszesioB MOAEP KUBAET MEpEeMEICHUE CTOJIOLO0B O ropu3oHTanu. s nepemenieHus cTondna
ClIeZlyeT HaBeCTH Kypcop Ha 3aroJIOBOK CTOJOIA, HAKATh JIEBOM KHOIMKON MBIIIA O MOSIBICHUS

MUKTOTPAMMBI TIEPEMEIIICHHS M IEPEHECTH CTOJIOETI.

@ @atgba Access matrix
S vser risk &
o & Chuster st Q Mukrorpamma
nepeHoca CTpOK
o li . e
v B jaiog L wE a —
Eve
i ;
) & [ o
¥ TAELESPACE
D O
Pucynok 7.20 — Ilepemenienue cTonod1oB
@ W HTEpaKTUBHBIN IEPEHOC CTPOK HEBO3MOXKEH.

7.2. Hoapasnen «Cnucok codobiTuii» (Event List)
Brmagka Event List cayxut s mpocmoTrpa coObiTuii BeiOpanHoro cepsepa CYBJ] c

[EJTBIO:
—  oOnapyxeHnus ommbok B padore CYB/I;
—  TOJyYeHHS OTIAJA04HOMN MHpOpMaIuy;
—  BBISBJICHUS U pacclieI0BaHUS MHIIMICHTOB O€30MaCHOCTH;

—  ToJiyyeHusi UHPOpMALMHU O JEUCTBUAX OTACNIbHBIX MOJIb30BATENEH, KaK PsIOBBIX
nosib3oBarenei, Tak u agMuHuctparopoB (PCB.8), B ToM umciie MOJIHOTEKCTOBOW 3amucu

npusmiernposanubix koman (PCh.2a).

7.2.1. HacTpoiika noakiawuyenns k neiaesoii CYB/]
JDS o6manaet GpyHKIMOHATHHONW BO3MOKHOCTHIO IIEHTPAIIM30BAHHOTO cOOpa U MPOCMOTpPa

coopbiTHii ¢ nenesix CYBJI. Cobbitus cobuparores B cayxebnoii b/ JDS.

Ne u3MeHeHUS: ‘ HO)_'[HI/ICI: OTB. JI4Ia: ‘ I[aTa BHCCCHHA U3M:
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[TonpobGHO HacTpoiika coopa coOwsituii CYB]] ommcano B gokymeHTe «PyKOBOJCTBO TO
Hactpoiike. Yacts 12. llenrpanu3zoBanusiii coop 3anuceii coosituit CYBJl. Kommonent «ja_Logy.

643.72410666.00067-07 98 01-12».

KoppekTHas pabora pasnena oOecrieunBaeTcsi yCTaHOBIEHHBIM KOMIIOHEHTOM «ja_Logy»

Bepcuel He Hike 2.0

Coznmannyro 6a3y naHHbIX it XpaneHnus coosrtuii CYB/] Hamo no6aBuThk, kak nens (Target)

B JDS. Torna pa3nen «Event Listy cmoxer 3arpy3uth coObitust CYB/I.

7.2.2. Boioop ueau (Target)
Bri6op cimyxe6no# B/ BeIMONHsAETCS Ha)kaTHEeM KHONKHM BBINAJAONIETO CIUCKA BBHIOOPA

LIEJIA, PACTIOJIOKEHHOW B IPABOM BEPXHEM YIJIy OKHA.

@at()ba Llenb He BbiSpaHa A~/ CNMCOK cOBbITHI

BE  MonuTopusr BbibepuTe Lenb X

Lens *
Al Axanma puckos

&= KnacTepsl v
Copocure

m AYOWT W OTYETHOCTD A

CnMcok co6bIThi

Pucynok 7.21 — OxHo «BwibepeTe 1emb»

Hacrpolika nenu onucana B pazaene 2.1.1 HacTosAmero J0KyMeHTa.

KoppekTtHas pabora pasnena oOecrieunBaeTcsi yCTaHOBIEHHBIM KOMIOHEHTOM «ja_Log»
Bepcueil He Hke 2.0. B mpoTMBHOM cilydae KOMIIOHEHT BBIIACT MPEAYNPEXJIECHUE U yIAIUT

HeaKTyaHLHLIﬁ QJICMCHT L CJIN.

B pazpene «Crucok coOwrtuit» (Event List) BO3MOXXHO BBIOpaTh TOJNBKO OJWH CEpPBEP

CVB/I.

Lens moGammsiercs yepe3 pazaen «Jlanmmadt». B ciydae eciu KOMIIOHEHT paHee ObLT
YCTaHOBJIEH Ha XOCTE, TO B IEJAX J00aBUTCS aBTOMaTuyecku. [lpu yaaneHnn KOMIIOHEeHTa, 1eNb

yAAQISETCs U3 BBINAJAOIIETO CIIUCKA LEIEH.

Ne u3MeHeHUS: HOZ[HI/ICI: OTB. JI4Ia: ‘ I[aTa BHCCCHHA U3M:
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7.2.3. ®uabTp COOBITHIH
[To ymMOT4aHWIO KOMIOHEHT OTOOpPA3UT CHHCOK COOBITHI 3a mocnemanuii mecsi. JlaHHbIH
napaMeTp YCTaHOBJICH MO0 YMOJIYaHUIO B PUIIBTPE cOObITHIA. McTIONb3yeMbIe OIS M X TapaMeTphl

IpUBEACHbI B Tabnuue 7.4.

Tabmuua 7.4 — Ions ¢punbTpa coObITHI

HaumeHoBaHue Orpannyenusi | 3Ha4yeHHe MO
HauMmeHoBaHHe Tun moJjs Oo03ar.
ENG (max) YMOJTYAHHIO
JlaTa coObITHUS Event date KaJIeHJ1aphb ISt X 1 mec. Ceroaus
BbIOOpA Mepuoaa
Llens Target BBIIIa A0
CIIICOK
BaxHoCTb Severity BBINATAIOIINHA -
CIIICOK
Kareropus Category BBIIA A0 AN —
CIIHICOK
Nms B Database name TEKCTOBOE — 20
HNmsa mons3oBarens| User name TEKCTOBOE — 20
Wwms npunoxxkenus | Application name | TeKCTOBOE - 20
INoaxmrouenne ot | Connection from | TekcTOBOE - 30
SQLstate kox SQLstate code TEKCTOBOE - 8
@a[oba jalog v/ CnMcok coBbITHit 2 ?f'"‘i‘ -
B2 Monwropukr Q_ Monck = oumtp 8 Hactpoien () OGHoBUTL
« lara cosoitiA Ki Mogkniouenue oT Cooblerme MogposHocTH Wma nonb3sosatens MMs 63351 4aHHbIX m
&l AWanuz puckos OuneTp x
2025-05-19 17:26:11.753 Y cHCTeMa B, roToE..
& KnacTepbl v Data cobbiTus *
2025-05-19 17:26:11.753 Y Mocneaxue 30 CyToK E cucTema B/ roTos...
@ AvautnordEtHoCTE A o
2025-05-19 17:26:11.750 v KOHTPONbHaA TOMK...
CnucoK cobbITHii
2025-05-19 17:26:11.750 y BaocTe KOHTPONbHEA TONK...

Marpuua aoctyna

2025-05-19 17:26:11.745 Yl

KaTeropus Ha4aTa KOHTPOMEH...
@ MpoussoOMTENbHOCTE v

2025-05-19 17:26:11.745 v Ha4ara KOHTPOSIbH...
LDAP cHHXpOHU3aLHA

2025-05-19 17:26:11.742 i 3anucu REDO 06p.

&= PonuB]

20250519 17:26:11.742 Vi R HEBEpHan ANMHA 3...

Yeegomnexus v

2025-05-19 17:26:11.742 Y 3anuce REDO Hay..

M Nanpwadr < nogicT
2025-05-19 17:26:11.742 v 3anmcu REDO 06p.

@ naponshbie nonuTikn v P
@ PesepeHoe konuposa...

no K noacT:

C6pocuTs

< CBepHYTb MeHio
E Hacpoiikn Bcero: 44 CTpo Ha cTparuue: 10 1135 ¢ 1 2 3 4 5 %

Pucynok 7.22 — @unbTp coObITUI

Jata coObiTusI

‘ Ne u3MeHeHUS: HOI{HI/ICB OTB. JIMIIA: ‘ I[aTa BHCCCHHA U3M:
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[Tone «/laTa coOBITHS» UMEET KaJeHAAPh, B KOTOPOM IPEyCTAHOBJICHBI IIEPUOIBI:
— CBoii nepuo;

— ITocnemnauii 1 gac;
—  Ilocnemgnue 6 gacos;
—  Tlocnemnme 24 4gaca;
— [Tocnennue 2 cyToK;
—  Ilocnennue 7 cyToK;
—  ITlocnennue 30 cyToOK;
— Ceroans;

—  Buepa;

— Tekymas Henens;

—  IIpomnas Henens.

@jatoba Jalog v Cuvicok codbTuii o admn
52 Monmopunr Mouek =" ounerp Hactpoiikn O6HoaiTs
=g
« Daracodormua b Ki Mogkniodesie o1 Cooblienie MopposHocT Wus nonbsosatens Vs 6a3bl AaHHbIX m
&l Avanua prckos
unsrp X
2025-05-19 17:26:11.753 v cucrtema B/l roTos...
& Knactepsl ~ [aTa coseiTug *
2025-05-19 17:26:11.750 v Mocnenume 30 cytok B KOHTPOMBHaA TOUK...
@ AvurnorsstHoes A -
CBofi nepvon 3apgaiTe nepuog
2025-05-19 17:26:11.745 v HA4ara KOHTPOSIbH...
Crueok coBbITuit Mocneaxuit 1 4ac
Hauano nepuopa
2025-05-19 17:26:11.742 v MNocneawue 6 Yyacos 22.04.2025 15:38 o0 x 3anmcK REDO o6p.
Matpuua aoctyna
piaLa pocty Mocnenkme 24 vaca
2025-05-19 17:26:11.742 i Koweu neprosa HeBEpHaR ANMHa 3...
@ MpouaBOUTENBHOCTE A flocneatue 2 cyrok 22.05.2025 15:38 0 X
2025-05-19 17:26:11.742 i Mocnenume 7 cyrok 3anmch REDO kad..
CHUMKY 1 OT4eTBI MNocneawuume 30 cyToK |
2025-05-19 17:26:11.738 Vi cucTeMa Bl 6bina ..
CerogHs
Mpo6nemb! 1 petwenis
2025-05-19 17:26:11.720 v P pa6oTa cucTeMbl b...
Aqanus sanpocos

Pucynok 7.23 — @unbetp «JlaTa coObITUS»

Mean

CYB/]l «Jatoba» ¢ xommonentamu «ja_Log» u «JDS» obecneunBaoT EHTPAIN30BaHHBIN
cbop cobsITHil 6e30macHocTu. [loaTomy B xKypHane ayanuta peructpupyercs umsa xocra CYB/] s

MOCIISYIOIIEH ero UACHTU(UKAIINN.
B none «l{enp» momycTumMo BBIOpPATh OJHY WJIH BCE IEIH, JITOO OCTABUTH TOJIE ITyCTHIM.

Baxnocthb

Ne u3MeHeHUS: HOZ[HI/ICI: OTB. JI4Ia: ‘ I[aTa BHCCCHHA U3M:
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B mone «BaxxHOCTB» IOMyCTUMO BBIOpPATh OJHO WM BCE 3HAYEHUS, JIMOO OCTABUTH IOJIE

ITyCTBIM.
BriOuparoTcst 3HaueHUs:
— Ornanka;

—  CooO0rienue;

—  Hudopmanus;

—  3amMecuyaHmue;

—  IIpenymnpexncnue;
—  Ommo6Ka;

— Baxwno;

—  Ilanwuka.
Kareropus

B mnone ycranaBiauBaeTcsi BBIOOpP COOBITHH MO CIEAYIOLIUM KaTErOpUsiM, KOTOpBIE

COOTBETCTBYIOT MEpaM 3alluThl HHPOPMAIIUU:
— VYmpasnenue noctynom (YII/);
—  Unentndpukanus (MAD);
—  YmpasieHue JaHHBIMU;
— Kontpons nenocruocru (OLJT);
— Peructpanus co6ertuii 6e3onacuoctu (PCh);
—  Kunacrepuzamus (OAT);
—  Pesepsnoe xonuposanue (O/T);
— IIpouee;
—  Kowntpouns nenoctaoctu ganusix (OLJT).

SQLstate ko

‘ Ne u3MeHeHUS: HOI{HI/ICB OTB. JIMIIA: ‘ I[aTa BHCCCHHA U3M:
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I[OCTyHHO HUCIIOJB30BAHHUEC 3HAKa IIOACTAHOBKHU «%o» A1 3aMCHBI JII000r0 KOJIMYECTBA JIFOOBIX

CHMBOJIOB, B TOJISIX (PUIIBTPA CIIUCKA COOBITHIA.

7.2.4. BpiOop cniucka coOBITHI 1O JaTe

[Tociie BeIOOpa 1IETTM OTKPOETCS OCHOBHOE OKHO paszfiea 0e3 Criucka COOBITHI.

\ f o admin
(Jjatoba Events List = Administrato
Al userrisk @ TergetJalog X
& Clusters v Q search 11.10.2023 00:00 — 11.10.2023 23:59 3 settings | () Refresh

y ) Category Target Event date Severity Connection from Message Detail User name Database name m
@ Auditing& Reporting A

Events List

Access matrix

Pucynok 7.24 — OcHoBHOE 0KHO pazaena «Crucok coOObITHI
[To ymoI4aHuIo B CTPOKE KaleHIapsl yCTAaHOBUTCS TEKYIAsl AaTa C JUAa30HOM BPEMEHH B

24 4aca.

[loctpoenne cnucka COOBITMM BO3MOXHO TOJIBKO IIOCJIE€ YCTAHOBKM BPEMEHHOIO

JIMAaITa30Ha.

@'a[oba Events List i, SE
&l UserRisk © Jalog X

& Clusters v Q 11.10.2023 00:00 — 11.10.2023 23:59 @} Settings () Refresh

@ Auditing & Reporting A

Events List

CTtpoka kaneHaaps

Access matrix

@ Perfomance tuning v Period selection b

OkHo Bbi6opa
LDAP Sync hs — BpPeMeHHOoro
11.10.2023 00:00 0 X neplﬂoﬂa

DB roles
11.10.2023 23:59 B x
A nNotifications v

UL cancel

< Collapse menu

3 settings Total: 0 per page: 12

Pucynok 7.25 — YcraHoBka nepruosa BbI0opa coObITUI
Jlig dero tpeOyercs HakaTh HAa CPOKY KalleHJaapsi, 0OO3HAYeHHYIO Ha pHUCYyHKe 7.25

HOMEPOM «1».

B BbI3BaHHOM OKHE BBIOOpa BPEMEHHOTO MEpHOJa, OO03HAUEHHYIO HA pPUCYHKE 7.25

HOMEPOM «2), YCTAHOBUTb J1aThl TPEOYEMBIX COOBITHI ¢ MHTEPBAJIOM HE 00Jiee OJTHOrO MecsIia.

Ne u3MeHeHUS: ‘ HOI{HI/ICB OTB. JIMIIA: ‘ I[aTa BHCCCHHA U3M:
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CTpOKI/I MCHIO BBI60pa AaT HMCKOT BCTPOCHHBLIC KaJICHAAPU KaK IIPCACTABJIICHO Ha

pucyHnke 7.26.

Period selection X
Begin
[11.10.2023 00:00 0 X ]

OxkTROpL 2023 +

M
o
I
L
r

P
[
.

16 17 18
23 24 25

Iy |

YaanuTs

nr

29

20

27

™ 4

06

06

Pucynok 7.26 — Kanennaps gat

Jlnss cOpoca yYCTAaHOBIEHHBIX BPEMEHHBIX IapaMETPOB HCIIONB3YETCsl MUKTOTpaMMa

«Y manuThey».

7.2.5. IlpocMOTp cniMcKa cCOOBLITHI

Y CcTaHOBJICHHBIM BpEMEHHOH Anana3oH chopMupyeT CIIUCOK coObITHi (puc. 7.27).

B admin
@ Events List 2 Lomnistator
di  ® Tagetvaleg X
= Q search 11.06.2023 00:00 — 11.07.2023 23:59 @3 settings | () Refresh
o [} Category Target Event date Severity Connection from Message User name Database na. Session start ime SQLSTATE ¢ m
2447 Ynpasnenue JOCTYNOM localtest 2023-06-12 11:55:25.700 LG 21:51003 could not receive.. s jdsdb 2023-06-12 11:53:24.000 08006
E
2446 YnpasneHue focTynom localtest 2023-06-12 11:35:24.466 LOG 21:51061 could not receive... jds jdsdb 2023-06-12 11:33:23.000 08006
A
2445 YnpaeneHue QOCTYNOM localtest 2023-06-1211:15:23.135 LOG 11:50999 could not receive... jds jdsdb 2023-06-12 11:13:22.000 08006
[
2444 Ynpaenenue focTynom localtest 2023-06-12 10:55:21.775 L0G 1:50070 could not receive.. s jdsdb 2023-06-12 10:53:20.000 08006
2443 Ynpasneue focTynom localtest 2023-06-12 10:35:20.578 LG 21:50924 could not receive..  jds jdsdb 2023-06-12 10:33:19.000 08006
.
as

Pucynok 7.27 — Criucok coObITHiA

B mpaBoii HWKHEH 9acTH OKHA PACIIONIOKEHBI MUKTOTPAMMBI CTPAHMII CITUCKA COOBITHIA.

7.2.6. Boioop cT010110B (Columns)

[Mukrorpamma «Cronbie (Columns) pacronoxeHa B TpaBOM BEPXHEM YIUTy OKHa.

[Ipy HakaTuum HA KOTOPYIO PACKPOETCS MEHIO C CIUCKOM CTOJOLIOB, MPUBEICHHBIX B

Tabiuue 7.5.

‘ Ne u3mMeHeHus:

HOI[HI/ICB OTB. JI4Ia:

‘ JlaTa BHeCeHHS U3M:
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Taomuna 7.5 — Coucok cTosa0noB

HaumenoBanue (RU)

HaumenoBanue (ENG)

ITo ymo1yaHuio

Unentuduxarop coObITHS ID X
Kateropust coObITust Category X
Llensb Target X
JlaTa coObITHS Event data X
BaxxHoctb Severity X
[MoaxroueHue ot Connection from X
Coobuienne Message X
[MonpoGHOCTH Detail X
Wwms nonb3oBarTens User name X
Hmst 0a3bl JaHHBIX Database name X

Bpewms BcTaBku B 10T

LOG insertion time

Wnentuduxarop mnporecca

Process ID

Wnentudukarop ceccuu

Session ID

Howmep ctpoku kaxmon ceccuu

Per-session line number

Ter xoMaHIbI

Command tag

Bpewms nHauana ceccuun

Session start time

BuptyaneHbiil uAEHTHDHUKATOD
TpaH3aKL U

Virtual transaction ID

Wnentuduxarop TpaH3aKIuu

Regular transaction ID

SQLSTATE Kop

SQLSTATE code

Ilonckazka

Hint

Buyrpennui 3anpoc

Internal query that led to the error

Howmep cuMBoIIa BHYTpEHHETO 3a1poca,
T/Ie TIPOU30IIIA OINOKa

Internal query character number
where the error occurred

Kourekct

Error context

3anpoc moyib30BaTens

User query that led to the error

Homep cumBona B 3anpoce
II0JIB30BaTCIIA

User query character number where
the error occurred

Pacnonoxenue ommoOKu B HCXOTHOM
Koae

The location of the error in the
PostgreSQL source code

WM npuitosxeHus

Application name

Tun npouecca CYB/]

DBMS process type

®

CootserctBue coopituii CYB/I kateropusim mep 3amuthl npukazoB @CTIOK Poccun

npuseaeHo B [Ipunoxenun k 1okyMeHTy «Peanuzanus GyHKkunid 6e30macHOCTI

Br160p cTONOOB OCYyIIECTBIsIETCA YCTaHOBKOW (DIIa’KKOB.

Ne u3mMeHeHus:

HOZ{HI/ICL OTB. JIMIIA:

‘ JlaTa BHECEHUS U3M:
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@sltoba

B2 Mowmopunr Q

dli  Ananms puckos

2025-05-19 17:26:11.753

& Knacteps! v

2025-05-19 17:26:11.750

2025-05-19 17:26:11.745

2025-05-19 17:26:11.742

MaTpuua aoctyna

2025-05-19 17:26:11.742

P
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/ Cnmcok co6biTuit

= owwtp

YNpaBMeHHe AaHH... jalog COOBLUEHNE

YNPaBeHHE AaHH... jalog COOBLUEHNE
YNpaBMeHHe AaHH... jalog COOBLUEHNE
YNPaBeHHE AaHH... jalog COOBLUEHNE

YNpaBMeHHe AaHH... jalog COOBLUEHNE

o+ admin

() 06HosuTL

83 Hacrpoiiku

cucTeMa B/ roTos. D
Nata cobbiTns

KOHTPOMEHAA TOUK Kateropun

Uenb
Ha4aTa KOHTROMbH

BawHoCTs
3anuck REDO 06p... MogunioyeHue o1

Coobiuiexme
HEBEPHaA ANNHA 3.,

Pucynok 7.28 — Menro «Cton6usn (Columns)

[Ipu wucnonp3oBanmm pacmmpeHus «pgAudity B cromben «Message» BKIIOYAIOTCS

JOTIOJTHUTEIBHBIE CTOJIONbI, MPE/ICTaBICHHbIEC B TabnuLe 7.6.

Tabnuna 7.6 — Ctpykrypa cronbdua «Error message»

HaunmenoBanue
OCHOBHOI'O CT0.JI0IA

HanMeHoBaHMe JOMOJHUTEILHOIO
CTO0JIOA

Onucanune

Error message

Coo0O1enune 00 ommnoke

Event recording type

Twun 3amucu coobITUd

Expression No.

Ne BeIpakeHuUs

Subexpression No.

Ne moaseIpaxkeHus

Event class

Kitacc coObITus

SQL operation

SQL - oneparnus

DB object type

Tun oobekra BJ],

DB object name

Nwmst o6bexTa b1

Full text of the SQL query (script)

[Tonnsrii Teket SQL-3ampoca
(ckpurnTa)

SQL query parameters (script)

ITapamerprl SQL-3anpoca (ckpunra)

7.2.7. CopTHpPOBKA CIUCKA COOBITHI

CoptupoBka cOOBITMI BO3MOXHa IO KaXJOMy BBIOPDAaHHOMY CTOJIOLlY M BBI3BIBAETCS

Ha)XKaTHEeM Ha BBIOPAHHBIN CTOIOCII:

1 HaxkaTue — COPTUPOBKA IO BO3PACTAHUIO;
2 Ha)KaTusl — COPTUPOBKA 110 YOBIBAHUIO;

3 Ha)kaTusl — OTMEHA COPTUPOBKH.

7.2.8. I10JIHOTEKCTOBBII MOMCK COOBITHIA

T1oIHOTEKCTOBEII

IOUCK  COOBITHIA

OCYIIECTBIIAECTCS

4yepe3 CTPOKYy  IIOWCKa,

MIpEACTaBICHHYIO Ha pUCYHKE 7.29. B mouck BKJIIOYAIOTCA BCE CTOJIOLBI TaOMULIbI, BKIIOYasl HE

oToOpa)kaemble B TEKYLIMA MOMEHT. 3alluCh OTOOpakaeTcs MPU yCIOBHUH, YTO:

‘ Ne u3mMeHeHus:

‘ HO)_'[HI/ICI: OTB. JIMIIA:

‘ JlaTa BHECEHUS U3M:
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—  YCIJIOBHE BBIIIOJIHAETCA XOTA OBl ISl OJHOIO U3 CTOJIOLOB;
—  BBINOJIHAGTCS M YCJIOBUS TIOMCKA, M YCIOBUS (PHIBTPALIUH.
ITouck orpannunBaercst 30 perucTpoHE3aBUCUMBIMU CUMBOJIAMHU.

CoObiTus HQUABTPYIOTCS 1O HAXKATHUIO KITaBUIIN «BBOIY.

@ jalog v/ Crucok codbiTwit o admin

Q REDO X = ounetp @} Hactpoikn () OHoBUTH

JlaTa coGbiTnA KaTeropua Lens BaxHocTb Monknioverne o1 CooSlerwe A MoppogrocTn WmA nonbsosatena W7 6a3bl aaHHbIX m

e

2025-0519 17:26:11.742 YNpaBneHne AaHHbIMK jalog COOBLIEHUE 3anuem REDO 06padoT..

2025-05-19 17:26:11.742 YnpaBnexue AaHHbIMK jalog COOBUIEHWE sanuch REDO HaunHae.

Pucynok 7.29 — Ctpoka noucka 1 BbIBOA
7.2.9. ABTOMaTn4Yeckoe 00HOBJIEHHE CIIUCKA COOBITHH
Jliis mpocMoTpa COOBITHII B PEKHMME PEabHOTO BPEMEHHU peann3oBaHa (yHKIMOHATbHAS

BO3MOKHOCTb YCTAHOBKH IICPHUOAa aBTOMATHYICCKOI'O OOHOBJICHUS.

YcraHOBKa IapaMeTpOB  OCYIIECTBIISIETCS HakaTHeM Ha KHONKy «HacTtponkuy,

PACIIOJIOKEHHYIO B IIPABOM BEPXHEM YTy OKHA.

[lepBoHauanbHO aKTUBHpYyeETCs TymOnep «ABTomMarmueckoe OOHOBIeHHE» (Automatic
refresh). 3arem B BbIIaatoIeM CIUCKE yCTaHAaBIUBaeTCs mapamerp — «KomndecTBo 3anuceid s

oboHoBneHus» (Number of records to refresh):
— 100;
—  500;
— 1000.
U nmapamerp — «Hacrora ooHOBIEHUs, cekyHABD (Refresh frequency, seconds):
— 15;
—  30;

—  60.

@ Y cTaHOBKA MHBIX IaPAMETPOB HE IOy CKAETCS

Ne u3MeHeHUS: HO)_'[HI/ICI: OTB. JI4Ia: ‘ I[aTa BHCCCHHA U3M:
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7.2.10. JonoaHuTeAbHBbIE (PYHKIMOHAJbHbIE BO3MOKHOCTH
JlonomHUTENbHBIE (PYHKIIMOHAIBHBIE BO3MOXHOCTH MACHTHYHBI OMMCAaHHBIM B . 7.1.7.2

HACTOAIICTO JOKYMCHTA.

Ne u3MeHeHUS: HOI{HI/ICB OTB. JIMIIA: ‘ I[aTa BHCCCHHA U3M:
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8. PA3JIEJI «ITPOU3BOAUTEJIBHOCTDb» (PERFORMANCE TUNING)
Paznen «I[IpowsBoaurensHOCThY (Performance tuning) comepxur:
— 8.1 llogpazaen «Cuumku u otueThl» (Snapshots & Reports);
— 8.2 lloppaznen «IIpoGnemsr u pemenus» (Problems & Solutions);
— 8.4 [logpaznen «AxruBHocTh bBJI» (DB Activity);

— 8.5 llogpazgen «Iloakmouenust JDSy»;
@ [Mompasznen «I[Moakmouenus JDS» nocrynen mist Bepeuit JDS 2.0 u 2.3.5

8.1. Moapa3nen «Cunmkn u oT4eTh» (Snapshots & Reports)

Paznen «CHUMKM W OTYeThD» MpeaHA3HAUYEeH MJI1 CO3/aHHUs CHUMKOB cocTosiHus BJ[
(Snapshots) u momyuenus otrueroB. Co3naBaTh CHUMKHU M MOJYy4aTh OTYETHl BO3MOXKHO 4epe3
HEpapXUUECKYI0 CTPYKTYPY BUPTYaJIbHBIX cepBepoB. [lomyueHHble naHHBIE OyIyT XpaHUTHCS B

ciyxe0Hoil bJl xomnoHeHTa.

IlepedeHp OTYETOB MOJHOCTBHIO ONMUCAH B JOKyMeHTe «PykoBoacTBo 1o HacTpoiike. HacTs
6. PykoBoJICTBO 10 HacTpoiike aHanu3a npousBoautensHoctd CYBJ» Komnonent «pg Profiley.

643.72410666.00067-07 98-01-06».

@ Pacmmupenne pg profile ycranoBineHHoe cpenctBamm pasnena  «JlammmadT
aBTOMAaTHYECKH MOSBUTCS B pazjene «CHUMKHU U 0T4eThD» (Snapshots & Reports) (cm.

.. 11.9 BJI. Bkiagka «YnpaBieHue paciiupeHusIMm»

B cnyuae xorma BupTyansHBIN cepBep local OblT cO3MaH aBTOMATUYECKH MPU yCTaHOBKE
pacmupenusi pg stat statements oOsi3aTenbHO TpeOyercss B pazmene «JlammmadTt» uepes
«[Tapamerpst CYB/I» nzmenuts koH(purypanuonusii ¢aiin postgresql.conf u 1o6aBuThH CTPOKY:

shared preload libraries = 'pg stat statements'

N npumenuTts BHeceHHbIEe U3MeHeHus nepe3arpyskoit CYB/I.

JIsst HOBOTO cepBepa 3amuch B KOHQUTYPAMOHHOM (aiiie 1e1aeTcss aBTOMATUIECKH.

Ne u3MeHeHUS: HOI{HI/ICB OTB. JIMIIA: ‘ I[aTa BHCCCHHA U3M:
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8.1.1. Bkuaaka «Caumkmw» (Snapshots)

Bo Brmagke «CHUMKH» OTOOpakaroTcsi XpaHuMble CHUMKHU coctosiHus bJl. Bribupaercs

OJIMH, HECKOJIBKO MJIU BCE CEPBEpA.

HoBelil cHUMOK co3maérca uyepe3 kHoOnKy «Co3marb». Ilociie uyero OTkpoercss OKHO
«Co3anre CHHMKa», B KOTOPOM BBIOMpAaeTCs BUPTYaJIbHBIH CepBEp M IOCTYIIHO YCTAaHOBHTH

yekOokc «J{o0aBuTh manHbie 0 pasmepaxy». [lpu Hakatum xkHONKH «COXpPaHHUTH» CHHUMOK OyIeTr

CO3aaH.

Co3anaHWe CHUMKa »

Cepaspi*

AoU3EHTE A3HHEE O Pa3MEDAX:

Pucynok 8.1 - Coznanue «CHUMKa»

Jlanee co3qaHHbIN CHAMIIOT (CHUMOK) OyJIeT XpaHUThCS B ciry:xkeOHOi b1,
[TocnenHnii CHUMOK C JAHHBIMH YIAJIIUTh HEBO3MOKHO.

Ecnu cHUMOK OBIT cO3/aH HE CpelNCcTBAMH MOJpa3ziena, a BPYUYHYIO, TO MPH OTKPHITHH

BKJIaJKa «CHHMKM» OHA CUHXPOHHU3UPYCTCA IOA BHCCCHHBIC U3MCHCHUS.

Bo Bkmamke mo kHomke B (hopMe TpOETOYHs, PacHOJIOKEHHOH B MPABOM BEPXHEM YTy
JOCTYTIHBI OINEPalry HKCIOPTa/MMIIOPTa CHUMKOB. [Ipy Ha)kaTHH KHOMKH «DKCIOPTHPOBATHY

OTKPBIBAETCSI OKHO «DKCIOPT», B KOTOPOM CJIEyeT BHIOPATH:
—  Cepgep;
— HavanbHbI CHUMOK;
— KoHeuHbIi CHUMOK.

[Tociie HaxaTHsI KHOTIKU « DKCIIOPTHPOBATEY chopMupyeTcs daitin export.csv.

Ne u3MeHeHUS: HOI[HI/ICI: OTB. JI4Ia: ‘ I[aTa BHCCCHHA U3M:
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JAL0DSE

JkcnopT b

Cepasp: [ local v |

Hasans i crimaox: * [1.23.01.20251437:55 v |

Kamauriil crimck: * [2. 22.01.202516:37:11) x ]

CKpeiTh TeKeT saMpocos:

PucyHok 8.2 — DkcnopT CHUMKOB
IIpn naxxatuun kHonku «Mmnopruposars» oTKpbIBaeTcs 0KHO «Mimmopr». Mmnoprupyrores

CHUMKH B popmate ¢ailioB *.csv MakcuMansHOTO pazmepa 28 Mb.
HIMIOpPT CHUMKOB BBINIOJIHSETCS, BHIOOPOM (haiisia b0 nepeTacKuBaHUEM B 1ojie «Dailmy.

8.1.2. Bkaanka «Baseline»
Baseline — nMeHoBaHHAs MOCIIEIOBATEIHHOCTH CHAIMIIIOTOB, KOTOPAst KMEET OTHEIbHYIO OT
HAaCTPOCHHOM MOJIUTUKY XpaHeHUs. MOKHO 3a1aTh ONPEACIICHHOE BpeMs XpaHEeHM B JHAX. Takke

MO>HO CO3J1aTh IOCIEA0BATEILHOCTD CHAIILIOTOB TOJIBKO JUISl OIIPENEICHHOIO IIEPHUOAA BPEMEHHU.
Bo BKi1ajke 10CTyIIHO CO3/1aHUE:

—  Baseline o cuuMkam;

@'atoba 123.111.225.11/dbms_jatoba/postgres v/ CHUMKM W OTYETbI CHUMKH Baseline Otyetbl CospaHue baseline X
ae
MOHHTOPUHT
tJ P Hassanve: test_baseline
alil Ananus puckos Cepsep: * local v
&= Knactepbi v
Tun nepropa Chamkn  [lathi
@ Ayaur v oruerocTs M
HauanbHbiii CHUMOK: * 1.10.01.2025 12:00:00.000 v
MpoussoauTensHocTs A KoHeuHbiii CHUMOK: * 5.10.03.2025 12:00:00.000 v
p
CHUMKY 1 OTUETBI
[laTa ynanenus baseline: 10.06.2025

Pucynok 8.3 — Coznmanue baseline nmo cHuMKam

— Baseline o maram.

Co3mannbie Baseline oto0Opassitcs B chnmMcke H Jajee MOTYT HCIIOJIb30BaThCS B

dbopMUPOBaHUY OTUYETOB.

8.1.3. Bkaaaka «Otuetnbl» (Reports)

Bo BKJIaKEC «OTYeThI» JOCTYITHO CO3/1aBaTh WJIN IIPOCMATPUBATh paHCC CO3IaHHBIC OTYCTHI.

Haxxatue kHONKHU «COSI{&TB» BBI3BIBACT OKHO «COSI[aHI/Ie oTuCTa», B KOTOPOM

YCTAaHABJIMBAIOTCS IMMapaMETPhl OTHUCTA.

Ne u3MeHeHUS: ‘ HOI[HI/ICI: OTB. JI4Ia: ‘ I[aTa BHCCCHHA U3M:
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CospaHne oTuéTta X

Pucynok 8.4 — Oxno «Co3nanue oT4era

OT4eTsl B KOMIIOHEHTE OBIBAIOT 2-X BUIOB:
— CTaHJapTHBIE OTYETHI;
—  mudpdepeHnnaIbHbIE OTYETHI.

CrapmapTHbIE OTYETHI COAEP)KAT CTATUCTUYECKYI0 HH()OPMALHUIO Ui OMPEACTICHHOTO

nepuojia BpEMCHU.

JuddepeHnpanbHbie OTYETHI COJIEPKAT CTATHCTUIECKYIO HH(POPMALIUIO 32 1BA BHIOPAHHBIX

IIEPUO/IA, ITO3BOJISAS JIETKO CPABHUTH IIOKA3ATEIIN.
[TapameTpbl popMHPYEMBIX OTYETOB MPHUBEAEHBI B Tabmuie 8.1

Tabnuua 8.1 — [TapameTpsl 0TUETOB

Tun oruéra Tun nepuona IlepBoIii mapameTp Bropoii mapamerp
CraHpapTHbIi
CHUMKH HauanbHbelii cHEMOK: * KoneuHblii CHUMOK: *
Jarbl HauansHas narta * Koneunas narta *
Baseline Baseline: *
JAuddepenunanbHbIi
CHumMkH - CHUMKH HNuaTtepran 1 HNuaTtepnan 2
HauanbHbelii cHEMOK: * Hauanbubelii cHEMOK: *
Koneunsrit CHUMOK: * Koneunsrit CHUMOK: *
Jatsl - JlaThl HNuaTtepran 1 HNuTtepran 2
Havansuas nara * Havansuas nara *
Kouneunas nara * Kouneunas nara *
Baseline - Baseline HNuaTtepran 1 HNuTtepran 2
Baseline: * Baseline: *
Jatsl -Baseline HNuTtepran 1 HNuTtepran 2
HauansHas marta * Baseline: *
Kouneunas nara *
Baseline - JlaTbl HNuaTtepran 1 HNuaTtepnan 2
Baseline: * HauansHas marta *
Kouneunas nara *
Baseline - Cuumkn HNuaTtepran 1 HNuTtepran 2
Baseline: * Hauanbuenii caumok: *
Koneunsrit CHUMOK: *

Ne u3MeHeHUS: HOZ{HI/ICL OTB. JIMIIA: ‘ I[aTa BHCCCHHA U3M:
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Tun oruéra Tun nepuona IlepBoIii mapameTp Bropoii mapamerp
CHumkn - Baseline HNuaTtepran 1 HNuaTtepnan 2
HauanbHbelii cHEMOK: * Baseline: *
Koneunsrii CHUMOK: *

C(l)OpMI/IpOBaHHBIC OTYCTHI OTPA3ATCA CIIMCKOM BO BKJIAJKC «OT‘-IGTBI», KOTOPBIC BO3MO’KHO

MMpOCMOTPECTh, CKAYaATh WJIN YAAJIUTD.

Otuer ckaunBaercs B popmare *.html

@}toba 10.116.102.4%/jstoba-6/pestgres ~  / CHUMKMW W OTYETEI Coumen Baseline OTuertel

B8 Monuropmmr Q, Mouck () DtwomTE Cozgats

. Hazmmane T omaera [F P — I~ T cepnep mn
alil  AH3nu3 puckos

23.01.202514:37.35 - 23.01.2025 14:37:55

- test Andpepeuuuansiei 1-1.3-3 23.01 2025 16:56:48 - 22.07 2025 16:56:43 local
8 Hnacrepu v
test 1 CraHaapTHbIR 1-2 23.01.2025 14:37:55 - 22.01.2025 16:37:11 local
o AYOHT W OTUETHOETE W & MpocmotpeTs
MposssoguTenssocTs A thy Cranems
T Vasun
CHHMMKH H OTUETEI
Pucynok 8.5 — Cniicok oT4eToB
[IpocMaTpuBaeMblil OTYET OTKPOETCS B OTAEJIBHOM BKIIAJKE Opay3epa.
I@Jatcba Data Safe @ Postgres profilerep | + Q. X
C @ blob:http://localhost:5000/29792F61-9795-4fcf-b55a-096Feb20b95b @ &L= 8 @ I
* Report details .
« Server statistics Postgres profile report
o Database statistics
o Cluster T1/0 s
ctatistics Report details
o Cluster SLRU e — " Tterval (G
m s ‘Version | Server name nterval (sample) itetyal (tinc)
o Session statistics start end start end
by database
o Statement 4.6 local 1 2|2025-01-23 14:37:55+03|2025-01-23 16:37:11+03
statistics by 5
database Setting Value
o Cluster statistics version | PostgreSQL 16.6 on x86_64-pc-linux-gnu, compiled by gcc (Ubuntu 11.4.8-lubuntul-2:

o WAL statistics

Pucynok 8.6 — ®opma otuera «Snapshots & Reports»

8.2. Hoapasnen «Ilpodaemsbl u pemenus» (Problems & Solutions)
«Problems & Solutions» 3T0 HHCTPYMEHT, KOTOPBIN MO3BOJIIET ONPEACIATE PSA MPoOIeM,
cymectBytouux B neneBoit CYB/. Jlns omnpenenenuss npoOieMbl CO3[aHbl CKPUMNTHI (CKPHUIIT

oOHapy>XeHUs1) U AJI1 UCTPABJICHUS TPOOJIEMbI — IMHAMUYECKUE CKPUIITHI (11a0JI0H TaOJIETKH).

Ne u3MeHeHUS: HOI{HI/ICB OTB. JIMIIA: ‘ I[aTa BHCCCHHA U3M:
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8.2.1. Hacrpoiika noakiawuyenus k neiaesoit CYBJ]
Hactpotika mnonkmouenuss k 1meneBod CYBJl mns pasmema «Problems & Solutionsy
MOJIHOCTHIO omucaHa B M. 2.1.3.2 HacTosIIero JAOKyMEHTAa U JIOMOJHHUTENbHBIX JCHCTBUM HE

TpeOyer.

[Tpu BeIOOpe Target OymyTr otpaxarbcs Bce ueneBble CYBJI, cozmanHbie B pasmene

«Settings» — «Targets».

8.2.2. Bkananka «Kondurypanum»
[Ipr OTKpHITHUHM BKJIAIKA KOMIOHEHT MPEUIOKUT BHIOpPATh LIETh Yepe3 MUKTOTPaMMBI B

HCHTPEC BKIAAKW UJIU B JICBOM BCPXHCM YTy BKJIAOKH.

Ecan KOH(i)I/IpraI_[I/II/I CKaHWPOBAHUA HC ObLIH CO31aHbl PAHCC, KOMIIOHCHT IMPCAJIOKUT UX

CO344aTh.

Haxxatue nHa nukrorpammy «Co3naTts» BbI30BeT 0KHO «HoBast KoH(puUTypanus».

HoBas KoHdUrypauua %
Lens: PaS_demo
Hia *

anaiTe MMA KoHpKT

MpaBretel ANA CKEHUEOSaHR *

| BriSepuTe npoBnemsl AA CKaHNPOSEHUA AJ

& e

BoiBpaTe Bce

Bloat index

Bloat table

Duplicate Index

Missing Foreign Key index
Mot analyzed table

Not vacuumed table
Sequence Limit

Unused index

Pucynok 8.7 — Beimagaromumii ciucok mpoOiem Jijisi CKaHUPOBAHUS
B BrImagaromnieM Crucke MTOCTYIIEH MHOXKECTBEHHBIN BBIOOp MPOOJIeM Ui CKAaHUPOBAHUS,

MpeACTaBJICHHBIX B Tabnuie 8.2.

Tabnuua 8.2 — [lepeuens onpeaensemsix nmpodiaem B CYB/]

IIpobJembl Onucanue npodemMbl
Bloat index WNHnekc, 3aHMMarONINil JOMOTHUTEILHOE IPOCTPAHCTBO
Tabmuua ¢pparmeHTHPOBaHA U 3aHUMAET JIOTIOJIHUTEIBHOE
Bloat table ua bp P A
IPOCTPAHCTBO
. . OMMpOBaHHBIE MHJIEKCHI, 3AaHUMAIOIINE JOMOJHUTEIBHOE
Duplicate index Hybuip A ’ e A
IPOCTPAHCTBO

‘ Ne u3MeHeHUS: ‘ HO)_'[HI/ICI: OTB. JIMIIA: ‘ I[aTa BHCCCHHA U3M:
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IIpobJiembl Onucanue npodaemMbl
Missing Foreign Key index | [IpomymieHHbIi HHIEKC BHEITHETO KIIIOYA
[IponymeHHbI HHAEKC, KOTOPBIA MOKET IPUBECTU K CHUKEHUIO
MPOU3BOANTEIHHOCTH TAOIUYHBIX 3aIPOCOB

Missed index

Not analyzed table He ananmm3upoBannbie Tabmuiet 6onee 100 muei
Tabnuua aedparMeHTUPOBaHA M COACPIKUT MHOTO MEPTBBIX
Not vacuumed table ua Aep p Aep p
CTPOK
Sequence Limit [Ipenen mocnenoBaTeILHOCTH
Unused index JlaBHO HE MCTIOTH30BAHHBIC WHJIEKCHI, IEPENOTHEHHBIC TAOJIHIIBI

Crnenyronum maromMm BeIOUParoTCss 00bEKTH CKAaHUPOBAHMUS.

HoBas KoHbUrypauus x
Uens: Pas_demo

Mwa

Bbi60op 06bEKTOB CKaHMpPOBaHHS test_all

q 0 TMpoGnems! A7 CKaHUPOBaHUS
onck
Bloatindex € Bloattable € Duplicatel.. © +5 v
[® Buipato ece
OGbeKTal AR CKHNPOBAHHA

v @ jdsdb BoiGepure A
jds
public
v pas_demo
public
v (8] postgres
profile

public

securityprofile

Coapars koupmrypaumo ‘ OTmenuTs

Pucynok 8.8 — Be16op 00bEKTOB CKAHUPOBAHHUS
B kauecTBe 0OBEKTOB CKAaHUPOBAHUS MOTYT OBITh 0a3bl NAHHBIX IEJIMKOM W/WIH CXEMBI

nanubIX. [Ipu BeIOOpE 0OBEKTOB AOCTYIIEH MHOKECTBEHHBIN BEIOOD.
Konduryparus coxpansercss HakaTHeM Ha KHOTIKY «COXpaHUTh KOH(PHUTYPAITHIO».

CoznmanHbie KOH(PHUTYpAIUK OTOOPAKAIOTCS B OOIIEM CITHCKE.

Ne u3MeHeHUS: HOI[HI/ICI: OTB. JI4Ia: ‘ I[aTa BHCCCHHA U3M:
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@}toba Fas.demo v/ n pewenna purypa 3assn Loamn e
82 Mowwropusr Q Monck DicGasurs
[E—— Mponeres [ — m
Ay Ananus puckos
Duplicate index Sequence Limit, Missing Foraign Key index, Bloat table, Not vacuumed table, Bloat index, Not analyzed ta  pas_demo:(public)
= Knacrepnt v
test_all Sequence Limit, Missing Foreign Key index, Bloat table, Not vacuumed table, Bloat index, Not analyzed ta  jdsdbi(ids, public; pas.
@ AyauruorETHocTE v
Bee nposnemsi no public cxeman Sequence Limit, Missing Foraign Key index, Bloat table, Not vacuumed table, Bloat index, Not analyzed ta pas. lic); postgres:(public)
@ npowseopiTenbocTs A
Mposnems! ukgekcos & jdsdb Bloat index, Duplicate Index, Unused index jdsdbijds)

CHUMKIA U OTYETbI

Mpo6nemsi u peweia

Pucynok 8.9 — Crincox co3gaHHbIX KOHGUTYpanui
8.2.3. Pe:kxnm ckaHMpoOBaHMS
[lepexon B pexXuM CKaHUPOBAHUS BBITIOJIHICTCS MPH HAXKATHH HA THIIEPCCHUIKY B UMEHH

KoH(urypanuu Ha Briagke «Konpurypanum.

@jatoba Pa_demo  / Mpo6nembl M pewenna / test_all 2 fdf':':'

weTpaTop CYEL

-
HHL @ 3anycTuTs ckanuposakue

dli Ananus prckos Mhin npoBnentsi KomauecTso nposnei

Sequence Limit
KnacTepol v

Missing Foreign Key index
AYRMT M OTHETHOCTD v

Bloat table

MpoussomATencHOCTs A

Not vacuumed table
CHUMKN 1 OTHeTDI

Bloat index
rpoGnemsi u pewesna

Not analyzed table
AWanu3 3anpocos

Duplicate Index
AxTUBHOCTD B]1

Unused index
ToaknioueHuA JDS

Pucynok 8.10 — Bkiagka «CkaHupoBaHUE»
3amycKk HOBOI'O CKAaHMpPOBAHUS BO3MOXHO 3alyCTUTh 4Y€pe3 MUKTOrpamMMmy «3ammyCTUTh

CKaHUPOBAHUCH).

B CJIy4dac €CJIM CKAaHUPOBAHUEC ITPOBOAMNIIOCH PAHCEC, TO IPOCMOTPETH PE3YJIbTAThI BO3MOKHO

Yyepe3 Ha)KaTUe Ha THIEPCCHUIKY B UMEHH MPOOJIEMBI.

Ne u3MeHeHUS: HOZ[HI/ICB OTB. JI4Ia: ‘ I[aTa BHCCCHHA U3M:
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@‘atoba po_pro  / MpoGnembr v pewenns / test_all & 8dmin

BE  MosutopuHr

O 3anycrurs cxanmpomarme

P

AHANU3 PUCKOB

Sequence Limit Mo

KnacTapes ~
Missing Foreign Key index

u AYAWT M OTYETHOCTE w

L

Bloat table FANE S
Mpou3B0ANTENEHOCTE A

Mot vacuumed table FAN]
CHUMKM U OTUETLI
MpoSnems: ik peWeHNA
AHarMa 3anpocos

AkTHEHOCTE BJL

Noaxnkouenna JO

Pucynok 8.11 — Criricok paHee HailIeHHBIX TPOOIEM

I[JIH BBISIBJICHHBIX HpO6JICM OTO6pa)KaCTC$I HX CTATyC B BUJIC ITUKTOI'paMM.

Tabnuna 8.3 — Onucanue MUKTOrpaMm

Iukrorpamma | Onucanue

3amiaHupoOBaHO UCIIPaBJICHUE

& Haiinena npo6nema

[TocraBnena B ouepenpb

Nrncpasiienue 3amynieHo

@ Js mpobnemsr «Duplicate Index» oToOpaxaeTcst nononauTeNbHAS HHPOpMaLus 00

00BEKTax

[lepelins B MO THIEPCCHUIKE MMEHH MPOOIEMBbI OTOOPAa3UTCS MX MepedeHb, B KOTOPOM

AOCTYIICH IMOMCK I10 JIFOOBIM 3HAYEHHUSIM.

Kaxnmas w3 HaligeHHBIX npoOjeM  JIeYUTCS  WHAWBUAyalbHO, T.K. Tpelyer
KBATH(PUIIMPOBAHHOTO ToAX0Aa. [ 3TOro HeoOXOIMMO HaXKaTh HA CTPOKE MpoOseMbl. Tem

cambIM BbI3BaTh OKHO «lcnipaBiieHne mpoOneMbD.

Ne u3MeHeHUS: HOZ[HI/ICI: OTB. JI4Ia: ‘ I[aTa BHCCCHHA U3M:
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WcnpaeneHue npo6nemst X

TMapameTpe! ucnpaenenus saL

Qcrosras KovERAa

‘GREATE INDEX (BTREE)
ONLY » on  off
NULLS ~ first last off

SORTING - asc desc off

BuinonkuTs celiuac

Kowmmerapni

OcTassTe KoMMeHT2pUI

m [ OrenuT

Pucynok 8.12 — Oxno «HMcnpasienne npoOiaeMbny

B oTKpBIBIINMCSI OKHE JOCTYTIEH:

—  BBIOOp mapaMeTpOB UCTIPABIICHUS,

—  npocmoTp SQL-koMaHbI UCTIPABIICHHUS;

—  BBIOOp BPEMEHHOTO JTMANia30Ha BHIMIOJTHEHUS 3a]1a4H;
—  yKa3zaHue KOMMEHTapHus.

[Ipu ycranoBneHHOM (rare «BpImoTHHTE celidac» 3amada HCIPABICHUS BBIOTHUTCS

HEMEJICHHO.

CHaAThId (prar aKTHBHPYET YCTAHOBKY JaThl WU BPEMEHH BBIOJHEHHS HCIPABICHUS B

KaJleHJape.
Kaxxnplii 3 nmapamMeTpoB OKHa OCHAILICH MHTEPAKTUBHOM ITOACKA3KOM.
JUist Kax10# mpoOIIeMbl IPEIOCTABIISIOTCS Pa3padOTaHHBIC BAPUAHTHI UCTIPABIICHHS.

SQL-xomanabl oToOpaxaroTcst Bo Bkiaake SQL u He MOCTYMHBI UTsl peIaKTUPOBAHUS.

Ne u3MeHeHUS: HO,I[HI/ICB OTB. JI4Ia: ‘ I[aTa BHCCCHHA U3M:
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WcnpaeneHde npobnemb!

MapaMeTpel HCNpEBNEHKA sS0L

1 create index if not exists fk_last stat_tables_dat_srvl btree_idx on
public.last_stat_tables_srvl using btree ("server id", "sample_id","datid"};

2

k!

Pucynok 8.13 — Oto6pakenue BoinoaHseMblx SQL-komana
IIpy ckaHMpoBaHUUM OOBEKTOB KOMIIOHEHT OIpEAEIseT BO3MOXHBIE BapUaHThI
ucrpasieHus. B pe3ynprare, KOMIOHEHT MNPEAOCTABISAET IMPEAONpPENEAEHHBINA, ONTUMAJIbHbII

BapHAHT PELICHUS U MPEIOCTABISET BHIOOP PELICHHS POOIEMBI MTOJIb30BATEIIO.

BapuanTsl pemenus npobdiaem npecTaBieHsl Ha cxeme 8.14.

Ne u3MeHeHUS: HO)_'[HI/ICI: OTB. JI4Ia: ‘ I[aTa BHCCCHHA U3M:
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[ REINDEX
VACUUM
-
Bloat Table VACUUM FULL Bloat Index ]
\
r VACUUM ANALYZE
Not Vacuumed Table
L
VACUUM FULL ANALYZE

e B 's N
Not Analyzed Table > ANALYZE
L J 4 J
s 2
s ~ CREATE INDEX (BTREE)
Missing Foreign Key index <k J
s 2
\ J
CREATE INDEX (HASH)
4 J
'S M)
DROP INDEX (PARTITION)
[ Unused index ]<\ Y, Duplicate Index J
'S M)
DROP.INDEX (NO-PARTITION)
\ Y,
~
ALTER SEQUENCE MAXVALUE
Y,
M)
ALTER SEQUENCE (MINVALUE)
y YcnoBHble 0603HaYeHUs
5
ALTER COLUMN (TYPE) + ALTER s N
SEQUENCE
[ Sequence Limit J MNpo6nema
R L y,
ALTER COLUMN (TYPE)
s A
Y,
“\ PELWWEHWE
ALTER SEQUENCE \. J
Y, p ~
) APEOOTNPEOENEHHOE
NO SOLUTIONS PELWEHWE
\ Y,
Y,

Pucynok 8.14 — Cxema BO3MOKHBIX BApUAHTOB MCIPABICHUS

8.2.4. Bkiaaaka «3amaumn»
BreiOpanHbie TIpoOJIEMBI JIs MCTIPABICHUS TMEPENAlOTCS B OOMMN CIUCOK HAa BKIIATKE

«3agauny.

Ne u3MeHeHUS: HO,Z[HI/ICI: OTB. JI4Ia: ‘ I[aTa BHCCCHHA U3M:




@‘:\toba

.
H]
du
-
2

MOHMTOPHHI
AHaNu3 pUCKOB

KnacTepbi v
AYIMT M OTHETHOCTD v
MpoM3BOAMTENBHOCTE A

CHUMKH H OT4ETBI

Mpo6nembi u pewetms
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/ Npo6nemsi 1 pelexus Kondurypaunu 3apaum s admin

®  Ueno:M3S flemoctenn X

Q Mouck no SQL = ounbtp ¢ 0HosuTL
Craryc Monssosatens Mposrneuma Uens Ba3a fasHbix saL Co3gana 3annanwposaHa HavaTa 3akosuera PesynoTar samedarns |||
® admin Duplicate Index M3S flemocT..  postgres DROP INDEX .. g‘z,‘uAa‘guzn 12.04.2024 12.04.2024 sz,“,‘_i‘”“ [2024-04-12 ..
® admin Duplicate Index M3S flemocT..  postgres DROP INDEX .. T‘z;u‘a‘zuza 12.04.2024
® admin Duplicate Index M3S flemocT..  postgres DROP INDEX .. T‘Z;“f’fuz" 12.04.2024

Pucynok 8.15 — Cnucok 3a1a4y Ha BKJIaJIKe «3agaqm»

B crniucke 3aga4 10CTyIHO:

BBINIOJIHUTh KOHTEKCTHBIN nouck no SQL uepes noine «Ilonck»;
OT(HUIBTPOBATH CIIUCOK Yepe3 MEHIO « DUITBTPY;
IPOCMOTPETH HH(HOPMAIUIO O TPOAOKUTEIEHOCTH BBITIOTHEHUS 331a4H;

OOHOBHUTBH CIIHCOK 3aa4 WKW YCTAaHOBUTbL aABTOMATHYCCKOC OOHOBJICHHUE

BPCMCHHOM JTUAIIA30HC!

O

O

O

30 cexkyH;
1 munyTa;

5 MHUHYT.

B MeHI0 «PUnbTp» AOCTYNEH BHIOOP MO MOJIAM:

ITonw3oBaTenu;
[TpoGiemsr;
Crarychsl;
Cosnana;
3ariaHupoBaHa;

Hauara.

ALMHHUCTDETOD CYB]

v

BO

Ne u3mMeHeHus:

HO)_'[HI/ICI: OTB. JI4Ia: ‘ I[aTa BHCCCHHA U3M:
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u a toba popra ~ / MpoGnemsl M pelWeHIs KoHGHrypaLmn 3agaum & 8dmin

B2 Mosuropir Q, Mowex no SOL = ounsp ) O6nosmTe v
c Manezomer. Mpatinem SannaxKno. Hauarta SaKohueHz NoogansMr Fesynetar ZameuaHEs lll

1 Awanua puckoe

alt 2 Dunbtp x
@  admin Missing 20052025 20052025 20052025 e

= Knscrepe: - tomksamaren
@ admin Missing 20.05.2025 20.03.2023 20U5.2f|25 182 me

@ Appurwomuethocts v
@ NpoMzEOAHTENEHOCTE A~

CHHMHKM W OTUBTLI

CoagaHa
TpoBness! u pewesms
Mocnearme 3 uaca B
AHanu3 3anpocos Jannanuposana
AkTHEHOCTE BJL
Hauar
Noaknouetig JOS B

LDAR cHHXpOHRZELMA CopocuTs

Pucynok 8.16 — OxkHO «DPunbTp»

3amaun B CIUCKE MOTYT UMETh CTaTyC:
—  3amiaHupoBaHa;

—  IlocraBiiena B ouepenn;

—  3amnyieHa;

—  3aBeplieHa yCHelHo;

—  3aBeplleHA ¢ IPEAYIPEKICHUEM;
—  3aBepiueHa ¢ OmMOKOi;

—  OrMmeHeHa.

B mnone BbIOOpa meprosa oTOOpakeHMsI 3ajad IO YMOJIYAHUIO YCTAHOBJIEH NEPUOJ

«ITocneauue 3 yacay.

Ne u3MeHeHUS: HOI[HI/ICI: OTB. JI4Ia: ‘ I[aTa BHCCCHHA U3M:




115

643.72410666.00067-07 98 01-07

@'atoba popra ~ / MpoGnemsl M pelWeHIs KoHGHrypaLmn 3agaum & 8dmin
B8 MosutapuHr Q, Mowcx no SOL = ownep () Obnosurs w
0 A nanezaasr Tpacnen Sannamwac Hauata Erp nacaamr wzsans m
“ ramapueee ;’./) admin Missing (Dwnu'rp * 20.05.2025 20.03.2023 ZDFISZDZS Te
= Fnecreps: v ::/ admin Missing - 20.05.2025 20.03.2023 20.05.2025 182 me
@ AYAMT ¥ OTYETHOCTE w Npotneus . .
i NpoussogniensHocTe  ~
CHHMHKM W OTYETHI
Mpoé CoagaHa
POGNEME! W PEILIEHNA R E
AHanus aanpocos Ceoi nepuon 3apanTe nepuog
Mocneaque 3 MHEYT
AxTneHocTs BJ] faana nepiaza
Tlacnegans 20 iyt 05/20/2025, 09:04 AM =
Noaknouerinn JOS Macneguuii 1 uac souew nepioga
LDAP cutxponmnzaLyn I:Iccre:HnE:-;aca ‘ 05/20/2025, 12:04 PM [= I
2= PonEl " Mocnepdue 12 uacom
Mocneadne 24 vaca
A vecgownen v Rocneame 2 crroe ) | oo
Pucynok 8.17 — OxHo BeIOOpa mieproa 0TOOpakeHus 3a1a4
JlocTyrieH BIOOp MapaMeTpoB:
— Caoii nepuo;
—  llocnennue 5 MuHyT;
—  Ilocnennue 20 MunHyT;
— ITocnenuuii 1 ygac;
—  Tlocnexgnwme 3 4aca;
—  ITlocnegnue 6 4acos;
— ITocnennue 12 yacos;
—  Tlocnegnme 24 4aca;
—  Ilocnennue 7 CyToOK;
—  Tlocnennue 30 cytok
—  Ceropns;
—  CeromHs 10 HACT. MOMEHTA;
—  Buepa;
— DTOT JIeHb Ha MPOIILION HEJEeE;
NQ N3MCHCHHA: HOI[HI/ICB OTB. JIMLIa: ‘ I[aTa BHCCCHUSA U3M:
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—  Texymas vegens;
— Tekyias Henensd 10 HACT. MOMEHTA;
— [Ipomnas Henens.

B ciydae, xorza 3aga4a 3aBepIuniach ¢ OIIMOKOM, IPU KIMKE HAa HEE OTKPHIBAETCS OKHO C

OCHOBHBIMHU ITapaMCTpaMu, pPCKOMCHAAUAMUA U ITOACHCHUAMU B CUITY KaKUX IIPUYINH UCIIPABJICHUC

He OBLIO MPOU3BENICHO.

Duplicate Index X
1D: 75ac4887-d4a1-4032-8314-788af506000

3aBepwena ¢ owHBKoM

12.04.2024,10:20:00
Hauata 12.04.2024,10:20:00
12.04.2024,10:20:01
admin

M3S JlemocTena

postgres

DROP INDEX IF EXISTS m3313.companydocument_pk;

1
2
3
a
5

[2024-4-12 07:20:017] IDS.Domain.Exceptions.SqlRauExecuteException: 28PO1:

YAMNTE 0BbeT MeaeKc companydocument_pk MensIA, TEK KK OH HyXeW OGREKTY

orpakmsenue companydocument_pk B oTHowernn Tabnnua companydocument

2 ---> Npgsql.PostgresException (@x20004005): 2BPO1: YAAAUTL OBLEKT MHREKC
companydocument_pk Henk3a, Tak Kak OH Hyxew OGLEKTY OFpasWueHue
companydocument_pk B oTHoweHw Tabauua companydocument

3 at Npgsql.Internal.NpgsqlConnector.
<ReadMessage>g_ReadMessagelong|223_8(NpgsqlConnector connecter, Boolean async,
DataRowLoadingode dataRowLoadingMode, Boolean readinglotifications, Boolean
isReadingPrependediessage) )

4 at Npgsql.NpgsqlDataReader.NextResult(Boolean async, Boolean isConsuming,

3aKpeITe

Pucynoxk 8.18 — O6mas nadopmanus o 3a7a4e U peKOMEHIAIUSIMHU 10 UCTIPABIICHUIO
B cnydae, xorya BpeMeHHBIC 3aTpaThl HA UCIPABICHUE TTPOOJIEMBI BEIMKHU, UCTIPABIICHUE
MPOOJIEMBI BBITIOJIHSETCS B ACHHXPOHHOM PEKHUME UCTONB3Ysl (YHKIIMOHAIBHBIE BO3MOXKHOCTH

ciry k061 «jds-doctor.service», BHE 3aBUCHMOCTH OT aKTHBHOCTU KoMmoHeHTa JDS.

SaHJIaHI/IpOBaHHYIO 3aa4y BO3MOKXHO OTMCHUTL, HA’KaB Ha HCC B CIIMCKC 3aJla4 U B

OTKPBIBIICMCS OKHEC, Ha)KaB KHOIIKY «OTMEHHTD 3aaagy».

Ne u3MeHeHUS: HO,I[HI/ICB OTB. JI4Ia: ‘ I[aTa BHCCCHHA U3M:
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Duplicate Index X
D: Sa60030-5054-4a5e-ad77 3263208102
® sannasuposara

05.06.2024 09:46 B X
admin

ProblemsSolutions

ep_te

DROP INDEX IF EXISTS public._inforgd3072_1 ;

1
2
3
2
s

Pucynok 8.19 — OTmeHa 3amiaHMpoBaHHOM 3a/1a4u
[Tpu 3TOM 0053aTEIHHO YKa3bIBAETCSI KOMMEHTAPUH C MPUYMHAMHU OTMEHBI B OTHOUMEHHOM

I10JI€ BO BCIIIBIBAKOIIICM OKHEC «Ot™mena 3aJadm».

@ 3anaun co cratycoM «llocraBiieHa B ouepenb» U «3amylieHa» OTMEHUTh HEb3s

3ajaum co CTaTycoM «3aIjlaHUpOBaHay» JOCTYIIHbI JJIsl PEIaKTUPOBAHUSI.

8.2.5. PaGoTa HecKOIBbKUX MOJIB30BaTe el ¢ moapasaeioM «[IpodaemMbl u pemeHus»
(Problems & Solutions)

[Mompaznen «IIpobnembr u pemenus» (Problems & Solutions) moxer ObITH IOCTyIIEH
MOJIB30BATEIISIM, UMEIONUM anaMuHucTpatuBHble QyHKIUH B CYBJl m wMmeromwM moctynm K
paszzgeny.

[Ipu BxONE B mMOapa3aen CTaHyT JOCTYIHBI CO3JaHHbIE KOH(PHUTypaluu U peKOMEHIAIuu

JJI1 UCITPABJICHUSA.

PekoMeHmaru 11 MCTIpaBIEHUST OTOOPAXKAIOTCS JJISi BCEX IMOJIb30BATENIeH, MMEIOIINX
noctyn k pazgeny «lIpobmembr u pemenusi» (Problems & Solutions) u  mocTymHBI

(YHKIIMOHAJIbHBIE BOBMOKHOCTH TIO PEIIEHUI0 O0OHAPYKEHHBIX MPOOIIEM.

8.3. Iloapasnen «AHaau3 3anpocos» (Query analysis)

[oxpa3znen «AHamu3 3aIpOCOBY MPENOCTABIISIET OJIb30BATEIIIO C POJIBIO «AJIMHUHUCTPATOP

CYBJI»:

—  oToOpakeHMe BU3yaJIM3alluy IJIaHa 3anpoca cpeactsamu Pg-explain;

‘ Ne u3MeHeHUS: HOI{HI/ICB OTB. JIMIIA: ‘ I[aTa BHCCCHHA U3M:
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—  oroOpa’keHHE CHHUCKa IJIAHOB 3alpOCOB IO HECKOJIBKUM KpUTEpUsM OTOOpa H

MEPEXO0/] 10 CChUIKE W3 BHIOPAHHOTO TUTaHA 3allpoca Ha CTPAHMILYy aHaJIHM3a IUIaHa 3ampoca;
—  BO3MOXKHOCTh PYYHOI'O BBOJ IJIaHA 3aIpoca.

Hactpolika TpeOyeMbIX KOMIIOHEHTOB ONKMCAaHA B IOKyMEHTE «PyKOBOJICTBO MO HACTPOMKE.

Yacts 24. Tloanepxxka monutopunra CYB/] B yacTu aHanu3a 3ampocoBy.

@ [Tompaznen «Ananu3 3ampocoB» (Query analysis) He ToJAepKUBaeTCs ¢ Bepcuen

snpa «4» CYBJI «Jatobay»

8.3.1. Bkuaaka «3anpocs»

Brmanka «3ampockn» oToOpakaeT IIaHbl 3alPOCOB ¢ HEKOEH OOJBIION IITUTEIBHOCTHIO

BBIIIOJIHEHUSI.
OToOpakaroTcst OIS
e Host — IP-agpec xocra;
e HaumeHoBaHHE XOCTa — yCIIOBHOE HAMMEHOBAHUE XOCTA;
e Bcero — konm4ecTBO 0TOOpPAHHBIX IUIAHOB 3aIIPOCOB U3 JIOTa Pg-Mmonitor;

e [IlaGmoHOB — 3HAauUEHWE KOJWYECTBA MIAOJOHOB W CCHUIKA JUIS TIEPEX0Ja K CIHCKY

11aHoB 3anpocoB BeiOpanHoil CYB/;

e Timeline — rpaduueckoe npeacTaBICHUE PACIIPEIEICHUS 3aIIPOCOB IO BPEMEHH CYTOK.

[To yMouaHuto 0TOOPAKAIOTCS 3a1IPOCHl HA TEKYLIYIO J1aTy.

@/\atoba / Axanua 3anpocos 3anpocoi Merasanpocol BnoknposK Oumbrn CramnoTura HacTpofiiu & o
25 Monuropur 07.03.2024 [ x =3 it 3anpoca
..... — Tinaing
dln  Anasms pickos
10116101160 [R—p— -
- Knactepoi v
1011610259
@ AvauTuorETHOCTE v
10116131115 pa-monitor 117 113 u i
@ TIpoM3IBOUTENBHOCTE A

CHUMKH U OTYeTbI

MpoGnembi u peweua
172160139

Auanu3 sanpocos ocanost Crena 105, pg-expain (10.176:101.109)

AxTUBHOETS B[} pg-explain-db4unixtensorsu 5433 BHewHI MTTOHKH e

Pucynok 8.20 — Bun Bkinaaku «3anpock»
[Tpu Ha)kaTUM HA TUTIEPCCHUIKY KOJMYECTBA IMA0JIOHOB BKIIAJKA «3aMpOChh) MEPEeCTPOUTCS

¥ 0TOOPa3UT BKIAJIKY «IO IaOJI0HAM.

‘ Ne u3MeHeHUS: ‘ HO)_'[HI/ICI: OTB. JI4Ia: ‘ I[aTa BHCCCHHA U3M:
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Ha Britagke «1mo mabioHamy 0TOOpaKaroTCs OIS

11a0JI0H — TUTaH YHUKAJILHOTO 3arpoca 0e3 y4era HOBTOPOB €ro BBIIIOJHCHHUS,
METOI;

app — NPUIOKCHHUE, OTIIPABUBIIICE 3aIIPOC;

roJI-BO — BCETO MMOBTOPOB BBITIOJHEHHUS 3TOTO 3aIpoca;

sum, MC — CyMMapHOE€ BPEMsI BBIITOJHEHHS BCEX 3aIIPOCOB OJHOTO MIa0JI0Ha;
avg, MC — cpeJlHee BpeMsi BHIITOJTHEHHUS 3a1poca;

buf:mem — TpeOyemas onepaTuBHAs MAaMATh TS BHIIOJHCHHS 3a1poOCa;
buf:dsk — TpeGyemoe TucKOBOE MPOCTPAHCTBO ISl BHITIOJIHEHUS 3a1pOCa;

% — JOJIsl TUCKOBBIX PECYPCOB YIS BBITIOJTHEHHUS 3aIIPOCa;

last — MoCJICAHEC IO BPEMCHH BBIIIOJHCHHUC 3aIlpOoCa — CCBUIKAa I MEpCXoJia K

BHU3YyaAJIN3allUU IIJIaHa 3aI1poca,

CYTOK.

@/\atoba

du

Monuropusr

Anania prckos

KnacTepol v

AYIMT MOTHETHOCTD W

MpoussomuTenchocTs A

CHUMKN U OTYeTbI

TpoGnemsi u pewsesa

Ananus 3anpocos

AKTUBHOCTD B[]

TMoaknioveniA JDS

LDAP cutxpormaauna

Posn BA,

Yeepomnenns v

Timeline — rpaduyeckoe NpencTaBiICHUE PACHpPECSICHUS 3alpOCOB MO BPEMEHH

/ AHanuz 2anpocoe Sanpocnr Merasanpace! BnoxupoBKn Oumbkn CraTucThKa Hactpoitkn 2 ?‘?'":[‘rr .

aTop CYER
07.08.2024 =R = I sanpoca
1088.1.156 / Maarsl / Pesxim : e pueTp E]

o wabnoHam 6a3ui (onepat) Mo o6beKTam Basbi (DECYPCH) MO AMHAMHHECKHM OBbeKTaM (ONepalii) 1O AVHAMUYECKAM OBBEKTaM (DECYPCl) MO TPUITEPaM  MVKOBbIE LenouKkH

IO BpeMeNl U pecypeam

ustron neran sp ks wmwc s s bufen ks % last Tine1ine
B3 pgpenen 85526 639783328 0.6 oz H
= o il
SE5C39 popench 417457 17520'910.163 3667 5711 1a5'6d6 26.0 69138133 H
_ - il
B8NS pgenen 1w 8260479.562  nesn  miese 2 o6 e |H|
ssesszas 1113 132068 e e 3 0. eoesiso |
10862762 pg-me 2634 99'315.238 37708 o9:38:32 Hl
I
U
Fedisize 32 22430988 sum vee v sez emaa H
= il
assfaer 63 153486 a2 09136130 ‘h
BB s o vamae  aan e i
DOSEETES  pqome A 1385598 0.8m 0036122 “l
— L
azabdaze 2 92767 a5 e9:e9:08 |
ccazmEel o

30795 s.00s 5 5 s e |

Pucynok 8.21 — Bkiagka «1mo mabionam

Bnayaﬂnaaunﬂ IJIaHa 3amnmpoca

[Ipn knaMKe MO KOHKPETHOMY IIa0JOHY OTKPBIBAETCS CIMCOK 3alyCKOB 3arpoca I10

BpEMEHU.

Ne u3MeHeHUS: HO)_'[HI/ICI: OTB. JI4Ia: ‘ I[aTa BHCCCHHA U3M:




120
643.72410666.00067-07 98 01-07

/ AHannz 2anpocos Zanpocer Merasanpacs! BnokpoEKH Ouwnbikn Crarnernka Hacrpofiku & admin y
AamnnvcToaTop CYEL
n 07.03.2024 M\ x S¢ ®opmatuposarh 3anpoc [loSasuTb nnan sanpoca
A
A 10116131115 / Mzl / pexm: [ V] [— [x]
= M0 LAGACHAM | MOMOASNTM MO MPWICKSHARM N0 OBbeKTaM 6ashi(ONEpaW) Mo OBHEKTaM Ga3bi (DECYPCH) MO AMHGMHMECKAN OBLEKTZM (ONEPALH) O AVHAMUMECKIM OBBEKTaM (pEYpCh)  MOTPUITEPAM  MAKOBHELENONKM IO BPEMEHH W PECYPCaM
ustron neron wp komes  smme  avg s bufes bufidsk X lasc Tineltne
0 s . a2 sovcor.c — I
i}
32086436 pyomaniar-117.alatas 56 1317747 23425 esis2ise |I
i
Subauery scam on €
c Soterran 1 Gasurns 503

L nagregate

n

A = seq sean on po_index
= seg sean on prctass 1

A

42060828y 188 334557 s essae i

Pucynok 8.22 - Ciucok 3amyckoB 3arpoca o BpeMeHu!
[Tpu BBIOOPE KOHKPETHOTO 3arpoca U3 CIUCKA IUIAHOB 3alPOCOB M HAYKATHUIO 110 3HAYEHUIO

B 1oJie «lasty OTKPBIBAIOTCS BKJIAJIKH BU3YAIH3AIMH 3aIIPpOCa;

—  BKJajKa «explainy;

@ / Ananus sanpocos 3anpocs! Merasanpocst BroKupoaKy a igml’,‘mumu‘-,:ﬂ
4 07.03.2024 X [Tlo6aenTb nnaH 2anpoca
- 2024-03-07 085237517  e7909630-clod6-11ee-Bb7c-a5B085cdldad ©2.08 ms
-

explain (13 yanos) | AMarpaMMa  OTHOWEHUS nnaH (23 crpok) MOAGNL  OPWTMHaN (2.3KB) A pexomengauum (1) AnAownbka  cTatMcTiKa KOHTeKCT (1.6KB)
(1] E—"j # #0955 |#12 55 | & tilemap | € piechart
o < nodems veems ws RREF Q fsborery Scamont i S | 5o =i i h: Jin ] . << 5 - -k S 5= 5o o v
16.076 5709 390 ¥ wtorosue peaynsTsTu (14MB - rows-46709 X width-324)
¢ o 69304 226.676 26'789 e
o InitPlan 1 (returns $0)
| G | Loceten
zoosam > Aguresste
A
F 243 224 > Seq_ Scan on pg_namespace
o 35608 156.57 267709 o -
A WindowAgg
5 a7 13966 46709 [os] = o
n -
6 ({208 105,005 as'7e0 % -> Hash Right Join
S s se7n s > Subavery Scan on £.1
s SLm2 eles s @ o~
. GroupAggregate
&=
5 656 s nm -
! 18 3.155 23'773 % -> Seq Scan on pg_index
1 77E 8.6 4s7e o D
12 1233 46769 890 1.5% o -> Seq Scan on pg_class ¢l

Pucynok 8.23 — Busyanu3zamnus explain no y3mam
BusyanusupoBaHHBI TUTaH 3ampoca BO3MOXHO 3KkcroptupoBath B PDF-daiin uepes

MUKTOrpaMMy 0003HAYCHHYIO Ha PUCYHKe 8.24.

@/\atoba / AWanua 3anpocos 3anpocor Merasanpocsi BrokupoBKM OwmbKw Cratucrika Hacrpoitku o admin

52 MowmTopunr 07.03.2024 M x S¢ Popmaruposats zanpoc ) AoBasuTs nnan sanpoca

2024-03-07 08:41:02.291  428bacf0-di

Al Avanms puckos

explain 6 yamos) | avarpamna Mozens  opurunan (1.1K6) TabnuL  AMOWMEKW  CrATMCTAKR  KokTex
= Knacrepni v
= dha tilemap | @ p
e, ms T i [iinco ] e e Sean uaing queueisen stenstatuses pios on cusueicen ot
@ AvaurnorsEmHocTs v
o v Mukrorpamma
@ rpouseopuTenshocTs A 3Kkcnopra B
Chutmaicn u oTHeTEI b
® Sort
MIpoGnems! i pewsens
Nested Loop Left Join
o 7 100.0% = .
Avanws 3anpocos Tndex scen queusiten_itenstatusid_pidx on queveiten qi

AxrusroeTs B

Pucynok 8.24 — Ilukrorpamma sxcniopra B PDF

Ne u3MeHeHUS: ‘ HOI[HI/ICB OTB. JI4Ia: ‘ I[aTa BHCCCHHA U3M:
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— BKJIaJIKa «AuarpaMmar,,

@ / AHanuz 3anpocoe 3anpocor

Merasanpocet BroKupoBKM Ouwm6Kkn CrathcTuka HacTpo#iKu

07.03.2024 X

2024-03-07 08:52:37.517  €79d0630-ded6-11ee-8b7c-a58085cdfdad

xplain (13 ysos) | AMGIPEMME | OTHOWHMA  MMaM (33 ok MOASTs  OPHTAMGN (2.3E)

prr— fogregate

A peovergaym () a5 ownbin  cramcG

admin
AGMAKUCTDATOD CYBLL

GopmaTHposaTs 3anpoc LoGaewTs nnaw 2anpoca

© 4.6% s

KOHTEKCT (1.6(8)

- 8- 1 H
n /
Pucynok 8.25 — Buzyanuzaius Ha BKIIQJKE «IUarpaMmar
—  BKJIJIKA KOTHOILIECHU;
@ | Aranua 3anpocos 3anpocet Merasanpocel BROKApOBKK Ourmbru CratueTvka HacTpoiikn 2 jﬂmf[‘mmn; ven
07.03.2024 M, x

2024-03-07 08:52:37.517  €79d9630-dcd6-11ee-8b7c-a58085cdfdad

explain (13 ysios)  AWTDAMMa | OTHOWEHMR | NAaH (23 CrPOX)  MOASNa  OPWTMHan (2.36)

[ 1
(]

P 1 (s0)

pg_class cl

relpersistence

relnanespace

relkind

PopmaTHpopaTh 3anpoc Lot

A pekomeraawm (1) AMAOWMGKM  CTaTMCTVKA

aBMTb NNaH 3anpoca

@469

KOHTEKCT (1.646)

PucyHnok 8.26 — Buzyanusanus Ha BKJIaJIKE «OTHOIICHUS

— BKJIaJdKa «I1JIaH»,

v

# AWanna sanpocos 3anpoce! Merasanpocs! BNoKMpOBKM Ouwm6km CraTucTuka HacTpoiiki

07.03.2024 (=R

2024-03-07 08:52:37.517  €79d9630-dcd6-11ee-8b7c-a58085edfdad

explain (13 yaios)  AMGTpaMMa  OTHOWEHMA | TWaH (23 CTO) | MOAeNb  OPMIVHAn (2.36B)

Subquery Scan on t (cos
InitPlan 1 (returns §0)
-> Agoregate (cost=§,52..8,61 rows=] widt
- Seq Scan on pg_nanespace  (cost:
-> WindowAgy (cost=17475.07..18'419.95 rows=47244 width-213) (actusl time=125.458..156.574 rows=46709 Loops=1)
-» Sort (cost=1T475.07..17593.18 rows=4T244 width=145) (actual tine=125.444..130.965 rows=46769 Loops=1)
Sort Key: (COALESCE(t_1.tbl, cl.oid)), t_1.idx NULLS FIRST
Sort Method: external merge Disk: 4352k
-» Hash Right Join (cost=§821.98..10251,08 rows=47244 width-145) (actual tine=58,012..105.495 rows=46709 loops=1)
Hash Cond: (COALESCE(t_1.idx, t_1.tb1) = cl.oid)
> Subauery Scan on 1.1 (cost=2640,67..4237.75 rous=47242 width=12) (actusl time
> Grouphggregate (cost=2640,67..3765.33 rows=47242 width=72) (actual time=
Group Key: pg_index.indrelid, pg_index.indexrelid
Group Key: pg_index.indrelid
> Sort (cost=2640.67..2700,11 rows=23773 width=8) (sctusl tine=g,287..9.721 rows=23773 loops=1)
Sort Key: pg_index.indrelid, pg_index.indesrelid
Sort Method: quicksort Memory: 1883k8
> Seq Scan on pg_index (cost=0,00..912.73 rows=23773 width-8) (actusl time=g,013..3,153 rows=
- Hash (cost-2999.76..2990,76 rows=47244 width=T3) (actusl tine=20,163..20,165 rows=46709 Loops=1)
Buckets: 65535 Batches: 2 Memory Usage: 2913kB
+00..2.990.76 rows=47244 width-73) (actual tine=§,627..12,383 row
‘char™) MD (relnanespace <> "13342':z01d) AND (relkind = ANY (fr,t.m. i1

17483, 69. .21499.43 rows=47244 width=324) (actusl time=175,668..226,076 rows=46709 loops=1)

7.789...64.712 rows=47242 Loop:
7.767...61,043 rows=47242 loops=1)

1)

-> Seq Scan on pg_class cl (<o

)
char"[1)))

Filter: ((relpersistence «» 't
Rows Renoved by Filter: 890

o

admin
AaMuRMCTRETSP CYE]

aanpoc A

A pexomergaumn (1) AMAowmMbkM  cTamcTUKa

aanpoca

©4.638 15

KOHTEKCT (1.6K8)

]

Pucynok 8.27 — Buzyanuzanus Ha BKJIAJKE «ILJIaH

—  BKJIJIKa «MOJICNIbY;

Ne u3mMeHeHus:

‘ IToamuce OTB. JIHMIIA:

‘ JlaTa BHeCeHHS U3M:
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. o admin
@ / AHanna 3anpocos 3anpocst Merasanpochb BOKNPOBKM Ownbrn CratncTika HacTpoiiru & mcoatop GYE
n 07.03.2024 B x 5% ®opmaruposatb sanpoc () AloGaeuTb NniaH sanpoca
4 2024-03-07 08:52:37.517  e79d9630-dc46-112e-8b7c-a58085¢cdfdad © 4.694 ;s
{f}
- ©Xplain (13 ya108)  AMAIPAMMA  OTHOWSHAR  MA3H (13 CTpoK) | MOA@Tb | OPMIUMRA (2.3(8) A pexovessaum (1) AIAOWMGKA  CTATACTIMKE  KOHTEKCT (1.6KB)
-
=
Scan Subquery
InitPlan 1
o + process
- Scan Table pg_nanespace
->  Windowagg
[} - Join
-> Scan Subquery
> Process
¢ -> Scan Table pg_index
- Scan Table pa_class
n
. o admin
@ / AHanua 2anpoeoe 3anpocs! Meraaanpocst BNOKUPORKM OumGn Cratueruka HacrTpoiiku B
| H == 3anpoe i
- 07.03.2024 X = sanpoca
q 2024-03-07 08:52:37.517  £739d9630-dc46-1122-8b7¢-a58085¢cdfdad © 4.6% rs
{f}
<« explain (13 ysros)  AMAIPAMMA  OTHOWSHMR MMM (23 cTpox)  MOSN | OpHTAHAn (2.3(8) A peomersawm (1)  AIAOWLMBKM  CTATACTUKS  KOHTeKCT (1.6K8)
=
Subquery Scan on t (cost=17483.69..21499.43 rows=47244 width=324) (actual tine=125.668..226.676 rows=46709 loops=1) /e
InitPlan 1 (returns $6)
(1] -> Aggregate (cost=B.52..B.61 rows=1 width=32) {actual time=8.196..0.198 rows=1 loops=1)
-> 5eq Scan on pg_namespace (cost=B.86..7.34 rows=234 width=68) (actual time=0.021..0.043 rows=234 loops=1)
-> WindowAgy (cost=17475.67..18419.95 rows=47244 width=213) (actual time=125.458..156.574 rows=46709 loops=1)
[} -> Sort (Cost=17475.67..17593.18 rows=7244 width=145) (actual time=125.444..130.966 rows=46709 loops=1)
Sort Key: (COALESCE(t 1.tbl, cl.oid)), t_1.idx NULLS FIRST
¢ Sort Method: external merge Disk: 4352kB

-» Hash Right Join (cost-6821.98.
Hash Cond: (COALESCECt_1.idx
n > Subauery Scan on t 1 (Cost-2640.67..4237.75 rows=47242 width=72) (actual time=37.769..64.712
-~ Grouphggregate (cost=2649.67..3765.33 rous=47242 width=72) (actusl time=37.787..61.043 rous=
Group Key: po_index.indrelid, pg_index.indexrelid
" Group Key: pg_index.indrelid
> Sort (cost=2649.67..2709.11 rows=23773 width-8) (actual tine-8.267..9.721 rows=23773 Loops=1)
Sort Key: pg_index.indrelid, pa_index.indexrelid
A Sort Method: quicksort Memary: 1883k6
> Seq Scan on pg_index (cost-0.00..912.73 rous=23773 width-8) (actual tir
> Hash (coSt=7990.76..2990.76 rows=47244 width=73) (actual tine=20.163..20.165 rows=46709 lo
n Buckets: 65536 Batches: 2 Memory Usage: 2913k8
- Seq Scan on pg_class <l (cost: 90.76 rows=47244 width=T3) (actual tine=0.027..12.383 rows=46709 Lo
‘char") AND (relnanespace <> '13342'::0id) AND (relkind = ANY (*{r,t,m,i}

16251.08 rows=47244 width=145) (actual tine=58.012..105.495 rows=46709 loops=1)
1.tb1) = cl.oid)y

7242 Loops=1)
7242 Loops=1)

3,155 rous=23773 lops=1)

Filter: ((relpersistence <
Rows Removed by Filter: 890

Pucynok 8.29 — Buzyanu3zanus Ha BKJIaJIKE «OPUTHHAIDY
8.3.2. Bkaaaka «Mera3zanpocbi»
Bxmagka «Mera3ampocel» 0TOOpaXkaeT IUIaHBI 3alpOCOB, MMEIOIIUE XOTsA Obl OAHY U3

0coOeHHOCTEH:
—  Ooupmoii 00BEM BO3BpAIIaeMOil BEIOOPKH;
—  0O0JIBIIOE KOJMYECTBO UCIIONIB3YEMBIX B 3aIPOCE MTAPaMETPOB;
—  0opIION pazMmep 3ampoca;

—  OoubIasi JNIMTEIHHOCTD MEepeaadn pe3yIbTaToB 3alpoca OT cepBepa.

Ne u3MeHeHUS: HOZ[HI/ICB OTB. JI4Ia: ‘ I[aTa BHCCCHHA U3M:
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J . o admin
3anpocbl Mera3zanpocb! BNoOKUPOBKM
@atoba / Ananns sanpocos ; P P P & Anmwsnctpatop CYB[L
Qi Awanuz puckon 07.032024 B X [Nlo6apuTs nnaH 2anpoca
set ait Timel
& Knacteps! v resut paams  queny  di meline
10.116.131.115 Ppg-monitor-117 56 54 ||||
@ AymuorseTHocTs v
10.116.131.117 pg-monitor-117
@ TpoM3BOAMTENBHOCTE A
10.88.1.156 pg-monitor-117 EEll
CHMKW 1 OTHETbI
localhost Crena JDS, pg-explain (10.116.101.109)

Tpo6nembi u peuseHia
po-explain-dbaunixtensorru: 5433 BHELHAA UCTOHHUK AGHHbIX

AHaNKz 3aNpocoB ‘

Pucynok 8.30 — Bua Bxiagku «Merazanpocsn»

[Tpu BBIOOpE BKIAAKK OTOOpaxaeTcs crnucok noaxmtoueHHbXx CYB/] u cnemyromniue mos:
—  «Host» — IP-aapec xocra;
—  «HaumeHoBaHMe X0CTa» — yCIOBHOE HAUMEHOBAHUE XOCTA;

—  «Resultset» — konu4ecTBO 10 NMPU3HAKY 00IBIIOIO 00bEMa BO3BpaIlaeMON BEIOOPKHU

— CCBUIKA K CIHCKY IJIAHOB 3aIIPOCOB, OT(OUIBLTPOBAHHBIX 110 BEIOpAaHHOMY TTapaMeTpy;

—  «Params» — Koau4ecTBO, OOJIBIIOE YUCIIO UCIOJIb3YEMbIX TapaMETPOB B 3aMPOCE —

CCBLIKA;
—  «Query» — KOTUYECTBO, OONBIION pa3Mep TEKCTA 3aIPOCa — CChLIKA;

—  «Difty — xonmuvecTBo, OOJNbIIAs UIUTEILHOCTh TIEPEIAYl PE3yJIbTATOB 3ampoca OT

cepBepa — CChUIKA;
—  «Timeline» — rpadux BpeMeHH, KOT/1a BHIOIHSINCH 3aIPOCHI.

[lpu maxarum Ha rtunepcchuiku «Resultsety wmmm «Diffy Brmagka «Merazampockny

MEPECTPOUTCS] U OTOOPA3UT BKIAJKY «I10 TIPHIIOKEHUIM).

@jatoba / AHanna sanpocos 3anpocet Merazanpocel BAIoKMPOBKM Ouwmbrn Crarnctnra Hactpoiiin 2 g‘?f,"y'[‘vn,“ -
B2 Mounropmir 070320 [ X = sanpoca
dly  Avanws pickos 10.116131.115 / undefined e GunsTo E
= nacrepni - nonpuioXewsaM | noepemend  heatmap I||
weraa xonsa  duration  exectine et - Zast Tineline
@ AvmumuoritocTs v pe-monitor-117.tolstat 52 237364539 12/206.109 11°158.438 6 essem II
h
psal 2 28350 .03 26,897 o'msd  eessewr

@ npowssoguTensiocTs A

CHUMKM U OT4eTBI

MpoBnembi u pewenun

Pucynok 8.31 — Bkiagka «11o npuiioKeHusIM»

Bxiagka «1mo mpuiioskeHUsIM» 0TOOpa)xaeT MmoJs:

— <(HpI/IJIO)KCHI/IC>> — HPUIOKCHUC OTIIPABUBIICEC 3aAITPOC,

Ne u3MeHeHUS: ‘ HOZ[HI/ICI: OTB. JI4Ia: ‘ I[aTa BHCCCHHA U3M:
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— «Merom» — MeToJA, HUCHOJB3YyEMbIM B IUIAHE JUIS BBINOJHEHUS ONPEACICHHOM

OIepaIlny;
—  «Ko:1-B0» — YHCIIO BBIMOJIHEHUS 3aIIPOCOB;

—  «Duration» — cymmapHOe BpeMs BBIIOJIHEHHUS 3allPOCOB C yYETOM IEpeladyd HX

PE3YJIBTATOB OT cepBepa — (haKTHUECKOE BPEMS;
—  «Exectime» — cymMmmapHOe BpeMsl BBITIOJTHEHHS 3aIIPOCOB — 0XKHIAEMOE BPEMS;

—  «Difthy — pa3HocTh cymMMapHBIX (PaKTHIECKOTO U 0’KUAAEMOT0 BPEMEHH - CyMMapHOE

BpeMs Ilepeiaum pe3ysbTaTa 3a1poca;

—  «t%» — OTHOUIEHME BpPEMEHU INepeladyd pe3ysbTara 3ampoca K BpPEMEHU

BBINIOJIHEHUS 3aIIpOCa, B MIPOLIEHTAX;
—  «Last» — Bpems nocneaHero BhIOIHEHUS 3a1pOca;

—  «Timeline» — rpaduk BpeMeHu, KOT/1a BBIMOIHIUCH 3aIPOCHI.

HaxaTue 1o 3Ha4ueHHIO BPCMCHHU B I10JIC «Lasty» OTKPOCT BU3YAIM3AINIO ITJIaHa 3aI1pocCa.

@jatoba / AHanua 3anpocos anpocet Merasanpachi Bnoxuposkh OumbKn CraTHeTHKa HacTpoiikn 2 ?qr-"['wa—w«q
83 Monuropnr 07032024 (9 X = A sanpoca
dli  Ananus puckos
ali P Tinestsnp: 2026-93.97 08:52:37.517+03 w: e7ad3630-dcte 1166 Sb7C. assagSCafdas 106 guery. ;.0 X
ey . prosile
ost: 6131, soplication: 1serv [21558] : pg-monitor 17,
= Knactepor - H 16.116.131.115 1ic: n: 1serv [21858] : pg-monitor-117.tblstat .
patabase:  react user: postgres
@ AvauruorETHCTE v
o 29355 wxto:
@  TpOMIBOUTENBHOCTE A

o6 1 WITH nspds As (

Lk
CHUMKIA U OTYETbI SELECT

Jsonb_object(array_agg(oid): :text[], array_sgg(nspname)::text[1) nsp
FROM

MpoBrnembi u pewesia pg_nanespace

Ananua sanpocos

s )
seLecT
(TABLE nspjs) ->> relnamespace: itext schemaname

Pucynok 8.32 — Busyanu3zanus 1aHa 3anpoca
B Ttene BhIBoIa BHM3yanu3aluy IJIaHa 3ampoca MPHUCYTCTBYET THMIIEPCCBHUIKA IEPEUTH K
aHann3y». HaxaB Ha KOTOpYI0, BKJIQJKa MEPECTPOUTCS U OTPA3UT BKIIAJKU BU3yaIHU3alUM, KaK

OBLTO ONMCAHO BBIIIE:
—  BKJAJKa «explainy;
—  BKJAJKa «Iuarpammar;
—  BKJIQJIKa KOTHOIICHHS;

— BKJIaJKa «I1JIaH»,

Ne u3MeHeHUS: HO)_'[HI/ICI: OTB. JI4Ia: ‘ I[aTa BHCCCHHA U3M:



https://10.116.101.109:8444/archive/explain/e79d9630-dc46-11ee-8b7c-a58085cdfda4:0:2024-03-07#explain
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—  BKJIQJIKa «MOJICNIbY;

— BKJIaJIKa «OpUTHHAID.

\ . o admin
@atoba / AHanu3 3anpocos 3anpocel Merazanpocs! BNOKMPORKM & nuepanep CYEL
Al Aanuz puckos 07.03.2024 B X NoGaguTs NnaH 3anpoca

2024-03-07 08:52:37.517  €79d9630-dcd6-11ee-8b7c-a568085cdfdad @ 2,491 m5

- o
& Knactepb! .
explain (13 ysnos) [marpamma OTHOWEHHA nAaH (23 cTpox) Mogens OpMriHan (2.3k8) A pexomerpaumm (1) Ans oWMBKN cratucTiaka KOHTEKCT (1.6KB)

# #0955 | #12 55 | ¢k tilemap | & piechart

@ AvmurworsétHoes v [o; I

= nodems e ms s AGE Q [ssboverrscenont et S | R 1< ¢t Join | s} et se |ischmi] scq scan on |
MNpoNzBOAUTENLHOCTE A
226.076 46783 898 ¥ wTorosue pe3ynbTaTe (14MB = rows=46709 x width=324)
CHUMKY U OTHeThI o 69.304 25.675 45'703

Mpo6nemb! u pewerisa

AHanu2 32npocos s e 224

4 25.608 155.574 25709
AKTMBHOCTb B/l

s 25471 130,565 46709 [os]

Mopknioyenna JDS - _
5 20.618 105.495 45709 > Hach Right Join

Pucynok 8.33 — Bkiaaku BU3yalin3anuu 3amnpoca.
8.3.3. Bkaaaka «BJI0OKHPOBKN»
Bxnagka «brokupoBkm» 0TOOpakaeT IUIaHBl 3alpoCcoOB, B pe3yiabTaTe KOTOPBIX

noTpedOBAIOCH OJIOKUPOBATH PECYpPChI NaHHBIX. OTOOpaKAIOTCS TOJIS:
e «Host» — [P-agpec xocTa;
e «HammeHnoBanue xocTa» — yCJIOBHOE HAMMEHOBAHUE XOCTa;
e «deadlock» — B3anmHBIE OJIOKUPOBKH PECYPCOB, TPEOYEMBIX /IS IBYX 3aIIPOCOB;

o «lock» — oObpyHas OMOKMPOBKAa PECypcOB MaHHBIX TpeOyemas Ui BBITOJHEHUS

KOHKPCTHOT'O 3aI1poca,

o «Timeline» — rpaduueckoe MpeacTaBICHUE PACIPEIEICHHS 3alPOCOB 10 BPEMEHHU

CYTOK.

@'atoba / Awanuaz 3anpocon 3anpocst Meraaanpocs! BROKUPOBKU OuwmsKA Cramuctuka HacTpoiiku 2 ?‘Tt‘mnmc,‘(q
B2 Monnropmar vz (Y X = A sanpoca
dedocklock Timaine
dln Ananus puckos
10116101168 BHELUHV WETOUHUK AaRHbIX
= Knactepoi ~
1011610259
@ AvmuTuorETHOCTE v
10116131115 pg-monitor-117
@  TpOM3BOUTENBHOCTE A
10116131117 pg-monitor-117
CHUMKH U OTHETBI
IpoBneMbi 1 pewenus
172160139
Aranus sanpocos ‘ localhost Crena IDS, pg-explain (10.116.101.108)

Pucynok 8.34 — Bun Bkinaaku «bioKupoBKI»
Haxatue mo 3HaueHuto B mojie «lock» OTKphIBaeT arpermpoBaHHBIN CIIMCOK 3alPOCOB HA

BKJIQJIKE «I10 TUTIAM», CTPYIIITUPOBAHHBIN 1O THIIAM OJIOKUPOBOK, 110 TMPUIOKESHUSAM, IO BPEMEHH.

Ne u3MeHeHUS: ‘ HOZ[HI/ICI: OTB. JI4Ia: I[aTa BHCCCHHA U3M:
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OToOpakaroTcst mOJs:
e «mode» — T GIIOKUPOBKU Pecypca;
e «type» — 00macTh AeHCTBUS OJIOKHPOBKHY;

L4 (IIPUIIOKCHHUC» — TIpU KIMKEC pPa3sBOpavuBaACTCA CIHUCOK, TA€ OOIOJHUTCIBHO

orobpaxaercst PID u npunoxxenue;

«0OBEKT OJIOKHPOBKMY» — OOBEKT OJIIOKUPOBKH;

®  «Sum, MC» — CyMMapHO€ BpPeMsI BHIITOTHEHHSI 3aIIPOCOB;

®  «KOJI-BO» — KOJIMUYECTBO 3alIPOCOB B arperupOBaHHON CTPOKE TPYIIIIBI;
e «last» — Bpems Hayasa BBIITOJIHEHUS TIOCIIETHETO 3apoca — CChLIKA;

o «Timeline» — rpaduueckoe NpeACTaBICHUE pPACHPEACICHHs 3alpoCcOB IO BPEMEHU

@'atoba / Awanuaz 3anpocop 3anpocst Merasanpoce! BROKUPOBKH OwmbKY CramHeTuka HacTpoiiki 8 #dmin
AgunsucTpaTop CYBD
B2 Mouutopunr 07.03.2024 B x = aanpoc A anpoca
dli  Ananua puckos 10.88.1.156 / lock-wait e GusTD — E]
g — . NOTMMAM | MO MPWNOKEHMEM 1O BPEMEHM
e trpe fen— PR — amowc Morse  last TineLine

@ AmuruorETHOCTE v
e o @ o I

Mpou3BoAUTeNbHOCTE A
@ Npousson beclustee  tuple ssvencn PULLC gtench branches SIS 642 oorer Il

Ananua sanpocos

Pucynok 8.35 — Bxiaaka «1o Tunam»
KnukayB 10 3HaueHuio B mose «lasty moik30BaTens JOHKEH YBUJIETh CTPAHUILY aHAIIA3A
IJJaHA BBIMOJHEHUS 3alpoca, BBIMOJHSIBLIETOCS MOCIEAHUM, TI€ MOXKHO HAWTH JaHHBIE IO

OJIOKHPOBKE.

Hanee, BbIOpaB cchulky «llepeiiT k aHamm3y», MOKHO HEpeHTH K OJOKY BH3yalH3alud

IJ1aHa 3arpoca, psa0oM ¢ KOTOPBIM pacCIIOJIOKCHA CChUIKA.

Ne u3MeHeHUS: HO)_'[HI/ICI: OTB. JI4Ia: ‘ I[aTa BHCCCHHA U3M:
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S . s o admin
anpoce! Merasanpock! BOKMpOBKM
Q}toba ! Avania aanpocon : » d P 2 erssroncyen
dli  Awannz puckos 07.03.2024 B X [lo6aBuTb Nnax 3anpoca
-
nacTepbl v
= P Timestanp: 2024-03-07 09:36:33.133+03 wr: 16864937 -dcdd-11ee-bdda-353ccadal 126 COOBUEHAE Jock
ONERATOR  query. ;. raw
Host 16.85.1.156 Application: pgbench
@ AvutuorwTHOCT v query. ;.pa
tobase:  testdd User: — COOUEHME query. ;. raw
~ query. ;. profile
@ NpowasonuTensHocts PID: 295120 VXID: 16714953
coomuErE
Client — 1D — COOBUEHME query ; raw
CHUMKM U OTUETEI SUEHE uery.
auery. ;. parsed
COORIEHAE query ;. Faw
Npo6nembi i pelenus
auery ; parsed
Axanua sanpocoe COOBUEHME 1 npouecc 298120 nonywwn & pexame Sharelock GnoknpoBky "Tpanzaxuns 784391" vepes 157.239 mc
KOHTEKCT 2 2024-83-0F 09:36:33.183 MSK [298120:10/14953] [testdb] () pgbench KOHTEKCT:
AKTUBHOCTS BJ]
P 3 UPDATE pgbench_branches SET bbalance = bbalance + -4683 WHERE bid = 2;
Noaknkodenis JDS 4 UPDATE
,  psbench_branches &
sET
LDAP CHHXpOHM3aLIA bbalance = bbalance + -4683
7 WHERE
bid = 2;
&= PonuBA
coosugmte 18 UPDATE pepench_branches SET bbalance = bbalance + -4693 WHERE bid = 23
A Veenomnennn v
11_UPDATE

Pucynok 8.36 — BbiBo aHaM3a 1iaHa 3amnpoca
Ha nanHoli cTpaHuile aHajau3a IUIAHOB 3alPOCOB, BXOJSIIUX B 11a0JOH, MOKHO YBHUJIETh

uHpOpMAaIHIO O OJIOKHPOBKE.

8.3.4. Bkiaagka «Omuoxu»
Bo Bknaake «OmmOku» orpaxarorcs omnOku Ha ueneBbix CYB/] coprupoBaHHBIE 1O

JaTam:
e 1o xoctam (cMm. 1. 8.3.4.2);
e 1o omubOkam (cM. 1. 8.3.4.2);
0TOOpaXkaeMbIX B OJJTHOMMEHHBIX CChUIKAX (BKJIAOKaX).

8.3.4.1 Bkiaaka «1mo xocram»

Bxianka oToOpakaeT KOJIMYECTBO OMUOOK, C IEJIEHUEM 110 KpUTUYHOCTH, Ha BCEX XOCTaXx.
Bo Bri1ajike «1o xoctam» 0TOOpa)xaroTcsl CTOJIOBI:

e Host - HaumenoBanue xocta CYB/I;

e Fatal - BbICOKast KpHTUUHOCTH OLIMOKH BBIITOJIHEHMS 3aIIPOCa;

e Error - 00bIlYHasi KPUTUYHOCTDH OIIMOKH BBIIIOJIHEHHUS 3a1pOCa;

e Warning - npeaynpexxaeHue o mpoOieMe BBIIOIHEHUS 3alpoca;

e Timeline - rpadguueckoe mpeacTaBieHne pacupeaesieHus 3aIPOCOB M0 BPEMEHHU CYTOK

Haxate Ha KOJIMYECTBO OIIMOOK B CTPOKEC XOCTa BBIZOBCT NCPEXOJ CTpaHUIy CIIMCKa

KJIACCOB OIIMOOK Il BRIOPAHHOTO XOCTA.

Ne u3MeHeHUS: ‘ HO)_'[HI/ICI: OTB. JI4Ia: ‘ I[aTa BHCCCHHA U3M:
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\ i o admin
Qjatoba / Awanus sanpocos 3anpocs! Merazanpock! BnokupoBku Owmekn HacTpoiku & rerparon OYEL
BS  MonuTopunr 05.06.2024 (3 X £¢ oopmatuposats 2anpoc [Fl06aBnTL NNaH 3anpoca

4 NOXOCTaM | 1O OWMGKaM
Qi Ananuz puckos

FATAL ERROR  WARNING Tmeline
& Knactepol v
10116101160 BHELLIMIA UCTOUHINK AaHHLIX
@ AvmnotsETHoeTE v
1011610259
@ NponseopuTensHocTs A 10.116.131.115, pg-monitor-117 16
CHUMKH 1 OTueTbI 10416431117 pg-monitor-117
Mpo6nembl H peweHs 1088.1.156 pg-monitor-117
localhost Crewn JDS, pg-explain (10.116.101.109)

AHanua anpocon

Pucynok 8.37 — Bknajika «1mo xoctamy»

CTpaHnua CIHCKA KJIACCOB OIIMOOK AJIA BLIﬁpaHHOl"O X0CTa

Crpanuna otoOpakaeT CMCOK HAMMEHOBAHUI KJIaCCOB OLIMOOK BBIIIOJHEHUS 3alPOCOB C
OTOOpaXEHUEM YHCIIa IPUIIOKEHUM, IJIe BCTPEUYAIOTCA OLIMOKHU, KOJUYECTBA CIYyYaeB KaxKIOIrO

KJ1acca OLIMOOK M pacipeielIeHMEM 110 BpEMEHU 32 BEIOPAHHBIE CYTKU.
Ha cTpanuue otoOpakarorcs cTosObl, onucaHHble B Tadnuue §.4.

Tabmuna 8.4 — Cton01bl CTpaHULBI CIIMCKA KIACCOB OMIMOOK JJIs BBIOPaHHOTO XOCTa

Ioas Onucanue

Kracc ommbky | HamMeHOBaHUE Ki1acca OMIMOOK, 3apETHCTPUPOBAHHBIX HA KOHKPETHOM
XOCTE

MeTtoasl HAaNMEHOBAHUS NPWIOKEHUN U METOJIOB BBI3BIBABIIIMX 3aIIPOCHI C

ommnbOkamu (eciu 6osiee 1 MpUIOKEHUS, TO CIMCOK HANMEHOBAHUN
IIPUJIOKEHUH CKPBITHI B CBEPHYTYIO CTPOKY)

app/arg KOJIMYECTBO MPIIIOKCHHIMA

Kos-Bo KOJIMYECTBO CJIy4aeB OIMMOOK KOHKPETHOT'O Kj1acca

last MOCJIC/IHEE BPEeMs BBITIOJHEHHUS 3aI1poca

Timeline rpaduvecKoe MpeACTaBICHHE PACIIPEICIICHUS 3aPOCOB 110 BPEMEHH CYTOK
@}toba | Awanus sanpocos sanpoc Merazanpoc E— oumbin Hacpoin & e
B2 Monmropusr 05.06.2024 B X ¢ opuatupoaath aanpoc Jl06aBHTs nna 3anpoca
Qi Awanwa puckos 10.116.131.115 / ERROR [ E]
O smuorimccr v | R ————_— psat 15 s ) |

@ NpouzEOmMTENBHOCTE A~

oTHoueNke "pe_Stat_activit® ke cyecrayer vt s |

CHUMKW M OTHETbI
MpoBembi M pewerus

Ananma 3anpocos ‘

Pucynok 8.38 - Ctpanuna crrcka KiIaccoB OMMOOK s BRIOPaHHOTO XOCTa
BriOpaB kmacc ommOKM M HaXaB Ha €€ CTPOKY pa3BEpPHETCS CHHCOK OMIMOOK,

pasrpaHUYCHHBIX 110 BPEMEHH.

Ne u3MeHeHUS: ‘ HO)_'[HI/ICI: OTB. JIMIIA: ‘ I[aTa BHCCCHHA U3M: ‘
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CTpaHI/lHa OImMHUCaHMs 3a1poca, BbINMOJHEHHOI'0 € OIIHOKOM

BriOpaB Bpemsi BBIIOJIHEHHE 3ampoca, OTKphiBaeTcs CTpaHHWIIA OMUCAHHSA 3ampoca,

BBIITOJIHCHHOTI'O C OMH6KOﬁ, KOTOpas COACPIKUT CTPOKY KPATKOTI'O OIMMCAHHA OH_II/I6KI/I, C YKa3aHneM

KPUTHYHOCTHU OITUOKH.

:Jatoba / AWanum3 3anpocos 3anpacsb! Merazanpocs Enoknposku OwmbKn Hacrpoiku & admin o
AZMUAACTDaTOD CYELL
B2 Monuropusr 05.06.2024 B X 5% @opmatuposats 2anpoc Il06aBuTs nna 3anpoca
Ay Ananws puckos oweka  oweka q
Tinestanp: 2024-06-5 15:11:24.12403 wio: ba362676-2334- 11eF-aa1s-a17e3ce3bd3 d
OrepaTOP query. : raw
Host: 12.116.131.115 tion: psal
& Knacteps v L auery.;.parssd
Dotabase:  postgres User: postgres oWk owEKa
" OnepaTOR query. ;_raw
v
@ AvawrnotuéTHocTs . 1100 . .
avery. ; parsed
Clfent:  102.168.204.13:32768 0
@ MpoMssoanTENbHOCTL A
ounska 1 ounta curraxcuca (mpumeproe monoxekne: “raise)
CHAMKN W OTHeTbI
ongrarop @ raise log ¥ ‘message’s 2
Mpo6nembl u pewseHun . Error parsing: syntsx error at o near "raise" @
— 4 oukba cunraxcuca (mpumepros nonoxewwe: "raise)
Ananma 3anpocos
ongeaTop 5 raise log "K' ‘message’s n
AKTHEHOCTH B 2024-96-85 15:11:24.461 HSK [7100] (posteres postgres) {192.168.264.13 psql}ONEPATOP: raise log %' 'message’s
& Error parsing: syntax errar at or near "raise” P
MoaknioueHiA JDS

Pucynok 8.39 - Ctpanuna onvcaHus 3ampoca, BHIIOJIHEHHOTO C OITHOKOM

[TostHOE onMCcaHue OMMOKH ITOKA3bIBACTCS MPU HAXKATHH HA €€ CTPOKY.

@a[oba / Ananws 3anpocos 3anpoce! Meraganpocs! ENOKMPOBKA Oumkm HacTpoiikn o admin

= AgmnncTparop CYS[,

BS  MonuTopunr 05.06.2024 X ¢ oopmatuporars 2anpoc [lo6aenTL NnaH 3anpoca

i Awanuz puckor

Tinestanp: 2024-08-05 13:11:24.12+03 w: ba368G70-2334- 1161 aala- HLa7eceTua owss  owes d

OMEPATOP query : raw

10.116.131.115 tion: psal
= Knacteps v psa auery ; parsed
Database:  postgres posteres OWGKA  QUFEKS
& onERATOR query. ;. raw
v
@ Avour moruérrocTs - 160 s .
auery_; parsed
Client:  192.168.244.13:32768 s
@ Tpou3BOAMTENBHOGTE A
oumska L ounbxa cunraxcnca (mpumeproe noncachue: *raise”)

CHUMKMU 1 OTUEThI
2024-06-85 15:11:24.120 MSK [7100] (postgres postgres) {192.168.244.13 psql}OWMBKA: ouwbKka CHHTakcuca (MpimMepHoe monoxerwe: "raise”) at character 1

Mpo6nembi u pewerua Ountia & setone psal

SRRoR: ot cunTaxcncs (npurepos noncaesne: "raise®)
AHanua 3anpocos &1: 10/ postares
-
AKTUBHOCTS Bl Https://10.116.161.109: 2622.06-05

https://10.116. 01

flor &1 & hteps://cloud. sbis.ru/clovd.ntnl ;additionalc]

Moakmoyerna JDS

1¢1] ter-eyL QNIGCXICSAYDYTACERYE10 1 TyHDIL TA2LTALIDELD] Eu0] TELJEYHCIST tCUBLEF@ILRENCLOL 3 TEMIQUAT

Juc3FsTinie)
TRgtCraLHRgNCNOLbGt dezeL JatSTeHzEsHCuzcte=

LDAP CHHXpOHMaaLnA onepatop @ raise log 'X' 'message’s }
3 Err ymtax error

&= Porub] @

ouMBKA & oumbxa uca (npumeproe n.
A veeaomnenua - onepATOP 5 raise log '¥' 'message’s )
2024-06-85 15:11:24.461 Sk [7100] (postgres postgres) {192.168.244.13 psqlIONEPATOP: raise log '%' ‘message’;

s Error parsing: syntsx error at i o

< CrepHyTh Menio

@ Hactpoiikn i )

Pucynok 8.40 — I[TomHOE onucanue ommoKu

[Tukrorpamma «CKOmUpOBaTh» KOMUPYET B Oydep oOMeHa MOTHOE ONMUCAHUE OIINOKH.

8.3.4.2 Bkiaaka «1mo ommoxkam»

Bruranmka oToOpakaeT KOJIMYECTBO OMIMOO0K, O€3 IEICHMsI 10 KPUTHYHOCTH, Ha BCEX XOCTaX.

‘ Ne u3MeHeHUS: ‘ HOZ[HI/ICB OTB. JI4Ia: ‘ I[aTa BHCCCHHA U3M:
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Bo Britagke «1mo ommbkamy» 0TOOpaKaroTCs CTOJIOBI:

OmnoOKa - HAaNMEHOBAHHUE KJIacca OIINOKH;

KonmdecTBo - KOIM4YecTBO OMMOOK KOHKPETHOTO Ki1acca;

hosts - 4nCII0 XOCTOB, TJIE 3aPETUCTPUPOBAHBI OIITUOKHU JAHHOTO KJIacca;
last - Bpemst mocIIeTHETO BHIMTOTHEHUS 3aIIpoca C OMTMOKON TAHHOTO Kilacca,

Timeline - rpadudeckoe npeacTaBICHUE PACIIPEIEICHHUS 3alIPOCOB IO BPEMEHHU CYTOK.

/ AWanus sanpocos 3anpock! Merazanpoc! BNIOKMPOBKH o admin

= AnuusncTpatop CYE,

OuwmsKku HacTpoiikn

a

05.06.2024 X E¢ ®opmatuporats 2anpoc Jlo6aeuTh NnaH 3anpoca

o xocTam no owmBKam

Ouusxa

xonsecEo  hests last

v

OUIMBKa CHHTAKCUCA (MPUMEPHOE MOMOXEHNE: *....") 15

111124
v

OTHOWeHMe *..." He CylecTEYeT 1 1 1s1153

®
[ ]
[ ]
[ ]
[ ]
\
Jatoba
B3 MonuTopunr
dli Ananuz puckos
& Knactepsl
@ AynvrmotugtHocTs
@ NpouzeomMTENbHOCTE A

Pucynok 8.41 - Briragka «1o ommOkam»

BriOpaB u pa3BepHYB CTPOKY BBIOPaHHOTO KJlacca OMIMOKH, OTOOPA3UTCS CIHCOK XOCTOB,

rAC BBITIOJIHAJIUCH 3aIIPOCHI C OIIMOKaMH BBI6paHHOFO Kjacca.

B cirydae mocnemyromiero BpI60pa XocTa U3 pa3BepHYTOTO CIUCKA, KOMIOHEHT BBITIOJTHHUT

nepexo] Ha cTpanuiy "CTpaHHIIa CIIMCKa KJIACCOB OIMMOOK JUTsl BRIOPAHHOTO X0CTa'", OMHCAaHHYIO

paHee.

B cjry4dac BBI60pa BPCMCHHU MMOCJICAHETO BBIITOJIHCHUA 3aIIPpOCa, CUCTEMA BBITIOJIHUT IIEPCXO

Ha cTpanuly "CTpaHHIIa OMMCAHMS 3aIIPOCa, BHIMOJIHEHHOIO ¢ OIIMOKOM", OMMCaHHYIO paHee.

@}toba

dut

MOHUTOPUHT

AHanu2 puckoa

Knacteps!

AYRMT M OTYETHOCTL

/ AWanus 3anpocoB 3anpocs! admin

AamusncTpaTop CY5 1|

Merazanpocst BNOKWMPORKM owmbkn HacTpoiiku S

05.06.2024 & X

S¢ ®opMaTHpoBaTh 3anpoc [o6aenT NnaH 3anpoca

o xocTam no owrGKam

Ouuéka

omaece  hosts last

v

QuGKa GAHTAKCHGa (MPHMEpHOE MOMOXEHHE: *...")

15 1114

v
10116131115

15 15:11:24

MpoMaROpUTENEHOCT A

CHUMKM 1 OTUEThI

Mpo6nemb1 u pewerma

Ananua sanpocos

OTHOLLEHHE "...." He cyulecTEyET 1 115183

Pucynok 8.42 — Cnucok XO0CTOB Ha KOTOPBIX MPOSIBUIIACH OIITHOKA

Ne u3mMeHeHus:

HOI{HI/ICB OTB. JIMIIA: ‘ I[aTa BHCCCHHA U3M:
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8.3.5. Bkiaaaka «CtaTucTHKa»
Bo Bkiagke otoOpaxkaeTcsl cTaTUCTHYECKAs U aHAIWTHYecKas mHpopManus 00 00beKTe
MOHHUTOpPHUHIa Ha ocHOBe XypHana ayautra CYBJI. [{nsa yero Bo Bkianke «Hactpoiiku» (cm. 1.

8.3.6) ycTaHaBIMBAIOTCS ONOJHUTENbHBIE TapaMeTpsl KypHaia ayaura CYB/I.
YcraHoBIeHHAs aTa KaJeHaaps 0TOOpaxaeT CTaTHCTUIECKYI0 HH(POPMAIIHIO 110 TOJISIM:
e Relations - CHENIIIOTBI COCTOSIHUS TAOJIHNII;
e RU/SA - cratucTrka uCoiab30BaHUs PECYPCOB;
e Stats - CHEIIIIOTHI CTATUCTHUKU I10 TaO0IULIAM;
e Analyze - coObITHS TPUMEHEHUSI KOMAH/IBI;
e Vacuum - coObITUS TPUMEHEHHSI KOMAH/IbI;
e Checkpoint - cOOBITHSI TPUMEHEHUST KOMAH/IBL;
e Timelime — nuHUSA BpeMeHHU.

HpI/I nepexoac mo KJIMKaOeJIbHBIM MUKTOTpaMMaM U 3HAYCHHUAM OTKPBIBAIOTCA CTPAHUIILI C

JaHHBIMU CTaTUCTHUKHU.

@atoba AHanus 3anpocos 3anpoce! Merasanpocst Bnokuposki Owmbkn HacTpoiikn & admin
B2 Mommopusr oros2024 [ X 5 oopuatuposare sapoc ) flo6asuTh nnaw aanpoca
4 A o - Relations RU/SA  STATS ANALYZE VACUUM CHECKPOINT Timeline
A1 Awanws puckos

10.116.101.160 EHELUHUIE MCTOUHWK 3HHBIX
& Knacteps v

» = e

@ AvmrnorueTHoos v

10116131115 pg-monitor-117

i
o

10116131117 pg-monitor-117 ©

il
o

CHUMKW U OTueETHI
pg-monitor-117

fii
o

MpoBAemb! M peweris

a
il
o

Crewa JDS, pg-explain (10.116,101.100) €€

il
o

AKTHBHOCTE B] EHELUNTE VICTOUHIK A3HHEX L

fii
o

Pucynok 8.43 — Bxnaaka «Cratuctuka»
8.3.6. Bknanka «HacTpoiikn»
Hactpolika nojkintoueHuii onucaHa B 1oKkyMeHTe «PykoBoacTBo no Hactpoiike. Yacts 24.

[Mognepxxka monutopunra CYBJl B yacTu aHanuza 3alipocoBy, B MyHKTaxX:
e 5.1.4. KondurypupoBanue komrnoneHTa JDS Ha oTnenpHOM y37€;

e 5.2.5. PenaktupoBaHue napameTpoB komrnoHeHTa JDS.

Ne u3MeHeHUS: HO)_'[HI/ICI: OTB. JI4Ia: ‘ I[aTa BHCCCHHA U3M:
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[Ipu wacTpoeHHOM mTonKIOYeHUH i Habmomaemoi CYBJ[  momomHUTENBHO

yCTaHaBJIMBAOTCA MapameTpsl xkypHana ayauta CYB/I.

. . o admin
@'atoba [ AHanus sanpocoe 3anpock! Merazanpocbl BIIOKMPOBKM OwmbKkM CratucTuka HacTpoiikn L

BE  MoHuTopuHr 17.07.2024 X ¢ ®opmaTnporatk 2anpoc JNo6aBnTL NaH 3anpoca

Bce  mon 06aeNTL
}m AHaNU3 pUCKoB P

KnacTepbl v
Xoer: | 10.88.1.156 Mop:

5432

AYRMT M OTYETHOCTE v

OTEETCTEEHHEIT

MpoM3BOAMTENbHOCTE A
pg-monitor-117

CHHMKWN N OTHETbI

R —— Morwrapunr: | online  offline pidstat [ pg_stat_activity
pg_stat_user_tables

structures snapshg
Ananwa 3anpocos @
OXpaHmTh:

Pucynok 8.44 — JlononHuTenbHbIE HACTPOUKH kypHaia aynuta CYB/]
8.3.7. ®opmaTupoBaHue 3anpoca
[Tonmpasznen « AHamu3 3ampocoB» UMEET (YHKIIMOHATBHYIO BO3MOXXHOCTh (JOPMATUPOBAHHUS

SQL-3anpocos.

Haxxatne kHonku «@opMaTupoBaTh 3arpocy» BbI3BIBAET OKHO C JIByMsI OCHOBHBIMU IOJISIMU
«Mcxomubrii 3anpocy u «DopMarupoBaHHblid 3ampocy. SQL-3anmpoc BcraBisiercs yepe3 Oydep
obomena. [Tocie Haxkatus kHOMKK «DOPMATUPOBATHY CHCTEMA BBITIOJIHSIET aBTOMATU3UPOBAHHYIO

MPOBEPKY CHHTaKcHca, (hopMaTupoBaHue u packpacky SQL-3ampoca.
Hanpumep

Ucxoaueri 3anpoc

INSERT INTO orders (customer id, product, price)

SELECT (random() * 3 + 1)::integer, 'product', (random() *
1000 + 1) ::integer

FROM generate series (1, 1000);

@opMaTUPOBAHHBIN 3aIIPOC

INSERT INTO orders(
customer_id
, product
, price
)
SELECT
(random() * 3 + 1)::integer
, 'product’
, (random() * 1000 + 1)::integer
FROM
generate_series(1, 1000);

Ne u3MeHeHUS: HOZ[HI/ICI: OTB. JI4Ia: ‘ I[aTa BHCCCHHA U3M:
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[TomyueHHbIN pe3ynbTaT (GOpMATHPOBAHHS 3aIpoca BO3ZMOXKHO COXpaHHUTH udepe3 Oydep

@ / AHanws 3anpocos Zanpoce! Merazanpoce: Brokuposki Ownbku Hactpolikn o admn
- 20.05.2024 B X ¢ <opmaTiposaTb 3anpoc [106aBKTb NNaH 3anpoca
S Hosblid 3anpoc
= Vicxoarbiid sanpoc

INSERT INTO orders (customer_id, product, price)
m SELECT (random() * 3 + 1)::integer, 'product’, (random() * 1000 + 1)::integer

FROM generate_series(1, 1000);

a

4

©opuaTupoBaKKeii sanpoc €]

(random() * 3 + 1)::integer

cenerste series(l, 1000);

Pucynok 8.45 — OxHo «@opMaTupoBaTh 3apoc»
8.3.8. loGaBienne njana 3ampoca
JInst BU3yanu3aluy IIaHa BBIMTOJIHEHUS 3ampoca, 3arpy’kKaeMoro BPYYHYIO, HEOOXOIMMO
CKOnUpoBaTh B Oydep oOMeHa TEKCT IUIaHa, 3aTeM OTKPHITh B OOKOBOM MEHIO paszien «AHaiu3

3aIpOCOB» U HaXXaTh KHOIKY «Jl00aBUTh IUIaH 3a1pocay.

B otkpeitom okHe «[lman 3ampoca mis aHanm3a» HEOOXOIUMO BCTaBUTh TEKCT IIIaHA
3anpoca u3 Oydepa B mone BBOJA, Kak Moka3aHo Ha pucyHke 8.46. KoppekTHbIN 1uiaH 3ampoca

ABTOMATUYCCKU MOJTYYUT MMOACBCTKY CHHTAKCHCA.

Ne u3MeHeHUS: HOZ[HI/ICI: OTB. JI4Ia: ‘ I[aTa BHCCCHHA U3M:
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MnaH 3anpoca AN\ aHanm3a

. Subquery Scan on t (cost=86.76..122.97 rows=426 width=324) (actual

time=2.287..6.116 rows=473 loops=1)
Buffers: shared hit=26
InitPlan 1 (returns $0)
-> Aggregate (cost=1.86..1.16 rows=1 width=32) (actual
time=0.042..0.044 rows=1 loops=1)
Buffers: shared hit=1
-> Seq Scan on pg_namespace (c0St=0.90..1.84 rows=4 width=68)
(actual time=8.811..8.013 rows=5 loops=1)
Buffers: shared hit=1
-> WindowAgg (cost=85.59..94.11 rows=426 width=213) (actual
time=2.228..3.791 rows=473 loops=1)
Buffers: shared hit=25
-> Sort (cost=85.59..86.65 rows=426 width=145)
time-2.213..2.385 rows-473 loops-1)

(actual

11 Sort Key: (COALESCE(pg_index.indrelid, cl.oid)),
pg_index. indexrelid NULLS FIRST

12 Sort Method: quicksort Memory: 84kB

13 Buffers: shared hit=25

14 -> Hash Right Join (cost-50.3@..66.98 rows-426 width-145)
(actual time=1.287..1.873 rows=473 loops=1)

15 Hash Cond: (COALESCE(pg_index.indexrelid,
pg_index.indrelid) - cl.oid)

16 Buffers: shared hit=25

17 -> HashAggregate (cost-14.20..24.89 rows-473 width-72)
(actual time-8.786..1.121 rows=473 loops-1)

18 Hash Key: pg_index.indrelid, pg_index.indexrelid

19 Hash Key: pg_index.indrelid

20 Batches: 1 Memory Usage: 181k

21 Buffers: shared hit-7

22 -» Seq Scan on pg_index (cost-0.00..9.88 rows-288
width-8) (actual time-0.0@s..0.109 rows-288 loops-1)

23 Buffers: shared hit-7

22 -> Hash (cost-30.78..38.78 rows-426 width-73) (actual
time-0.493..0.494 rows-473 loops-1)

25 Buckets: 1024 Batches: 1 Memory Usage: 57kB

26 Buffers: shared hit-18

27 -» Seq Scan on pg_class cl (cost-6.6@..30.78

rows=426 width-73) (actual time-0.033..0.345 rows-473 loops-1)

28 Filter: ((relpersistence <> 't'::"char”) AND

BoINoMHUTE.

OTmennTs

Pucynok 8.46 - OxHo «Ilnan 3anpoca Jyist aHaIn3a»

JIJis BBITIOJTHEHUST BU3YyaIM3alliy BCTABJIEHHOTO TEKCTAa TIaHA 3ampoca TpeOyeTcss HaxkaTh

KHOIIKY «BBIMOTHUTEY.

[Tociie Hawama oOpa®OTKM TEKCTa IUTAHA 3alpoca, €CIM ObLUT BCTaBJIEH HEKOPPEKTHBIN
(HEeTOTHBIN) TEKCT IJIaHa 3alpoca Wik, 1o omuoKe, ObuT BcTaBieH TekeT SQL-3ampoca, To Oyaer

oToOpakaThcsi coolmierne 00 ommoKe:

OwubKa

Pucynok 8.47 — Ommbka BU3yanu3amu 1iaHa 3ampoca
Ecmu npu 06paboTke TeKCcTa Tu1aHa 3anpoca OMMOKHA HET, TO OJTHOBPEMEHHO C OTKPHITHEM

CTpPaHHUIIBI BU3YyATH3AIUH TUTAaHA BBITIOJIHEHUS 3arpoca Oy1eT 0TOOpakaThCs COOOIICHHE:

AHanus nnaua 3anpoca

Pucynok 8.48 — CooOmienre 00 ycrenrHoi BU3yaau3aluy IiaHa 3anpoca
CrpaHulia BU3yaIM3alliy IJ1aHa 3a1poca COCTOUT M3 HECKOJIbKUX BKJIAJI0K, COCTaB KOTOPBIX
3aBHCUT OT WH(pOpPMAIMK, TOJYYCHHOW |3 IUIaHA, a TaKkKe KOHTCKCTHOW WH(MOpMAIuH,

OTHOCSIIIIEHCS] KO BPEMEHH BBITIOJTHEHHS 3a1poca, €CIH Takasg nH(GOpMAIs TOCTyITHA.

HOI[HI/ICB OTB. JI4Ia: ‘ I[aTa BHCCCHHA U3M:

Ne u3mMeHeHus:
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Bxnanku ctpaHullbl BU3yalu3alluy IJ1aHa 3anpoca:

e Explain — orobpaxxenue popmMaTupOBaHHOTO TUIaHA BHITOTHEHHS 3aIIPOCa U TAHHBIX 110

y3J1aM IIJIaHa;

L4 I[HarpaMMa — JyarpaMma 3TallOB BBIIIOJHCHHUA IIJIaHa 3arpoca C BBIJICICHUCM

MIPOOJIEMHBIX Y3JIOB;

L4 OTHoOmIEHUS — cXeMa OTHOIICHUM Ta6JII/II_I, HCIIOJIb3YCMbBIX B 3aIllpoCC, B TOM YHUCIIC

BPEMEHHBIX;
e [lnan — oroOpaxeHue MmiIaHa 3arpoca ¢ MOoJACBETKOW CUHTAKCHCA;
e Mojenb — ynpoIleHHbIH BUJ TUIaHa 3arpoca, 0e3 AeTalu3alny JUisl y3JI0B IUIaHa;
e  OpuruHan — UCXOHBIN BUJI 3arpy>KEHHOTI'O IIJ1aHa 3aIpoca;
e TaOnuil — ONKMCaHUE UCIIOJIB3YEMBIX TAOJIMI U CO3AAHHBIX UHJIEKCOB;
e PexkoMeHAalMM — PEKOMEHIAalUs 110 UCIPABIICHUIO TPOOJIEMBI B Y3II€;
e Jlnst ommOKY - TOTOBBIN TEKCT COOOIICHNUS U1l BCTABKU B Oar-Tpexep;

L4 CraTucTHKa — CHUCOK HaWMEHOBaHHUU Y3JIOB ILJIaHA BBIIIOJHCHUA 3aIlpoca C

pacuIMpCHHBIMUA JJAHHBIMH I10 Y3JIaM;
L4 KonTekcr — CBOAHAas I/IH(l)OpMaHI/IH 0 3a1pocCeC " IUIAHEC €T0 BBIITOJIHCHUA.

8.3.8.1 ®opmaTupoBaHHOE TEKCTOBOE NPEACTABJICHUE IVIaHa 3a1poca
Crpanunia BU3yalM3aly IJIaHa 3ampoca OTKpheIBaeTcs Ha BKIanke «Explainy» - mepBoii u3
HECKOJIBKUX JIOCTYTIHBIX BKJIAaI0K. Ha cTpanuiie Bu3yanuzanuu Bceria 0TOOpaskaroTes aTa/BpeMs

3arpy3ku wia"a u UUID 3amnpoca.

Ne u3MeHeHUS: HOI{HI/ICB OTB. JIMIIA: ‘ I[aTa BHCCCHHA U3M:
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@ / Ananus sanpocos 3anpocs! Merazanpocs! BNOKNPOBKA OWwmBKK HacTpoiiku 2 a!}'"‘” o
- 20052024 O X 5% @opmatupoears 2anpoc [lo6aewTb nnaH 2anpoca
q 2024-05-29 10:41:48.060  ca05b3e539d5a144ebe70ffe042e27bd © 159.893 ms
all

explain (3154 yoros) | AVATDEMMAE  OTHOWSHWA  MAZH (13500 crpox)  MOASML  OPUTUHAN (10054) DEKOMEHAALIAM (449 anm 449 yoros)  CTATMCTAKS
-
Ll < s1e B8 225 2 EECN cc BP s [ee Baa 274 sa1 [ 20 2 20 100 [B 21e 21 & #00 |#10 55 | o tilemap | €% piechart
o = nedems weems rows  RRBF Q@ I I shiht
6.116 73 7a'7e8 ¥ uTorosue pesymsTaTs (150KB = rows=473 x width-324) 22
vess 3 a
[} .

.z 3 pg_ind: ’
a = W - Se9_Scan on pg_class cl &
= N Windowrgg
4 < h ;‘ ”7:> Hash Right Join
=) T o - Hashigaregate M
Pucynok 8.49 — TekcToBoe npeacTaBiIeHUE IIaHA 3alIpoca
@ Oto0OpakeHHe JaThl U BPEMEHM B BEPXHEM JIEBOM YINy 3aBHCAT OT CII0co0a ero

3arpy3ku. /[l 1wraHa 3ampoca, 3arpy’K€HHOTO AaBTOMATHYECKM U3 JKypHaja
koHTpoiupyemoir CYBJ[ — »To Bpems BbimonHenust 3ampoca B b/l Jlna nnana
3alpoca, 3arpy’K€HHOTO BPY4YHYI0 — O3TO BpeMsd 3arpy3kKd IUIaHa 3amnpoca

II0JIB30BATCIICM.

Brmanka «Explainy mosxeT ObITh TIOJIE3HA T aHATN3a TIOCIIEA0BATEILHOCTH BBHITOJTHCHUS
ATAINoOB 3ampoca, IMPEICTABIECHHBIX B BHJE JAEpEeBa NPOHYMEPOBaHHBIX y3i0B. [lman 3ampoca
otoOpaxaeTcsi B 0THOPMAaTUPOBAHHOM BHJIE C OTIEIHHBIMA KOJIOHKAMH BPEMEHU BBITOJTHCHUS

Y3JI0B TUTAHA U YMCIIOM 00pabaThIBaeMbIX CTPOK:
e node, ms — BpeMs UCIIOJIHEHUS y3I1a, 0e3 yueTa TOUYepHUX y3JIO0B;
e tree, ms — BpeMs UCIIOJIHEHHUSA y31a, BKIIOYAst JOYCPHUE Y3IIbI;
® TOWS — KOJIMYECTBO CTPOK, 00pabOTaHHBIX Y3JIOM;
e RRDF — xomuecTBO CTpOK, OTOPOIIEHHBIX GUIBTPOM B 3aIIpOCe.

[IpocMOTp NOAPOOHBIX JTAHHBIX KaXKJI0TO y3Jla B Pa3BEPHYTOM BUJE BO3MOXKEH NP KIIUKE

10 CTPOKE y3J1a, KaK MoKa3aHo Ha pucyHke 8.50.

Ne u3MeHeHUS: HOZ[HI/ICI: OTB. JI4Ia: ‘ I[aTa BHCCCHHA U3M:




137
643.72410666.00067-07 98 01-07

@ / AHanus sanpocos 3anpocs! Merazanpochi BNOKUPOBKH Ownbku HacTpoiku 2 ESW:“ R
H 20052024 O X S¢ ®opmaruposaTs 2anpoc [lo6aBuTL nnaH 2anpoca
N "
du
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=
o1 s 1
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passepHyT/caepHyTs y3en i
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c
n
o Lo am
N N

Pucynox 8.50 - IIpocMOTp mopoOHBIX JAHHBIX y3/1a B Pa3BEPHYTOM BUJIE
Jlns Oomee OmepaTUBHOTO O3HAKOMJICHHMS C JaHHBIMH OTHENBHOTO y37a IUTaHa BO
BCIUTBIBAIOIIEM OKHE, MOYKHO BOCIIOJIb30BATHCSI CTPOKON-IMArpaMMoi, BHIOpaB OIWH U3 Y3JIOB,

Hanpumep, Kak Ha pucyHke 8.51.

@ / AHanna 3anpocos 3anpocsl Merazanpoce! BNOKHPOBKN ownékH HacTpoiikn 8 admin
- 20.05.2024 # X ¢ <opmatnposaTs 3anpoc [106aBnTb NN1aH 3anpoca
. 2024-05-29 10:41:48.060  ca0Sb3e5a9d5a14
i
explain (315¢ yomom) | avarpa 35 > aens ctooske) MeHAaUM (449 arm 449 y3nos)
-
= B s @ e 2 @@ B w1 Bles Bt Boe BB B B B z100 [ s 23 @ 24w |#10 55 | g tilemap | @ piechart
o node,ms e, o M I shirc
s o 7ae v 1508 #1719 windowAgg
a 1.406 s 23.0% 473 1
c » 1 iz oo
n
a
A 1.0 WindowAgg 126

Pucynok 8.51 — JlaHHbIE B CTpOKE AMarpamMmbl
8.3.8.2 CpaBHuTe/IBHBIC AUATPAMMBI IJIAHA 3aMpoca
Ecnu HegocTaToOuHO TEKCTOBOIO IPEJICTABIEHUS JaHHBIX 0 y371aM, TO Ha 3TOM )K€ BKJIaJKe
«Explain», MOXHO B3BECHTH y3Ibl IUIAHA OTAEIHHO MO CTOMMOCTH, BPEMEHH BBIOJHEHUS U
BO3BpalllaéMbIM CTPOKaM B TpauuecKkoM BHJE, HakKaB KHOMKH, 0003HAUCHHBIC CTPEIKOW Ha

PUCYHKE HMXKE.

@ / AWanu3 3anpocos 3anpocs! Merasanpoch! BROKHPOBKM OwnbKM HacTpoiiku o admin

5 20.05.2024 A X ¢ ®opmaTuposars 3anpoc [lo6aBuTb nnaH 3anpoca

2024-05-29 10:41:48.060  ca05b3e5a9d5a144ebe70ffe04227h:

© 159.893 ns

du

explain (315¢ ysnos) | AMarpauMa  OTHOWeHWA  maa CrhoK)  MOens  OpMrAHan (1665(8) PeKOMeHAALIAU (449 ana 449 y3nos) ctuka
-
= cc [BR8 s e @ B @ B B B B Be Ba B Bav Bas Bas Baxs @ #a | #10 55 \
o node, s s, s rows 1[I e

s 43 747 - soxs a7

a t
. It

Pucynok 8.52 — Pacnonosxenue kHomok «Tilemap» u «Piecharty»

Ne u3MeHeHUS: ‘ HOI[HI/ICB OTB. JI4Ia: ‘ I[aTa BHCCCHHA U3M:
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Kuomka «Tilemapy» — quarpamMma B BHJIE TTOCIIE0BATEILHOCTH IECTUTPAHHUKOB - TAWUJIOB,
C BBIOOPOM BCEX TPEX MapaMeTPOB, BBIICICHHBIX Ha CICIYIONIEM PUCYHKE cTpenkoi. [[BetoMm u
TOJIIIMHON JIMHUW Ha JuUarpaMMe yKa3aH BECOBOW BKIIAJ y3Jia B OOIIYIO OIEHKY MO KaKIOMY
napamerpy. BeruibiBaroiee OKHO TOKa3bIBAET TOT K€ HAOOP MAHHBIX JIIS Y3J1a, 9TO M B TEKCTOBOM
MPEICTABICHUN IUlaHa 3arpoca. HaxaB Ha Tailll MOXHO TOJACBETHTH Y3€1 B TEKCTOBOM

npeacraBjICHUU, BUIUMOM B COCCIHCM OKHC.

time | cost -:‘\-:‘\ @ piechart

#8

GroupAggregate
51.322ns 22.7% 477242 1

Pucynok 8.53 — Jluarpamma TaiiTiaoB
Knonka «Piecharty — xpyroBas aumarpamMma, TOJBKO Ui OTOOpaXEHHUsS IOJSIMH Beca
BPEMEHH KaXJOTO M3 Y3J0B IUIaHA B OOIIEM BpEeMEHH BBIMOJIHEHHUS 3ampoca. 37Iech
MOCTIEIOBATEIbHOCTD BBIMOJIHEHUS Y3JI0B 0003HAa4YeHA CJIOeM (OT BHEIIHETO K IEHTPAIbHOMY), a
[[BETa J0JIEH COBNAJAIOT C I[BETAMHU Ha CTPOKE-AMarpaMMe B TEKCTOBOM IPEACTABICHHUH IIaHA
3ampoca. BempiBaroniee OKHO MOKa3bIBaeT TOT )K€ HAOOp JAaHHBIX [UIA y371a, 9TO U B TEKCTOBOM
npeacraBieHud. HakaB Ha [07I0 B JuarpaMMe MOKHO TIOJICBETUTH y3€ll B TEKCTOBOM

npeacTraBjICHUU, BUIUMOM B COCCIHCM OKHC.

Ne u3MeHeHUS: HOZ[HI/ICI: OTB. JI4Ia: ‘ I[aTa BHCCCHHA U3M:
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i tilemap

#5 Sort

25.471 ns 1133 46709 1

Sort (cost=17475.67..17°583.18 rows=47244 width=145) (actusl tine=125.444..130.066 rows=4670% loops=1)

1.idx MULLS FIRST

Sort Key: LESCE(t_1.tb1, cl.oid)

Sort Method: external merge Disk: 43528

Pucynok 8.54 — Kpyrosas auarpamma

HezaBucumo ot BHJa MPCACTABJIICHHA Y3Jla B COCTABC IINIaHA 3alpocCa, BCIUIbIBAOIIAA

MOJICKA3Ka K Y3JIy COJIEPKUT B YJOOHOM JJIsl 9T€HUS BUJE JETaTbHYI0 HH(OPMAIHUIO:
e # - HOMEp U HAUMEHOBAaHUE y371a;

e Execution — QaxTruueckoe BpeMs BBIIOIHEHHSA y37a (B ms, 0e3 ydeTa BIOKEHHBIX

y37I0B), U1t ofHOTO 1ToBTOpa (loops);
e Loops — (hakTHYeCcKOe KOJIMYSCTBO MOBTOPHBIX BHIMOJHCHUH Y3714,

e JIpoueHT — MPOIEHTHOE 3HAa4YeHHE (PAKTUUECKOTO BPEMEHU BBIMOJHEHHS y3la OT

o0mero (pakTUYeCKOro BPEMEHHU BBIMOIHEHHUs, 0€3 y4eTOB BCEX MTOBTOPOB;
e Rows (kpacHOE 3HaUYEHHUE) — KOJUIECTBO CTPOK, (DaKTUIECKH BO3BPAILICHHOE Y3JIOM;
e (Cost — olleHOYHAs! CTOUMOCTB y3JIa B yCTAaHOBJICHHBIX €MHULIAX;
e Rows (cepoe 3HaueHUE) — OLIEHOYHOE KOJIMUYECTBO CTPOK, BO3BPAILAEMBIX y3JIOM;

e  Width — cpenHuUii O1IEeHOYHBI 00bEM MTPOYUTAHHON CTPOKH (B OaiiTax).

8.3.8.3 ®yHkumMoHaJIbHAs AMArpaMMa IJIAHA 3ampoca

Ecan HCO6XOI[I/IMO HU3Y4YUTH IIJIaH 3alpoca HNCJIMKOM, HO OH CJIOKCH W HCT KCJIAHUA

BUYUTBHIBATHCA BO BCIIBIBAKOIINWC IMTOACKA3KW HA AUArpaMMax, TO MOXHO Ha BKIIaJIKC <<I[1/IarpaMMa»

Ne u3MeHeHUS: HOI[HI/ICB OTB. JI4Ia: ‘ I[aTa BHCCCHHA U3M:
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MNOCMOTPCTL MPCACTABIICHHUC ILIAHA 3aIlIpoCa B BHAC ITOCJICAOBATCIBHOCTU q)yHKHI/IOHaJIBHBIX

IMUKTOrpaMM — MUHUATIOPHBIX 0003HaYCHHI Y3JIOB KaXXJI0I'0 THUIIA.

2024-03-07 08:52:37.517  e79d9630-dc46-11ee-8b7c-a58085cdfdad

explain (13 yanos Avarpamma OTHOLEHMA #2 Aggregate

0.155ns 0.1%

Pucynok 8.55 — ®yHKuMOHaNbHAs AUarpaMma
PacrionoxeHnue y3/10B Ha 3TOW JAUarpaMme, €CJIM CMOTPETH 110 MOPSJIKY UX HOMEPOB, UJIET
cipaBa HalieBO. «HUTaTh» IJIaH 3alpoca Hy’HO IO OTAEJIbHBIM BETBSIM -CBEPXY-BBEPX M ClEBa-
Hanpaso. «IIpounTa) 104YEpPHIOIO BETBb, HY>)KHO OITyCTUTHCS HA CJIIEYIOIIUIA YPOBEHb U «UUTATH)»

Ha4dyunHasg CJICBA, C Ha4ajla BETBU.

Haxartne Ha nmuKTOrpaMMy BBIODAaHHOI'O y3Ja BBIIOJIHAET NEPEXOJ] K 3TOMY XKe y3iy,

o0o3HaueHHOMY Ha Bkiaake «Explainy», B popMaTupoBaHHOM TEKCTOBOM MPEACTABICHUHU.

8.3.8.4 Moaeab miiana 3anpoca

Jliis arperupoBanusi “H(GOpPMAIH O TUTAHAX 3aIIPOCOB, BBITIOJIHIEMBIX MHOTOKPATHO, HO C
pa3HBIMHM BPEMEHEM U 00bEMaMH BHIOMPAEMBIX JAHHBIX, UCTIOJIB3YIOT OYHINCHHYIO OpMYy TUIaHa
3arpoca - madioH 1iana 3ampoca. O mabJoHax IUTAHOB 3alpPOCOB OYyJIET paccKa3zaHO B pasjee

«AHanu3 JUIMTEITBbHOCTH BBIOJIHEHMS 3anpoca K BJ[».

Ha Bxmanke «Mojenb» MOXKHO YBUAETH elle 0oJjiee OUMIEHHYI0 (opMy IIaHa 3arpoca,

Ha3bIBACMYTI0 MOJCIIBIO ITJIaHa 3aIIpoca.

Mogenp TulaHa 3ampoca — 3TO arperupoBaHHas Gopma Ui OObEAWHEHHS HECKOJBKUX
IUTAaHOB 3alpOCOB, BBITIONHSABIIMXCS HaJl OJHHUMH W TeMH e oObektamu bJl, HO pa3HBIMH
cnocobamu. B momenn mmana 3ampoca 0000LIEHHAs CTPYKTypa arperupoBAaHHBIX ILUIAHOB:

O6’I>CZ[I/IHCHBI pasHbIC OIICpali Hal Ta6JII/IHaMI/I, oncpanusa O6’I>CI[I/IHCHI/I${ JaHHBIX M3 Ta6JII/IH

‘ Ne u3MeHeHUS: ‘ HO)_'[HI/ICI: OTB. JI4Ia: ‘ I[aTa BHCCCHHA U3M: ‘
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MpEeACTaBlIeHAa OJIUH pPa3 C YKa3aHWEM BCEX HCIOJIb3yEeMbIX TaONUI], BCE Y3IJIbI COPTUPOBKH,

TPYNIUAPOBKHN U YHUKAJIN3ALUHU JaHHBIX COOpaHbI B OJIUH Y3€Il.

@/\atoba / Ananus sanpocos 3anpoce! Merasanpocs! Bnokuposkm OwnskH HaeTpoiien s a""“” o

BE  Monutopuur 20.05.2024 O X ¢ oopmarupoearts 3anpoc [l06aBuTL NNaH 2anpoca

2024-05-29 13:57:32.777  871232727143081996330675b20ded5 -
A1 Aanua puckon

explain (3154 yanos) warpauma  OTHOWeHMA  nnaH (13500 crpox MOAENL | OpurUHan (1005KE; EKOMEHAALUY (445 arm M9 yanos)  CTaTMCTY
plain (3154 y avarp: B A P P Aau; ¥

KnacTeps! v
Scan Subquery
InitPlan 1
AYDUT M OTHETHOCTD v > Process

Mpon3soanTensHoCTE A~

CHWMKM 1 OTYETBI

Pucynok 8.56 — Mogenb miaHa 3armpoca
Takum 00pa3oM mMmodxy4aeM KOMITAKTHBIA aJlTOPUTM HCIIOJIb30BaHUS 00BeKTOB bBJl B

3arpoce.

8.3.8.5 Ilmarpamma oTHOIIEHUH TAOTHIL

JUisg Jiydiiero MOHMMAaHUS COCTaBa HCIIOJIb3YEMBIX 3ampocoM o00bekToB bBJI, MoxkHO
MOCMOTPETh IMarpaMMmy OTHOIIEHHUH TaOIHUII, PacIioIOKEHHYIO Ha BKiIaake «OTHomeHus». [IBeTa
OJIOKOB COBIIAJAIOT C IIBETAMH Ha CTPOKE-JHarpaMMe B TEKCTOBOM ITPEJICTABJICHUH IJIaHa 3aIpoca.
BcempiBatoniee OKHO TOKa3bIBa€T TOT jK€ HAOOp MaHHBIX JJs y37la, YTO U B TEKCTOBOM
npenacrasieHud. Haxatwe Ha 650K y37ma oOecnedunBaeT KOHTEKCTHBIN MEpEXoja K 3TOMY Y31y B

TEKCTOBOM (hOpMaTUPOBAHHOM IPEICTABICHUH, Ha BKIaake «Explainy.

pg_class cl

oid pa_nanespace # 3 Seq Scan pg_namespace

relpersistence I Seq Scan on pg_namespace (cost= . rows=234 width=£3) (actual time=

po_index

relnamespace I

relkind |

Pucynok 8.57 — JInarpamma oTHOIIEHUS TaOIHIT
@ Hcnonp3oBanue TabIuUI] B y37axX IJIaHa 3allpoca, B BUJIE CIHICKA, MOKHO IIOCMOTPETH

Ha BKiaake «CraTucTukay

8.3.8.6 ABTOMaTH4YecKHe peKOMEeHAAIUM 10 MOBBIIIEHHIO Ka4YeCTBAa 3allpOCOB
B HEKOTOpBIX THMOBBIX Cly4asiX, IPH JOCTaTOYHOM HA0Ope NaHHBIX, KOMIOHEHT JDS
MOXET TPENJIOKUTh PEKOMEHIALMIO, JUIsl IOBBIIIEHUS IPOU3BOAUTEIBHOCTH 3alpoca B

KOHKPCTHOM y3JIC IIJIaHa BbIIIOJIHCHUA 3aIpoca. Takue PEKOMCHIAAIIMN HE  SABJIAIOTCA

Ne u3MeHeHUS: HO)_'[HI/ICI: OTB. JI4Ia: ‘ I[aTa BHCCCHHA U3M:
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oOs3aTenbHBIMA. OHU 0003HAYAIOTCSI OCOOBIMH NMHUKTOTPaMMaMHU Ha JUarpaMMax M B CIHCKax
y3JI0B, KaK HalpuUMep peKOMEHJalus Ha pUcyHKe 8.58 - yBEIMYMTH BbIIEICHUE ONEPAaTUBHON
namsaTH U1 00paOOTKK OOJBIIOrO KOJMYECTBA 3alUCEeil, C LENbI0 CHIDKEHUS Harpy3kd Ha

AVCKOBOC XpaHWJINIIIC.

2024-03-07 08:52:37.517 e ® 1.877 ms

explain (13 yanos AuarpaMma Moaens OpUrHan (2.3k8 DEKOMEHAZLIMM (1 Ansi owmBrn cTatncTvka KOHTEKCT (1.6K8

0 - < PekomeHgaLum / @ 555 1212 55 | tiemap| @ pieche

==

69,304

Seq Scan on pg_namespace

25.471
Pexomengaumm

CTONT ySEAMuMTE SHaueWne napameTpa WOFK_MeM, utobu wsbexaTs paboTw < gwckoM

Pucynok 8.58 — Pexomenaaluu no miaHy 3anpoca

Pexomenpgaruu JDS mMoryT copepkath npejioKeHus:

e Brmonanute ANALYZE, B ciyuyae eciu 3anpochl, MONABIINE B )KypHAJ, HE CcoepxkKaT

IIJTaHbI BBITIOJIHCHU A,

e Bremonaute VACUUM, ecnu TaOmuUIbl, WCIOJB3yeMbIE B 3ampocax CIUIIKOM

Pa3peKEHBI;
e Co3mare MHIEKC, €CIIM COPTHPOBKA B 3aIIpOCE 3aHUMAET MHOTO BPEMEHH;

e Pacumpurs HCNONB3yeMbIH HHIEKC, HAIpUMEp, MOJSIMHM COPTHUPOBKH, €CIM IIpU

BBIOOpPKE €MHCTBEHHOW 3aMMCH TIepeOdupaeTcss MHOTO CTPOK;

L4 I[O6aBI/ITB COCTaBHOM HWHJICKC, CCJIN BBIITOJHACTCA ITOCIICA0BATCIIBHOC CKAHUPOBAHUC T10

HECKOJBbKHMM HMHACKCAM,

e  VYrounuts ycnoBue otoopa no WHERE, ecnu ¢punsTp orOpacsiBaeT CIUImKOM MHOTO

CTPOK, U3 IPOYUTAHHOTO.

@ B ciywae ecim IulaH 3ampoca COAEPKUT HECKOIbKO PEKOMEHIALUil, TO BcCe

pexkoMeHanuu yao0Hee MPOCMOTPETh Ha BKIanke «PexkoMeHmarmm», Kak ObLIO

Ne u3MeHeHUS: ‘ HO)_'[HI/ICI: OTB. JI4Ia: ‘ I[aTa BHCCCHHA U3M: ‘
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IIOKAa3aHO Ha PUCYHKE BbIIE. YMCIIO PSIOM C HAaMMEHOBAHUEM BKJIAAKUA — YHUCIIO
pekoMeHnanmii. Ha cTpaHuue cnmcka pekOMeHAanuil, Ha)KaTWe Ha HOMEp y3Ja
o0ecreynBaeT KOHTEKCTHBIN MEPEX0/I K 3TOMY Y311y B (POPMAaTHPOBAHHOM TEKCTOBOM

npeacTaBiieHnH, Ha BKIajake «Explainy.

8.4. Hoapasnen «AxktuBHocth b/I» (DB Activity)

[Mogpaznen «AktuBHocts B/I» (DB Activity) npenHa3sHaueH ajis:
—  MoHuTOpuHra aktTuBHocTH B CYB/I;

—  TOJy4YeHHS MHPOPMAIHUU O BBHITOIHSIIOUINXCS CECCUSX/TPoIeccax, CyIIeCTBYIOMINX

OJOKHPOBKAX;
—  3aBEPILECHUS CECCHI;
—  BBISBIICHHUS MTOJ03PUTENHHON aKTUBHOCTH TOJIL30BATEIICH.
MoskeT Ucnoib30BaThCs B Ciyuasx, koraa noiabszoBarenb(n) CYB]] coobmaer(rot), 4To:
—  omepanus «3aBUCIay;
—  CYB/] notepsia npou3BOIUTEILHOCTD;
—  TUINWAYHBIC OTICPALIUU BBITIOIHSIOTCS JIOJIbIIIE OOBIYHOTO;

— 3aBHCJIa CCCCUs, HC IMO3BOJIAIOIIAA IMOACOCAWMHUTHCA ITOBTOPHO, U Tpe6yeTcsl cC

CHSITB;
—  Tpedyercs pa3o0paThbCs MO KAaKUM IPUUMHAM «3aBUCIA» €ro ONEepalus.

8.4.1. Hacrpoiika noakiawuyenus k neiaesoit CYB/]
[Tonkntouenue k nenesod CYB/] BbINONHAETCS TUIMYHBIM CIIOCOOOM, BBIOMpas OJHY M3

MUKTOIPaMM:
—  «BpIOepuTe 11e51b» B JIEBOM BEPXHEM YIIIy OKHa;
—  «BpIOpaTh» B LIEHTpE OKHA.

JlocTatouHO yKa3aTh NPEAHACTPOEHHYIO Melib, a NnojakiwouyeHne K bJI mpowusonger

ABTOMATHUYCCKU.

Ne u3MeHeHUS: HOI{HI/ICB OTB. JIMIIA: ‘ I[aTa BHCCCHHA U3M:
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8.4.2. Bkaaaka «Ceccum» (Session)

[Tpu Be16OpE 1M KommoHeHT JDS aBTOMaTHUecKn 0TOOPa3UT TEKYIHE CECCHH.

@ ! AxTwerocTe B, ; Cecchu ENOKMPORKH - air!w‘.m‘ _—
an B uenmdps X
= Q Momnex = duntp ) Otwomnre
o Fa [S— PR CI— o R — [R— Rawrenwaccrs, . Cafbirie cmeganmn F— m
B79 localhost checkpointer Activity / Checkpointerhl:
B8O localhost background writer Activity / ByWriterHibem.
c
926 Iocalhost walwriter Activity £ WalWriterMain
n
927 Jocalhost sutavacuum launcher Activity / AutoVacuumMs
A
928 postares Iocalhost logical replication lau.. Activity / LogicalLaunche
3023 jdsdb s 127.0.0.1732 client backend ldle SELECT u.'ld", wAccessFailedCoun_
i
a=
3024 jdsdb s 127.0.0.1732 client backend ldle SELECT t71d", t’CreatedAt, t"Host',—
2025 jdsdb s 127.0.0.1732 client backend ldle SELECT t™Target|d", tUserld”, t"Cr—

4080 postgres postares 127.0.0.1732 client backend Active select pid, datname:text, usename:_

Pucynok 8.59 — OToOpakeHne TEKyIINX CecCuit

B Bkiagke «Ceccum» oToOpakaroTcsi CTONOLIBI, IPEACTaBICHHbBIE B Tabnuile 8.5.

Tabnuma 8.5 — Crosuous! Bkiagku «Ceccum»

Ha3Banue 3HaveHus1
Haszpanue (RU) (ENG) Onucanue [oust

Pid Pid Wnentudukarop mnpoiecca
BT Database Nma bBJ[, Kk KOTOpoM NOAKIIOYEH

npouecc
ITons30BaTenn User NMs moaKIr09eHHOTrO II0Ib30BaTeIIs

BriBong Ha3BaHUs MPUIIOKCHHS
[Tpunoxenue Application (application_name) w/wim Bepcuu

npunoxenus (application version)
Kotuent Host [P-agpec wnnm umMA  KOMIIbIOTEpaA

KIIMEHTA
Tun nporecca Backend type | Tum npomecca
CocrosiHue State Teky1iee cocTosiHuE Tabnuma 8.6

JUTensHOCTh  pabOTHI  MOCHEIHEN
KOMAaH/IbI, CEK

Tum coObITHS OXKUAAHUS / UMS
COOBITHS OKUIAHUS

3anpoc Query TekcT nocneanero 3anpoca

JlnmurenbHOCTh, cek | Duration, s

CoObITne oxumanusa | Wait event Tabnua 8.7

CronOupl BO3MOXKHO TOKa3aThb WM CKPBITh 4epe3 MUKTorpammy «Bpibop cromOrosy»

(Columns), pacnioio)eHHYI0O B BEpXHEM MPABOM YTy BKIAJKH, KaK MOKa3aHO Ha pucyHKe 8.60.

‘ Ne u3MeHeHUS: HOI{HI/ICB OTB. JIMIIA: ‘ I[aTa BHCCCHHA U3M:
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@ / AxTuBHOCTL BJ © cecenu BAoKHpORKH Mopxniouerna 2 2‘:;“\“[“151.;,:‘”:‘/,;&
Qi ®  Uenwlocalhost X
= Q Momck = ownbtp (I Tonbko aKTHEHble ¢) ObHomuTE v
o Pid Basa passbix M Monssosatens Npanoxesre Knvext Tan npouecca CocTosHne LnuTensrocts, cek CoBITHE OXIgaHIs 3anpoc m
364 localhost autovacuum launcher Activity 7 AutoVacuu Basa AaHHbIX
a Monb3osarens
4344 localhost background writer Activity / BgWriterHil NpunoxeHme
c
5276 localhost checkpointer Activity / Checkpoint fent
n Twn npouecea
6740 localhost walwriter Activity / WalWriterlv. CocToRHHE
@ [UTeNLHOCTb, CeK
7452 postgres localhost logical replication lau... Activity / LogicalLau CoBbiTve oxwaanns
1356 copyjdsdb-2.2 postgres DBeaver 22.0.0 - Met... 102.168.241.24/32 client backend Idle Sanpoc
5244 copyjdsdb-2.2 postgres DBeaver 22.0.0- SQL. 102.168.241.24/32 client backend Idle aruw sEaru_pau
) 5664 copy-jdsdb-2.2 postgres DBeaver 22.0.0 - SQL. 192.168.241.24/32 client backend Idle SHOW search_path
a
1096 jdsdb jds JDs23.7 217128 client backend Idle SELECT t"Id", t"Creat..
3676 jdsdb jds JDS2.3.7 /128 client backend Idle SELECT u.'ld", u."Acc...
8060 jdsdb jds JDS 237 21/128 client backend Idle SELECT t"Targetid", t...
8884 jdsdb-2.1 jds :1/128 client backend Idle SELECT jds.populate...
>
(5] Beera: 17 CTPOK Ha cTpamnLe: 12 Tus2 < 1 2 ¥
Pucynok 8.60 — Bei6op cronbuos B Bkiaake «Ceccum»
ITo ymouanuto Oy1yT aKTUBHBI BCE CTOJIOLIBI.
[Tone «CoctostHuey (State) MOkeT MPUHUMAThH 3HAUCHUSI, MPUBEJCHHBIE B Tabnuiie 8.6.
Tabnuua 8.6 — Bo3amosxkubsie 3HaueHus nosst «CoctostHue» (State)
3HaveHune Onucanue
active CepBepHblii ITPOLIECC BBIOJIHAET 3a1pOC
idle CepBepHBI TPOIIECC 0KUAET HOBOW KOMAH/Ibl OT KJIIMEHTA
idle in transaction CepBepHblii IpollecC HaXOAMTCS BHYTPU TpPaH3aKUUHU, HO B
HACTOSIIEE BPEMsI HE BBITNIOJHIET HUKAKOW 3a1poc
idle in transaction (aborted) CepBepHBIii MPOLIECC HAXOUTCSI BHYTPH TPAH3aKIUH, HO OJIUH
13 OMEpaTOPOB B TPAH3AKIIMU BHI3BIBAI OIIMOKY
fastpath function call CepsepHnblii iporiecc BeimonHseT fast-path dynkumio
disabled CepBepHBI ITPOIIECC OTKIIOYCH

Ne u3MeHeHUS: HOI{HI/ICB OTB. JIMIIA: ‘ I[aTa BHCCCHHA U3M:
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@ { AxTHEHOCTD B, @ Ceccum Baoxmpoekn 2 E_f'T'"
oy @ ueeuns X
=  Q Mowx = oumrp ) Ofuomats
o Fla 5332 g2k nanezaaar. Mipuna e Kaweir Tin npouecca cacronume BATEREHOCTE, - CackTheE cmeRakes 3anpac m
E7Y localhost checkpointer Activity f CheckpainterM:
gan localhost backgraund writer Activity / BgWriterHibem
c
926 localhost walwriter Activity / WalWriterMain
n
97 localhost autovacuum launcher Activity / AutoVacuumMe
A
928 postgres. localhost logical replication lau. Activity / LogicalLaunche
3923 jdsdb jds 127.0.0.1732 client backend Idie SELECT u.'ld", u’AccessFailedCoun_
.
az
3924 jdsdb jds 127.0.0.1/32 client backend Idie SELECT t”Id", t"CreatedAt”, t"Host" —
3925 jdsdb jd= 127.0.0.1/32 client backend Idie SELECT t™Targetld", Userld”, t."Cr—

4060 postgres postgres. 127.0.0.1732 client backend Active select pid, datname:text, usename:_

Pucynok 8.61 — Cron6er; «CoctostHue» (State)

Jlnst ceccwmii B ctatyce «idle» 3HaueHust 3TUX MOJIEH JOIKHBI OBITH Ty CTHIMU.

[Tone «CoObiTHe oxuaanus» (Wait event) MOXKET IPUHUMATh 3HAUYEHHUS, IPUBEIAEHHBIC B

Tabnuie 8.7.

Taomuna 8.7 — Tunbsl COOBITUN OKUTAHUS

Tun codobITHS

Onucanue
OKMIAHM S
Activit CepBepHnblii pouiecce mpocranBaet. CocTosiHue «Activity» OKa3bIBaeT, 4TO
Y MPOIECC 0XKUIAET aKTUBHOCTH B OCHOBHOM IIHKJIE 00pabOTKU
BufferPin CepBepHBIii TPOIECC OKUIACT UCKIIOYUTEIHLHOTO AOCTYIA K Oydepy HaHHBIX

CepBepHbIii ITPOLIECC 0)KUIAET B COKETE HEKOTOPYIO aKTUBHOCTD
Client MOJIb30BATENILCKOTO NprioxkeHnus. CepBep *KAET HACTYIUICHUS COOBITHS, HE
3aBUCSIIIEE OT €r0 BHYTPEHHUX IIPOLIECCOB

CepBepHbIi MTPOIIECC 0KUJIAET YCIOBUS, BOSHUKAIOIIETO B MOYJIE

Extension
pacmupenus
10 CepBepHBIii TPOIECC OKUIACT 3aBEPUICHHS ONEpPAIH BBOIA/BBIBOIA
IPC CepBepHbIH MTPOIIECC 0KUIAET B3aUMOCIHCTBUS C APYTUM MPOLIECCOM
Lock CepBepHblii ITpOLIECC 0KUIIAET TSKETYIO OJIOKUPOBKY
LWLock CepBepHBIii TPOIECC 0KUIACT JETKYIO OJOKUPOBKY
Timeout CepBepHBIii TPOIECC OKUIACT UCTEUCHHUS OTIPEIETIEHHOTO BpeMeHH. B moie

«wait_event» 0003HaYaeTCsi KOHKPETHOE MECTO OXKHIAHUS

Ne u3MeHeHUS: HOI{HI/ICB OTB. JIMIIA: ‘ I[aTa BHCCCHHA U3M:
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147

Jos X

jdsdb

jdsdb

jgsdb

@ / AKTHEHOCTb BJJ, @
& @ uen
= Q, Momck
0 Fig A
BT9
a
EBD
4
026
n
027
A
028
3923
i
a=
3024
3025
4060

posigres

Ceccmu BnokupoEKH

= duneTp

postgres.

jds

i

jds

postgres.

localhost

localhost

localhost

localhost

localhost

127.0.0.1/32

127.0.0.1/32

127.0.0.0522

127.0.0.1/32

checkpointer

background writer

walwritar

autovacuum launcher

logical replication lau...

client backend

client backend

client backend

clien backend

Idle

Idle

Idle

Active

CobiTie comnanmn

Activity / CheckpainterMain

Activity / EgWriterHibemate

Activity / WalWriterMain

Activity / AutoVacuumMain

Activity / LogicalLauncherMain

SELECT u.'ld", u”AccessFailedCou

SELECT t71d", t"CreatedAt”, t."Host

SELECT t"Targetld”, t."Usarld™, t.°Cr

select pid, datname:text, usename

Pucynok 8.62 — Cronben; «CoObITHE 0KHIAHUSDY

B npaBom BepxHEM yTily BKJIAJKU pacnojiaraetcsi nuKrorpamma « OGHOBUTBY.

O

O0O000®

OBHOBMTE A

BbIKNHYUTE

L]

EKYHIE
5 CeKyHA
10 CexyHa

30 cekyHp

60 cekyHa

Pucynok 8.63 — Mento nukrorpaMmbel « OOHOBUTH

Haxatne Ha Hee OOHOBHT OTOOpa’kaeMble 3HAUYCHHS HAa BKJIAJKE. BhI3BaB KOHTEKCTHOE

MCHIO THKTOT'paMMBbI «OOHOBHUTBL» BO3MOYKHO YCTaHOBUTH ABTOOOHOBJICHHE BKJIAJIKU 4YE€pC3

HWHTCpPBAJIbl BPCMCHMU:

1 cexyHna;
5 CexyHI;

10 cexkyHz;
30 cexkyHz;

60 cexkyH/I.

Ne u3mMeHeHus:

IMoxmucs oTB. MUNA:

‘ JlaTa BHeCeHHS U3M:
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Ha Britagke «Ceccum» TOCTYITHBI CIEAYIOLINE BUIbI COPTUPOBKH:
«DunpTpR;

@unpTp BeIMONHIET QunbTpanuio nmo noism «baza manapx», «[lomp3oBaTens» u «Tum

MPOIECCa» C BO3MOXKHOCTBIO MIOMCKA 3HAYEHUSI 1 MHOKECTBEHHOTO BBIOODA.
Tym6nep «TonbKko akTUBHBIEY;

[To ymoruanuto TyMOJIEp BBIKIIIOUECH, T.€. BBIBOASTCS BCE CECCHH. Y CTAaHOBKOUM TymOepa B

aKTUBHBIA PEKUM OTCOPTHPYET CITMCOK CECCHi, UMEIOIINX CTaTyC «Activey.
o CoptupoBKa BbIBOAA;

Kaxnprii u3 cTosOIOB BKIAJKH, YKa3aHHBIM B Tabmuie 8.5, nMeeT (yHKIIMOHAIBHYIO

BO3MOXHOCTb IIPSIMOI 1 00OpaTHO COPTUPOBKHU M10JIH30BATENIEM.

s . o admin
Qjatoba / AKTHBHOCTb Bl : Ceccum BnokupoRku MoaknioueHus & ncrparon CYEL
Al Asanus puckos @  Lenslocalhost X
= Knacteps v Q Momex = owntp @D Tonbko akThERbIE ¢) ObHomuTE v

Pid Ba3a gaHblx Tun npouecca CocToskme [LLAUTeNBHOCT, Cek CoGbiTie OXMAaHUA 3anpoc m
@ AvmvvorsETHooTe v
dunetp x
7888 postgres client backend Active select pid, datnam...
@ pou3BOMTENbHOCTE A Ba3a fankbIx
jdsdb-22 @ copyjdsd.. @ jdsdb @ +1
CHUMKY 1 OTYETHI
Monbsosatens
jds ©  postgres ©
Tpo6eMbl 1 pewieHis
Tun npouecca
AKTUEHOCTE B[] autovacu.. © clientbac.. © backgrou.. © +3
Moakniouens JDS | MipkmenuTs ‘ CépocuTs

.. Y

Pucynok 8.64 — ®@uibTpaiysi 1 COpTUPOBKA BBIBOIA
8.4.2.1 3aBepuienue ceccuu (End session)

3aBepIIEHNN CECCUU AOCTYIHO:
13 KOHTEKCTHOI'O MEHIO CTPOKH TaOIULbL;
IIPU KJIMKE Ha CTPOKY CECCHHU.

B npaBoﬁ 9aCTU BKIIAJIKU OTKPOCTCA JOMOJHUTCIBHOC OKHO C BCIIOMOTaTC/IbHBIMHU I1OJISIMU,

IpeICTaBJIEHHBIMU B Ta0nuIEe &.8.

Tabnuua 8.8 — BcnoMorarenpHble 101 OKHA 3aBEPILEHUS ceccuu Ha BKIaake «Ceccum»

Haszsanmue (RU) HaszBanne (ENG) Onucanue
3amnpoc Query Tekcr 3ampoca
baza manHbIX Database Nwms BJl, kK KOTOpOW MOJKIFOYEH MPOLECC
Ilonb3oBarTenn User Ms TOAKITIOUEHHOT'O MOJIL30BaTES

Ne u3mMeHeHus:

‘ IMoxmuce oTB.

JIM1a: ‘ I[aTa BHCCCHHA U3M:
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Haszsanmue (RU) HaszBanne (ENG) Onucanue
3amnpoc Query Tekcr 3ampoca
[Ipunoxenue Application HasBanue npuioxeHus
Knuenr HOST XOCT KJIMEHTa
Tun nporecca Backend type Tun nporecca
CocrostHue State Texyiiee cOCTOSHUE cecCUU
JIIMTenbHOCTD Duration, s JlnuTenbHOCTh pabOThI MOCIEAHEN KOMaH/IbI, CEK
Tun coObITUs Wait event type Tun coObITHSA, KOTOPOTO KIET 00CTYKUBAIOIIUIA
OKHJIaHUSI npouecc
) Tum coObITHS OKUAAHUS / UMS COOBITHS
CoOriTue oxumanus | Wait event
OKHJIaHUSI
ID 64351 IAHHBIX DB ID OID 6a3b1 JaHHBIX, K KOTOPOI MOAKIIOYEH

poIIecc

IP-agpec knuenTa

Client address

IP-agpec knuenTa

Homep TCP-nopta, KOTOpbIN UCIIOJIB3YyETCS

[Topt knueHTa Client port
KIIMEHTOM JIJIsl COSIMHEHUS C 9TUM MPOILIECCOM
Kommnsrore .
p Client host Nwmst komnbroTEpa KIMEHTA
KIIMEHTA

3amyck mpoiiecca

Backend start

Bpewms 3anycka nponecca

Hauaso Tpan3zakiuu

Xact start

Bpewms Hagyasia Tekyen TpaH3akuuu

Hauao 3anpoca

Query start

Bpemst Hagana BeITIOSTHEHUS
AKTUBHOTO/TIOCJIETHETO 3a1mpoca

N3menenue Bpewms nociieiHero n3MeHeHus: COCTOSIHUSA
State change
COCTOSTHUS (nmons state)
ID Bepxnero ypoBHs .
P P Backend xid Wnentngukarop BEpXHEro YPOBHS TPAH3AKIUH
TpaH3aKIUU

Bo Bi10KEHHOM OKHE «3ampocy» OTpa)kaeTcsl BBINOIHIEMBIN 3alpOC, KOTOPbI BO3MOXKHO

CKOIIUPOBATH B Oydep oOMeHa.

Ne u3mMeHeHus:

HOZ{HI/ICL OTB. JIMIIA:

‘ JlaTa BHECEHUS U3M:
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- « admin
@ / AKTHBHOCTb B Cecoun BAIOKAPORKH & AnmunncTpatop CYEQ
4 enb:
— Q, Monck = Outp ) Obnosuts 3anpoc
pid E.. M. Mp— & KnmenT Tun np... Cactos. An... Cobr... 3anpoc m | se1ect descrip‘tiur_w '_zmm pg_shdescription join
m pg_database on objoid = pg_database.oid where
datname = §1
6463 .. [ DBeav.. 127.0... client .. Active 7336 c  Lock/rels selectbida.. 2
[+ 3
. . 4
6476 .. p- DBeav.. 127.0..- client .- Active 7301c  Lock/rels locktable bo.. 5 @
C
E: B
6470 .. [ DBeav.. 127.0... client .. Active 7318c  Lock/relz select * from.. a8 Aare postares
n Monezoeatens: postgres
6412 . p.  DBeav.  1270..  client_ Idieintre 7356 c Client/Cli SHOW searc.. Mpunomerine: DBeaver 23.3.0 - Main <postgres=
A Knuanr: 127.0.0.1/32
6414 p- DBeav_ 1270 client _ Idle SHOW searc. Tun npoyscca: client backend
W)
CocToRkue: Idle
6402 p.- p- DBeav... 127.0... client .. Idle SELECT*FR..
.- LAnutencHocTe:
as
6410 | p- DBeav..  1270..  dlient._ Idie SELECT c.0i._ Tn coBLITUR oXARaHUE: Client
! CofibITHE CHHBAHNA ClientRead
6400 p.- [ DBeav... 127.0... client .- Idle select descri... .
1D Gazel pakHeLE: 5
IP-aapec knneHTa: 127.0.0.1/32
6406 j- [ DBeav._ 1270 client _ Idle SELECT n_oi_
Mopt knwerTa: 44308
6408 Jee p- DBeav... 127.0... client .- Idle SHOW TRAM... KomneioTep knnenTa:
Janyck npouscca: 2023-12-1370%:38:21.636878+00:00
H 861 lecalh... check... Activity / ( Hauana TRanaakumm:
Hauana aanpoca 2023-12-13T09:38:22.07597+00:00
a Beero: 19 CTpok Ka cTpankue: 11 Tmaz 4 1 2 3
Wamerenne cocTorHmA: 2023-12-13709:38:22.076005+00:00

Pucynok 8.65 — JlonosHUTEIbHOE OKHO «3aBepIleHUE ceCCUM» B BKIaake «Ceccum»
Haxatue Ha xkHOTIKY «3aBepiienne ceccun» (End session) BRI30BET OKHO TOJITBEPIKICHUS

neiictBus «3aBepiieHue ceccum» (Session ending).

Eaﬂepmeune CEeCCHM X

OTMEHWTL

Pucynok 8.66 — OkHO «3aBeplleHHUEe CECCUI»

[TonTBepauB AeiicTBUE, BRIOPAHHAS CECCUS 3aBEPIITUTCS.

KomnoneHT pasnuuaer ciyxeOHbIE, CEpBEpHBIC W KIMEHTCKHE 3ampockl. B ciydae, ecin
3aBepIIeHUE MPOoIecca MOKET MpuBecTH K HepaboTocmocobnoctr CYBJI nnn kommoneHTa «JDSy,

Oy/eT BBIBEIEHO aKIIEHTUPOBAHHOE COOOIIEHHE.

8.4.3. Bkuanka «baoxkupoBkmw» (Locks)

Ha Bknanke «biokupoBkm» oTobpakarorcs 3a0mokupoBanubie ceccun B CYB/I.

[Tocne BbIOOpa menmn B BkIane «bIOKUpOBKM» aBTOMATHUYECKHM  OTOOpPA3sITCA

cymectBytomue 6mokupoBku B CYB/I.

Ne u3MeHeHUS: ‘ HOZ[HI/ICB OTB. JI4Ia: ‘ I[aTa BHCCCHHA U3M: ‘
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Ha Bxnaake «bnokupoBKm» 0TOOpaxaroTcsi CTOJIONbI, Mpe/ICTaBIeHHbIE B Tabnuie 8.9.

Tabmuua 8.9 — OcHOBHBIE 0TOOpaXkaeMble Mo BKIAIKU «BIOKHpoBKm»

Haszsanmue (RU) HaszBanne (ENG) Onucanue

Pid Pid Wnentudukarop mnporecca

JlmuTenbHOCTh, cek | Duration, s JlmrensHOCTH pabOTHI MOCIETHEH KOMAH/IbI, CEK

CobbitHe oxunams | Wait event Tum coObITHS OKUAAHUSA / UMS COOBITHS
OKUJJAHUS

ITonws30BaTenn User NMs moaKIr094eHHOTrO II0JIb30BaTeIIs

[Tpuiioxxenue Application HasBanue npusoxxeHus

VY nep>xuBaeMslii / 3anpoIIeHHbIN PeKUM OJIOKUPOBKY IS

3aIrpoOLLIEHHBIN Inquired / lock mode | G10kHpyeMBbIX ceccuid, yIepKUBACMBIN — ISt

PEXUM KOPHEBBIX

CocrostHue State Texyliiee coCTOSHUE CECCUU

b/l Database Nwms BJl, k KOTOpOW MOJKIFOYEH MPOLECC

3anpoc Query TekcT nocneanero 3anpoca

CronOupl BO3MOXKHO TOKa3aTh WM CKPBITh 4epe3 MUKTorpammy «Bpibop crombrosy»

(Columns), pacmonoxeHHYI0 B BEpXHEM IPABOM YTy BKIAIKH, aHAIOTUYHO KAaK OMHKCAHO B TI.

8.4.2, npencrasieHo Ha pucyHke 8.60.

OpHu ceccuu MOTYT OJIOKHPOBATh padbOTy APYTHX CECCHM U MPEACTaBJIEHBI B BUAE YPOBHEN

3aBUCUMOCTEN (MEpApXUH).

Ceccan

@ { AxThEHOCTS B, @

Ay @ lenwuns X

— Q, Namex = dunetp

Bnoxnposkn

o admin

() OfwoamTe
P —— PT— [L— VRepBeMLA/saNROLEISI P CocTomitE ER— E— m
Client / CliemRead DBeaver 23.3.0 - 50L... () AccessExclusive Idle in transaction jdsdb SHOW search_path
Lack f relation DBeaver 23.3.0 - SQL... AccessShare Active jdsdb selact b.id as bookid, —
Lack f relation DBeaver 23.3.0 - SOL... AccessExclusive Active jdsdb lack table bookauthors
Lock / relation DBeaver 23.3.0 - 5QL.. AccessShare Active jdsdb select * from books

Pucynok 8.67 — Bkiagka «biokupoBku»

8.4.3.1 3aBepmienue 320,10KMPOBAHHOM CecCHH

3aBepIlIEHNN CECCUM JIOCTYITHO IPHU KJIMKE Ha CTPOKY ceccuu. B mpaBoil yacTu BKJIaJIKU

OTKPOCTCA AOIOJIHUTCIBHOC OKHO C BCIIOMOT'ATCIbHBIMU MTOJAMHA, NPCACTABJICHHBIMU B Ta6J'H/II_Ie

8.10.

Ne u3mMeHeHus:

HOI{HI/ICB OTB. JIMIIA:

‘ JlaTa BHECEHUS U3M:
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— BcnomorarenbpHble TIOJISI  OKHA 3aBCpHICHUA CCCCHMM Ha BKIIAJKC

«bnoxupoBkn»
Haszsanmue (RU) HaszBanne (ENG) Onucanue
JIIMTenbHOCTD Duration, s JlnuTenbHOCTH pabOThI MOCIEAHEN KOMaH/IbI, CEK
Tun coObITHA ) Tum coObITHS, KOTOPOI'O KAET 00CIYKUBAIOIINI
Wait event type ’ P A M H
OKUJIaHHUS po1iecc
) Tum coOBITHS OKUAAHUS / UMS COOBITHS
CoOriTue oxumanus | Wait event
OKUJIaHUS
M0JIb30BaTEIIb User NMs moaKIr094eHHOTO II0JIb30BaTeIIs
[Tpunoxenne Application Haszeanue npuiioxxenus
VY nepxxanue / Inquired / 3anpoIIeHHbIN peKUM OJIOKUPOBKY IS
3aIpONIECHHBIN OJIOKUPYEMBIX CECCUU, YIAEPKUBAEMBIN — TS
p lock mode py » YACP &
pexUM KOPHEBBIX
CocrostHue State Texyiiee cOCTOSIHUE CECCUU
baza maHHbIX Database Nwms BJl, k KOTOpOW MOJKIFOYEH MPOLECC
KewM 3a010xkupoBan ) ) .
(pid) P Locked by pid Pid Gnokupytomieit ceccumn
Pexxum 6mokupoBku | Locked by mode Pexxum O10KMpOBKH OJOKUPYIOLIEH ceccuu
Tun 0JI0KHPOBKU Lock type Tun OGaokupyemoro oObeKTa
OOBekT Object Nwms 006beKTa, SBISIFOIIET0Cs 1eJIbI0 OJTOKUPOBKH
) OID oTHOIIIEHHS, ABIISIOIETOCS LEIBIO
ID oTHOIIEHNSA Relation ’ m 1
OJIOKUPOBKHU
Homep cTpasHuIbI B OTHOLIEHUH, SBIISIOIIETCS
Crpanuia Page P CTpaHil ’ t
1IEJ1bI0 OJIOKUPOBKHU
Homep kopTeka Ha CTpaHHIIE, SIBISIOIIETOCS
Koprex Tuple P XOP PanHIE, H
1[I0 OJIOKMPOBKH 3a1ipoca
Bupryanbusiii ) : BupryanbHeii nIeHTUGOUKATOP TPaH3aKIINN
pTy Virtual xid pTy A ¢ PP T,

ID Tpan3akuuun

SIBJISTIOLLIANCS 11€JIbI0 OJIOKMPOBKHU

ID Tpan3akuuu

Transaction ID

Nnentudukarop TpaH3aKLMH, SBISIFOLINICS
1IEJ1bI0 OJIOKUPOBKHU

ID cucrtemHOTO

OID cucrteMHOro Karajuora, COAEpKallero 1ellb

Class ID
Karajora OJIOKUPOBKHU
. OID 1enu OJIOKUPOBKH B COOTBETCTBYIOIIEM
ID nenun Object ID ! P IOt
CHCTEMHOM KaTajore
Howmep croibra, sSIBASIONIETOCS 1ENbI0
) ) 0JI0KHPOBKH (HA caMy Ta0Iu Ka3bIBaroT classid
Howmep cronbma Object subid 1P ( M 1Y yKas .
u objid), HOJIb, €CIIM ATO HEKOTOPBIH IPyToit
OOBIYHBIM 00BEKT 0a3bl JaHHBIX
OID 06a3bl JaHHBIX, K KOTOPOI MOIKIIOUYEH
ID 6a3b1 JaHHBIX DB ID o ’ P o

poIIecc

IP-agpec knuenTa

Client address

IP-agpec knuenTa

ITopT xnueHTa

Client port

Homep TCP-nopta, KOTOpbII UCIIOJIB3YyETCS
KJINEHTOM JUIsl COEIMHEHUS C 9TUM IIPOLIECCOM

Komnerorep
KJINEHTA

Client hostname

NMst koMnbroTEPA KIMEHTA

Hauaso tpan3zakuuu

Xact start

Bpewms Hagasia Texyien TpaH3akuuu

Ne u3mMeHeHus:

‘ HOZ{HI/ICL OTB. JIMIIA:

‘ JlaTa BHECEHUS U3M:
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Onucanue
Bpemst Hagana BeITIOSTHEHUS
AKTUBHOTO/TIOCJIETHETO 3a1poca

Haszsanmue (RU) HaszBanne (ENG)

Hauao 3anpoca Query start

N3menenne Bpewms nociietHero n3MeHeHus: COCTOSIHUSA
State change
COCTOSTHUS (mons state)
ID BepxHero ypoBHs .
Backend xid Wnentugukarop BEpXHEro YPOBHS TPAH3AKIUH
TpaH3aKIUH
@ / AKTMEHOCTB BJ] @ Caccun BROKNPOEKH
1 lan
di @ Uewas X Pid: 6463 %
= Q Mo = Gunrp (O L T —
Fia An. | Cotumes om. Man.. [ —— [r——— Cocramkme Eoa. Janpes m L. select
m 2 b.id as bookid, b.title as booktitle,
[oR 64c  Client/ClientR DBesver2. (1) AccessExclusive  Idleintransac jds..  SHOW sea_ 7| 2 id 2x authorid, 3.title a asthortitla
5 inner join beoks b on b.id = ba.bookid
6463 43¢ Lock / relatien DBeaver 2.. AccessShare Active jds... selectbid & | inner join awthers a on a.id = ba.authorid
7 order by
¢ 8 b.id
6476 9c Lock / relation DBeaver 2. AccessExclusive Active s lock table ... Lg
n 11 @
6470 26¢c Lock / relation DBeaver 2. AccessShare Active jds... select * fro... 12
A Brwrenzancrs 43e
@ Lock
relation
as Mz
Pipunamewe DBeaver 22.2.0 - SOLEditor
a <Seript sql
YISDR. { TANO0W. DERAM AccessShare
SN— e
Ees jdsdb
PT— e
Pexim GnaKApoamrm: AccaseExclusiva
RT— relation
ctser 16990
1D aTHEweHE, 16999
cres
—
R T —
Pep——
=] Bearo: 1 Crpox va erpasie 14 Tuzl 4 1 3| iockcrewsars karances

Pucynok 8.68 — JlonoJHUTENBHOE OKHO «3aBEpIIEHUE CECCUM» Ha BKIIAJKE «BIOKMpPOBKI»

Haxatue Ha xHOTIKY «3aBepiienne ceccun» (End session) BRI30BET OKHO TIOJITBEPIKIECHUS

neiictBus «3aBepiieHue ceccum» (Session ending).

Tem cambim BeI3oBercs ¢ynkumsa CYBJl «pg terminate backend», koTopas 3aBeprraer

npouecc ¢ ykazanHbm PID.

[TonTBepauB AeiicTBUE, BRIOPAHHAS CECCUS 3aBEPIITUTCS.

8.4.4. Bkiaaaka «IloakarouyeHus»

Brmanka «IloakimrodeHns» oToOpakaeT KOJIMYECTBO MOAKIoUeHU K BoiOpanHoi CYB/I,

MO3BOJISISL BBIMIOJIHUTE Mepy OezomacHocTH, yctaHoBieHHYIO [Ipukazom Ne 17 ®CTOK Poccunu:

Mepa 3aumrel YITJ1.9 (3) B yacTu clieayommx TpeOOBAHUN:

Ne u3mMeHeHus:

‘ HO)_'[HI/ICI: OTB. JI4Ia:

‘ JlaTa BHECEHUS U3M:
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(OTHOBPEMEHHBIX ) CEAHCOB (CecCuil) i KaXJI0W yUETHOM 3alKCH MOJIb30BaTENCH.

[Tocne BpIOOpa 1EIH OTOOPAKAIOTCS CTOIOLIBI:

«ITomb30BaTens/posby;
«KonnuecTBO MOAKIIOUCHUI;

«KBOTa MOAKIIOYCHUITY .

KOHTPOJIb U OTO6pa)KCHI/IC AIMUAHUCTPATOPY HYHCIAa AKTHBHBIX IapaJlJICJIbHBIX

@atoba / AKTUBHOCTB B Ceccum BNOKHPOBKH MoAKAKYEHUA
Qi Avanuz puckos ®  Uenslocalhost X
& Knacteps! v Q nonck

Nonssosarens/Pons
@ AymuTuoruethoets v

postgres 13
@ nNpouzeopuTentHoCTh A

ids 8

CHUMKH 1 OTUeETHI

KonisecTso nogxnouerin

KsaTa nogxnouerHi

Het kBoTbI

Het kBOTbI

o admin
2

AgMmHHCTDATOp CYB[L

) O6HoBHTE v

Pucynok 8.69 — Bxnaaka «IloaxitroueHus»

Nmena nonp3oBareseil OTpaxkeHbl B BUAEC AKTUBHOW CCBUIKH, ITPY HAXKATUU HA KOTOPYIO:

MPOU30IAET nepexitoueHre Ha BkIaaky «Ceccun» (cM. 1. 8.4.2);

aBTOMAaTUYECKH YCTAHOBUTCS (PUIBTP MO BEIOPAHHOMY MOJIB30BATEITIO.

@atoba / AKTHBHOCTb B/, : Ceceuy BAOKUPORKY MopKmioueHus
Al Asanus puckos [o localhost X
&  KnacTeps! v Q, Movcx = ounsp TobKo aKTHEHbIe
Pig Basa pann Mones uecca
@ AvmuuorsETHocTs v dunsTp x
944 postgres postg 1ackend
@ pou3BoAMTENbHOCTE A Ba3a fankbix
1016 jdsdb postg 1ackend
CHUMKM 1 OTYETbI T
9
1984 postgres postg postgres rackend
Mpo6nemb! i pewenia
i e
3048 jdsdb postg T Peusees \ackend
AxTMBHOCTS BJ]
4688 postgres postg rackend
MNoaknyenin JDS C6pocuTs
4752 postgres postg. sackend
LDAP curxpoHusauna
4808 jdsdb postgres DBeaver 22.3.5-5Q. 192.168.243.125/32 client backend
&= Ponub]
5616 postgres localhost logical replication la.
A veepounenus v
5928 postgres postgres DBeaver 23.3.4-5Q. 192.168.243.61/32 client backend
6740 postgres postgres JDS23.6 u1/128 client backend
7612 postgres postgres DBeaver 22.3.5-Ma 192.168.243.125/32 client backend
8356 postgres postgres DBeaver 23.3.4- Me. 192.168.243.61/32 client backend
< CeepHyTs Metio
E Hacpoiikn Beero: 13

CocTosmme

Idle

Idle

Idle

Idle

Idle

Idle

Idle

Idle

Active

Idle

Idle

CoGbiTHe oMMAaHUA

Activity / LogicalLaunch

GTpoK Ka cTpannue: 12 1132 < 1

o admin
& nneraero

¢) OtHoauTs v

3anpoc

SHOW TRANSACTION ISOLATION...

SELECT c.relname,a.pg_catalog....

/*pgaddash®/ SELECT 'session_st

SET search_path = public,public,'$.

SET search_path = public,public,'$...

SET search_path = public,public,'s.

SHOW search_path

select pid, usename, datname, r.ro.

select pid, datname:itext, usenam..

SET search_path = public,public,'s.

SELECT c.relname,a. pg_catalog....

Pucynok 8.70 — Bxnagka «Ceccun» ¢ aBTOMaTH4eCKH YCTAHOBJICHHBIM (PHIBTPOM

B mpaBoM BepxHeEM yrily pacmoioxeHa KHoOmka «OOHOBUTBH)» C BBIMAJAIONIMM CIHUCKOM

BBIOOpA BPEMEHH aBTOMAaTUYECKOTO OOHOBJICHHS OTOOpakaeMoi WH(GOPMAIIHH.

‘ Ne u3mMeHeHus:

‘ HOZ[HI/ICB OTB. JI4Ia:

‘ JlaTa BHECEHUS U3M:
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8.4.5. OxHo noucka

OKHO ITOMCKa pacnoJioKEHO B JIEBOM BEPXHEM YTy BKIaa0K «Ceccum» U «BIOKMpPOBKMY.

ITouck BBITOIHSETCS IO 6yKBeHHBIM, YHCJIOBBIM 3HA4YCHUSAM, I10 BCCM CTOH6I_IaM.

@ ! AxTveHocTe B @ Ceccnn ENoKMpOEKK

o ® uenmps X

Q, jos X | = dunetp ) O6xoBmrL

Fa [ S D Kewerer R fE— S O —— f— m

=]

1201 jdsdb s 127.0.0.1/32 client backend Idle SELECT t. Targetld”, t Userld™. t."Cr—

]

1819 jdsdb s 127.0.0.1/32 client backend Idle SELECT u.'Id", u”AccessFailedCoun_

o

Pucynok 8.71 — OkHo noucka Bkinaiok «Ceccum
8.5. Hoapasnen «Ilogknrwdenus JDS» (JDS connections)
Bxnaaka «l[logkmiouenust JDS» oToOpa)kaeT KOJIMYECTBO MOAKIIOYEHUN K KOMIIOHEHTY
MOJIb30BATENICKOTO BeO-mHTEpdeiica ans agMuHHCTpaTopoB «Jatoba data safe», mo3Bosss

BBIIIOJIHUTBE Mepy Oe3omnacHocTH, ycTaHoBiaeHHY0 [Ipukasom Ne 17 ®CTIK Poccun:

Mepa 3aurel YITJ1.9 (3) B yacTu clieayommx TpeOOBAHUN:

— KOHTPOJIb H OTO6pa)KeHI/Ie AIMUAHUCTPATOPY HYHCIAa AKTHBHBIX MapaJlJICJIbHBIX

(OTHOBPEMEHHBIX ) CEAHCOB (CecCuil) A KaXJI0W yYEeTHOM 3alKCH MOJIb30BaTENeH.
[Tocne BpIOOpa 1EIH OTOOPAKAIOTCS CTOIOLIBI:
— «ITonb3oBaTenby;
—  «Tuny:
o JDS (nonkitoyeHue K KOMIOHEHTY);
o b/l (mogxmouenue k ciyxeoHoit b/l koMoneHTa);
— «KonnuecTBO MOAKIIIOUEHUI;

— «JIMMAT TTOAKITIOUEHUI.

Ne u3MeHeHUS: HOI{HI/ICB OTB. JIMIIA: ‘ I[aTa BHCCCHHA U3M:
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9 o admin
@atoba / Nogkntoyenna JOS & wncroaron GYEL
Qi Ananua puckor Q Nouck ¢) OHomuTs v
- Nonssosatens A Tun Kon-50 noaxaroueruit TIMHT oAk IREHHil
& Knacteps! v

> admin Jos 7 Bes3 orpanemit
@ AymnorseTHocTs v

3 ids 3] 3 Be3 orpaHHeHmit
@ TNpoM3BONMTENBHOCTE A

> postgres B0 5 Be3 orpaHuyeHHi

CHMMKW N OT4€TbI

Mpo6newbi 1 peweHnA

AKTUBHOCTE BJL

MoakmoueHna JDS

Pucynok 8.72 — [logpaznen «lloaxmtouenus JDS»
Jlumut noaxroueHu ass nosb3onareneit JDS ycraHaBnuMBaeTcs B KAPTOUKE MOJIb30BATENS

(em. m. 2.1.3.1).

HOI[KJHO‘ICHI/I?[ OT MMCHHU IIOJIb30BAaTCJIA BBIIIOJIHCHO B BHUJC PACKPBLIBAIOOICTO CIIMCKA, B

KOTOPOM OTOOpakKaroTCs:
— «Azpec NOAKITIOUCHUS;

—  «lIpunoxenue» — Bepcus npuioxenus JDS, Bepcust ”HTEpHET Opay3epa U Bepcus
O¢C;

— «BpeMﬂ J0 OTKIIFOUCHHA, Y4 MM)).

« o admin
@a toba / Mopkntouenna JDS & Anmncrpatop CYS/L
B8 nawsopa Q Mouck ¢y OHomuTe v
. Nonssosatens Tun KonnuecTso nogxniouesuin TIAMUT noakAIouE il
ahl  Awanus puckos
~ admin JDS 3 Be3 orpaH{yeHHi
&  Knacteps! v
Anpec nogniouesa N Mpunoesive BDEMA 10 OTKI0USHIS, U MM
@ Avaurnorséthocs v
192.168.241.42 JDS 2.3.8-devel - Chromer122.0 (Windows 10) 12:00
@ poMIBOAMTENBHOCTE A
192.168.243.125 JDS 2.3.8-devel - Yandex Browser/24.1 (Windows 10) 14:21
CHUMKM 1 OTUETbI
192.168.243.66 JDS 2.3.8-devel - Opera/108.0 (Windows 10y 13:59
Mpo6nemb! u pewseHis
> jds i) 2 Be3 orpaHmMHenmit
AKTMBHOCTb B1

Pucynok 8.73 — OtoOpaskeHue TOTMOIHUTEIHHON HHPOPMALIUY O MOAKIIOYSHUN MOJIB30BATEIS
JDS

Ne u3MeHeHUS: HOI[HI/ICB OTB. JI4Ia: ‘ I[aTa BHCCCHHA U3M:
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9. PABJAEJI «LDAP CUHXPOHU3ALIUA» (LDAP SYNC)

@ Pazpnen akryanen s Bepcun komnonenTa JDS B wacTu:

—  Active Directory — JDS 2.0 - 2,6;
—  ALD Pro-JDS 2.1 -2.6;

—  FreelPA - JDS 2.1 - 2.6;

—  Samba —-JDS 2.2 - 2.6.

[Mompaznen «LDAP cunxponmsanms» (LDAP Sync) sBnsiercs rpadpuueckum natepdericom
KomroHeHTa «ja_Sync_ LDAPy, npeana3HauyeHHOTO sl CHHXPOHU3ALWUHU YUETHBIX 3aIKCEH TPy

110JIb30BaTeIell aKTUBHOTO KaTayiora ¢ yueTHeIMH 3anucsimu CYB/] B npsiMoil nponopuuu.
[lepen paboToii ¢ TaHHBIM MOAPA3ACIIOM HEOOXOIMMO 03HAKOMUTHLCA C IOKYMEHTAILIUEH:
—  «PyxoBoactBo aamunuctparopa. 643.72410666.00067-07 95 01»;

—  «PyxoBoactBo no Hactpoiike. Yacte 2. KoHTpons cyObekToB noctyna. KommnoHneHT

«Jatoba data vault». 643.72410666.00067-07 98 01-02»;

—  «PyxoBoacTBo 1o Hactpoiike. Yacte 8. CHHXpOHHM3aLMs YYETHBIX 3allicel CIyKO0

katanoroB u CYBJl. Komnonent «ja_Sync LDAP». 643.72410666.00067-07 98 01-08».

Hacrtpoiika nogkmiouenuss k neneBoit CYBJl ana paspena «LDAP Sync» nomaHocThIO

omucaHa B nojipaszene 2.1.3.2 HacTOsIIero JOKyMEHTa U JOTIOJHUTENbHBIX IEUCTBUIN HE TpeOyeT.
IIpu BbIOOpe Target Oymyt otpaxarbcs ueneBole CYDBJl, co3maHHble B paszaele

«Settings»—>«Targets» U ¢ yCTaHOBJICHHBIM pacIIpeHueM «ja_sync_ldapy.

@ HacTpolika cHHXpOHU3aUK YYEeTHBIX 3amnuceit ciryx0 karanoros ¢ CYB]] onmcana B
nokymente «PykoBoactBo mo Hactpoiike. Yacte 8. CUHXpOHHU3AIMS YUYETHBIX

3amuceit cimyx6 karaioroB u CYB/l. Kommonent «ja_Sync LDAP»

Tabmuunast obnacte Bimagku «LDAP Sync» pasznenena Ha 3 4acTu, pacmloiiOKEHHBIE B

JIOrMYECKOM MOCIIeI0BATEILHOCTH:
—  «Profilesy;

—  «Mapping»;

Ne u3MeHeHUS: HO)_'[HI/ICI: OTB. JI4Ia: ‘ I[aTa BHCCCHHA U3M:
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—  «Log».

B neBoM BepxHeM yTiTy pacmnoioxkeHa KHomka «Select Targety, mpu Ha)kKaTUU BBI3BIBACTCS

OKHO BBIOOpa cepepa 1eneBoit CYB]] «Jatobay.

Bri6op cepsepa CYB/I ¢ ycranHoBiIeHHBIM KOMIOHEHTOM «ja_Sync LDAP»:

—  ycraHoBUT coeauHeHue c 1eneBoit CYB/I;

— BeBOBeT  ¢QyHkmumio  «ldapsync.get sync profiles», = dWro  cooTBeTCTBYyeT
SQL-komane:

select ja sync ldap.get sync profiles();

Ecmu npodunu cuaxpoHn3anuu cOpMHPOBAHBI, TO OHA OTPA3STCS B TAOIMYHON YaCTH

«Profilesy.

9.1. Tabnmunas yacthb «Profiles»
B tabnuunoit wactu «Profiles» noctynusl GpyHKIIMOHAIHHBIE BO3MOKHOCTH ISl TpOdUIei

CHUHXPOHU3ALINU:
—  cosznanue (Add);
—  pemaktupoBanue (Edit);
—  ynanenue (Delete).

9.1.1. Co3nanue npo¢puss cuHXpoHu3anum ¢ Active Directory

[TukTorpamMmMa co3manust IpouiIs CHHXPOHM3ALNHU TI0Ka3aHa Ha pucyHke 9.1.

J) Jatoba Data Safe ®  +

< C BB Gy &  localhost:a443/Idap
@ LDAP Sync
S ® JDS
MukTorpamma
. co3aaHuda npoguns
= Profiles Add 3A pod
\ CUHXPOHU3aUnNun
T
ad_users 10.96.1.200 389 :
[ ]
(W]

‘ Ne u3MeHeHUS: HO)_'[HI/ICI: OTB. JI4Ia: ‘ I[aTa BHCCCHHA U3M:
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Pucynok 9.1 — Cozganne npoduiist CHHXpOHH3ALNUN

Haxartue IMUKTOIrpaMMBbI BBI3OBECT OKHO CO3JaHuA HpO(bI/IHSI CUHXPOHU3AINH

«Create profile», B koTopom TpeOyeTcsi MOCAeI0BATENBHO 3a0JIHUTD TOJIA:
—  «Profile name» — nums npodus;
—  «Host» — IP-agpec cepBepa akTUBHOIO KaTajora;

—  «Porty» — mopr nmogkmrOYeHMs K CEpBEpPY AKTHMBHOIO KaTajora, IO YMOJIYaHMIO

ucnosb3yercs 3HaueHue 389;

—  «Login» — ums ydeTHOH 3amuch Ha CepBepe AKTHUBHOTO KaTajora, MMEIOIeH

aAMUHUCTPATUBHBIC TIOJTHOMOYMS YIIPABJIEHUS YYETHBIMU 3alIUCSIMU I10JIb30BATEIICH;
—  «Password» — naposib BpIIICONMCAHHON YUYETHOM 3aiCH.

3anoyiHeHHbIE 1O creHepupyoT SQL-komaHy:

SELECT ja sync ldap.set sync profile(in profile id int,
in profile name text, in host ip text, in port text, in login
text, in pswd text);

KonunuectBo 1 HaumeHoBaHue nosieit B Bepcusax JDS nokazano B Tabnuiie 9.2.

Tabmuua 9.1 — HaumenoBanue none npoduis CHHXpOHU3anuu B Bepeusix JDS

No HaumMeHnoBanue moJist But ost Ty Houtst

B JDS 2.0 JDS 2.4-2.6

1 | Profile name Profile name TekcroBoe OO0s3aTenbHOE
2 | DBrole * LDAP server type* Bxuanka Obs3arenpHOE
3 | AD group* Use LDAPS Tymb6nep Obs3arenpHOE
4 | AD attribute * | Certificate path TexcroBoe HeoOs3aTenbHoe
5 | Host Host TekcToBOE OO0s3aTenbHOE
6 | Port Port TekcToBoe OO0s3aTenbHOE
7 | Login Login TexcroBoe Obs3arenpHOE
8 | Password Password TekcToBoe OO0s3aTenbHOE

Bunbel okoH co3ganus npoguiisi CAHXPOHU3ALMY PECTaBIEHbl HAa pUcyHKax 9.2 u 9.3.

Ne u3mMeHeHus:

HOZ{HI/ICB OTB. JIMIIA:

‘ JlaTa BHECEHUS U3M:
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Create profile X

ad_user

10.96.1.200

Port

389

Login *

admin
o

Pucynox 9.2 — Oxno co3ganus npodwist cuaxponnsanuu B Bepcun JDS 2.0

Cozpanue npoduna X

Haurenozasue npoduna *

Tun LOAP-cepe=pa *

Active Directory ALD Pro Fres|PA Samba

(1) Vcnonesoeats LDAPS

MyTe k ceprudianaty (gan Unix-nogobHen cuoTam)

HocT* Mopr *
389

MNoraw *

Mapons ™

Pucynox 9.3 — OkHo co3ganus npoduist CHHXpoHU3anuu B Bepcun JDS

B onuceiBaemom nipumepe SQL-koMaHa OyA€T IMETh BUI:

select
ja sync ldap.set sync profile(null, 'ad users','10.96.1.200',"'38
9','admin', 'Password') ;

I[Ipu coxpaHeHHH CO31aHHOr0 NPO(UIIL CHHXPOHHU3ALUY, OH NOSBUTCA B CIIUCKE NIPOQHIeH

Y B BEPXHEH IEHTPAIbHON YacTH pa3jesnna nmosButcs coodmenne: «Ldapsync npoduib cozmany.

Ne u3MeHeHUS: ‘ HOI[HI/ICI: OTB. JI4Ia: ‘ I[aTa BHCCCHHA U3M: ‘
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& Ldapsync profile has been created X

Pucynok 9.4 — Coobuienue co3manus npoQuis
9.1.2. Co3nanue npoduisa cuuxponusanuu ¢ ALD Pro
ALD Pro — sto anprepHatuBHOE mporpamMmHoe obOecrmieueHne MS Active Directory mis

YIpaBJIeHHUS aKTUBHBIM KaTanorom, nopaepxxusaemoe Ha OC GNU/Linux.

Jns cozmanusa mpoduiisi cuHxpoHm3anmuu ¢ cepepoM ALD Pro TpeOyercss BBHIMOTHUTH

CJICYIOIIHE [Iaru:
—  HaxaTtb KHOTKY «/[0o6aButh» (Add) B Tabmuunoit wactu «lIpodunmy» (Profiles);

— B otkpeBmmuMcs okHe «Co3zmanue mpodums» (Create profile) BbIOparh BKIAAKY

«ALD Proy;

CoapaHue npoduna X

HaKMeHOBEHNE NpOGUAA *

Twn LDAP-cepsepa *

Active Directory ALD Pro FreelPA

(1) Mcnonbsosatb LDAPS

MyTe K cepTuduKaTy (AnA Unix-nogoéHblX cCHCTEM)

Xocr* Mopt *
389

JlaruH *

Mapone *

Pucynok 9.5 — Bknagka « ALD Pro»

— B mone «Wmsa mpoduns» (Profile name) ykazare umsi cozmaBaeMoro mpoduist

CUHXPOHH3AILINU,

— B none «Xoct» (Host) ykazars [P-anpec cepsepa ALD Pro;

Ne u3MeHeHUS: ‘ HO,Z[HI/ICI: OTB. JI4Ia: ‘ IIaTa BHCCCHHA U3M:
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— B none «Ilopt» (Port) mo ymoin4aHuio yCTaHOBIEHO 3HaUeHueE «389», eciau 3HaueHue

BXO/JISIIIIETO MTOPTa HE MEHSUIOCh, TO OCTaBUTh 3HAYCHHEM 0€3 N3MEHEHUH;
— B none «Jlorun» (Login) yka3zate mapamerp <admin DN>;

Crtpoxka nmapaMmeTpa MOXKET UMETh CIICTYIOUIUN BUI:
uid=admin, cn=users, cn=accounts,dc=ald,dc=local

— B nonae «Ilapoab» (password) ykazaTs naposib aqmuHuctTparopa cepsepa ALD Pro.

Ha JaHHOM HIarc¢ CO3JaHHucC HpO(I)I/IJIH CUHXPOHU3alMKU C CCPBCPOM AKTUBHOTO KarTajiora

ALD Pro 3akoHuY€eHO.

Co3zmanue npodwmis manmnuHra onucano B 1. 9.2.2 «Co3ganue npodwins manmnuara ALD

Proy.

9.1.3. Co3nanue npodpuiasa cunxpounusannu ¢ FreelPA

FreeIPA (Free Identity, Policy and Audit) — sT0 mucTpuOyTuB Linux C OTKpBHITHIM
MCXO/JHBIM KOJIOM, KOTOPBI 00eCleunBaeT IIEHTPATU30BAaHHOE YIPABICHHE YJOCTOBEPEHUSIMH,
ayTeHTU(HUKAIMIO W aBTOPU3AIMIO, a TaKkKe I[IEHTPAIM30BaHHOE XpaHEHHWE aTpuOyToOB
nonp30BaTeneit u rpynn. OH pa3pa®oTaH i yIIPOUICHHUS YIPaBICHHS YAOCTOBEPEHUSIMHU B CpEIie
Linux u MokeT OBITh MCIIOJIb30BaH IS CO3JaHMs KaTaJOTOB, CIYy>KO €IMHOTO BXOJa U APYTUX

MPUIIOKEHHH, TPEOYIOMUX EHTPATH30BAHHOTO YIIPABICHUS YOCTOBEPEHUSIMHI.

Jnst co3manust mpodwmiis cuHXpoHn3auuu ¢ cepBepoM FreelPA TpeOyercss BBITOTHHUTH

CIICYIOIIHE [Iaru:
—  HaxaTth KHOTKY «/lo6aButh» (Add) B Tabnuunoit yactu «IIpodunm» (Profiles);

— B oTtkpeBmmuMcs okHe «Co3zmanume mpoduis» (Create profile) BbIOpaTs BKIaaKy

«FreelPAy;

Ne u3MeHeHUS: HOI{HI/ICB OTB. JIMIIA: ‘ I[aTa BHCCCHHA U3M:
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Create profile X

Profile name *

LDAP server type *

Active Directory ALD Pro FreelPA

(1) Use LDAPS

Host * Part *
389

Login *

Password *

Pucynok 9.6 — Bknaaka «FreelPA»

— B none «Mmsa mpopuns» (Profile name) ykaszaTte mMs coszgaBaemMoro mpoduis

CUHXPOHM3ALUH;
— B none «Xoct» (Host) ykaszars [P-agpec cepsepa FreelPA;

— B nose «Ilopt» (Port) mo ymonuaHuto yCcTaHOBIEHO 3HaueHue «389», eciu 3HaueHue

BXO/ISIIIIETO MTOPTa HE MEHSUIOCh, TO OCTABUTH 3HAYCHHEM 0€3 H3MEHEHUH;
— B none «Jlorun» (Login) yka3are napamerp <admin DN>;

Ctpoxka nmapameTpa MOKET UMETh CIICTYIONIUN BU/I:

uid=admin, cn=users,cn=accounts,dc=freeipa,dc=local)

— B none «[lapons» (password) ykaszats napois aaMuHHCTpaTopa ceppepa FreelPA.

Ha JaHHOM HIarc¢ CO3JaHuc HpO(I)I/IJ'UI CUHXPpOHU3alMK1 C CCPBCPOM AKTUBHOTO KarTajiora

FreelP A 3akoHueHO.

Ne u3MeHeHUS: HOZ[HI/ICI: OTB. JI4Ia: ‘ I[aTa BHCCCHHA U3M:
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9.1.4. Co3nanue npoguis CHHXpOHU3anuu ¢ Samba

Samba Active Directory Server obecrieumBaer cpemny, moxoxyro Ha Windows, mis
yIpaBJICHUS] YYETHBIMH 3aIHCSAMU I0JIb30BATENICH, MpaBaMH JOCTyNla M PECypcamMH B CETH Ha
ocHOoBe Samba. OH MO3BOJISIET LEHTPATU30BAHHO YIPABIATh ayTeHTU(UKAKEH TOIb30BaTEeH,
KOHTPOJIEM JOCTYIa H COBMECTHBIM HCIIOJIB30BAHUEM PECYPCOB, UTO YIIPOILAET OOCITYy)KUBAHHE U

oOecrieueHne 6e30MacCHOCTH CMEIIAaHHOW CPEIBI.

C nmomompio Samba Active Directory Server muterpupyrorcst Linux, macOS u apyrue
CHCTEMbI, OTIHYHBle OT Windows, B JOMEH, 4YTO YIPOIIAeT YIpaBICHHE pPa3pPEIICHUIMU
MOJIh30BATENIEH, COBMECTHBIM JIOCTYIIOM K (ailyiaM M JOCTYIIOM K IPHHTEPAM Ha BCEX CETEBBIX

YCTPOUCTBAX.

Jnst co3manusi mpodwiis CHHXPOHM3ALMU C cepBepoM Samba TpeOyercs BBIIOIHHUTH

CIICYIOIINE [Iaru:
—  HaxaTb KHOTKY «/[o6aButh» (Add) B Tabnuunoit yactu «lIpodumm» (Profiles).

— B oTtkpeBmuMcs okHe «Co3zmanume mpopuis» (Create profile) BbIOpaTe BKIaaKy

«Sambay;

Co3zpgaHue npoduna X

Haumerno=anue npoduna *

Tun LOAP-cepeepa*

Active Directory ALD Pro Fres|PA Samba

(1) Mcnonesoeats LDAPS

MyTe k ceprudinkaTy (R Unik-nogobHen cHoTam)

HocT* Mopr *
Norwn *

Napone *

OTMEHWNTE

Pucynok 9.7 — Okno co3mganus nmpodwmist Samba

Ne u3MeHeHUS: ‘ HO)_'[HI/ICI: OTB. JI4Ia: ‘ I[aTa BHCCCHHA U3M:
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— B none «Mmsa mpopwms» (Profile name) yxazate mmsi co3maBaemMoro mpodust

CUHXPOHH3AILINU,

Hanpumep
samba usr

— B none «Xoct» (Host) ykazats aapec cepepa Samba;
Jlormyckaercst yka3plBaTh JoMeHHOE uMs win [P-aapec cepBepa Samba.

Hanpumep

10.116.101.114
1580078

dc.domain. test
— B nose «lIlopt» (Port) mo ymoin4aHuio yCTaHOBIIEHO 3HaUeHue «389», eciau 3HaueHue
BXOJIAILETr0 NOPTa HE MEHSJIOCH, TO OCTaBUTh 3HAUEHHEM 0€3 U3MEHEHMUI;
B paccmaTpuBaeMoM NpuUMeEpPE UCIIONb3YETCS 3HAUEHHUE «636».
— B none «Jlorun» (Login) ykazate «UIDy» ammunuctparopa cepepa Samba;

«UID» anmunHmCTpaTOpa cepBepa Samba nmoxyyaeTcs BHITOJTHEHHEM KOMaH bl B TEpMUHAIIE

OT UMEHHU U C NIPABAMU «IOO0t»:
samba-tool user show administrator

root@dc:/etc
dann NMpaeka Bug MoMck TepM MHan

L etc |# samba-tool user show administrator
Unknown parameter encountered: "
1l

server require strong auth”

require strong auth”

Pucynok 9.8 — «UID» agmunancTpaTopa cepepa Samba

Ne u3MeHeHUS: ‘ HOI{HI/ICB OTB. JIMIIA: ‘ I[aTa BHCCCHHA U3M:
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Crtpoxka nmapaMmeTrpa MOXKET UMETh CIETYIONINN BU/I;
cn=administrator, cn=users, dc=domain, dc=test

— B none «[laponby» (password) ykazaTs mapoisis aiMUHUCTpATOpa cepBepa Samba.

Ha JaHHOM HIarce CO3JaHuc HpO(I)I/IJIH CUHXPOHU3AIMKU C CCPBCPOM AKTUBHOTO KarTajiora

Samba 3axk0oHYEHO.

COSJJ,EHI"IE ﬂpOdJHﬂH X
Haurmernozasue npoduna ¥

samba_usr
Tun LOAP-cepespa *

Active Directory ALD Pro FreslPA Samba

(1) Mcnonezoeats LDAPS

MyTe K ceprudimkaTy (AR Unix-nogobHel CHOTEM)

ApcT® Mopr *
dc.domain.test 389

Norvw *
cn=administrator,cn=users dc=domain,dc=test

Mapone *

naninuna Q

Pucynok 9.9 — Co3znanue npoduiisi CHHXpOHHU3AIMU C CEPBEPOM aKTUBHOTO Kartajora «Sambay

Bremonasiemble neiicTBust OyayT aHalOTHYHBI BhIMonHeHWI0 SQL-koMaHae Ha cepBepe

CYB/] «Jatoba» ¢ ycranoBineHHbIM pacmupenuem ja_Sync LDAP:

SELECT

ja sync ldap.set sync profile(null, 'samba usr', 'dc.domain.test’
,'06306", '"CN=Administrator,CN=Users, DC=domain, DC=test',
'P@ssword', 'samba'):;

Co3nanune npoduiist ManmuHra onucato B 1. 9.2.4 «Co3ganne npoduiis Manmuara Sambay.

Ne u3MeHeHUS: HOZ[HI/ICI: OTB. JI4Ia: ‘ I[aTa BHCCCHHA U3M:
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9.1.5. Hactpoiika LDAPS nas cepsepa CYBJ B OC cemeiictrBa Windows un
GNU/Linux

s ucnionp3oBanusa LDAPS misa cepsepa CYB/l B OC cemeiictBa Windows 1ocTaToqHO

BBINIOJIHUTH CJIEIYIOIINE [Lark:
—  TIEpeBECTH TyMOJEp B MOJOKEHHUE «BKIIOUCHOY;
—  yKa3arb UM cepTu(uUKara.

[IpenBapurensHO cepTUUKAT AODKEH OBITh SKCIIOPTUPOBAH ¢ cepBepa Active Directory u

yctaHoBiieH Ha cepsep CYB/I B toBepeHHbIE KOPHEBBIE LIEHTPHI CEPTU(PHUKALIUY.

Jns ucnionszoBanusi LDAPS mns cepsepa CYB/] B OC GNU/Linux 10cTaTOYHO BHITOTHUTH

CJIEIYIOIINE [IAaru:
—  TIepeBECTH TyMOJEp B MOJOKEHHUE «BKIIOUCHON;
—  yKasarb IyTh U UMS cepTU(UKATA.

CkormmpoBath ceptudukar pfx B modyto mupekroputo B OC ¢ CYB]l, Ha KoTOpyIO ecTh

IpaBa y MOJb30BaTeIIs postgres.

Hanpumep:

/var/lib/jatoba/<Bepcuga>/)
[Tomyuuts u3 ceprudukara pfx ceprudukar crt:

openssl pkcsl2 -in <cert name>.pfx -nokeys -out <cert name>.crt
Hasnauuts BrnagensiieM cepTuduKaTa mojib30BaTess postgres:

chown postgres:postgres /myTs/mo/<cert name>.crt

@ [Tonnoe omucanue Hactpoek no OC mnpuBeneHO B JOKyMeHTe «PyKOBOJCTBO MO
Hactpoiike. Yactp 8. CHHXpOHHM3aIMs yUeTHBIX 3anucer ciayx0 karaigoroB u CYB/I.

Komnonent «ja_Sync LDAP».

Ne u3MeHeHUS: HOI{HI/ICB OTB. JIMIIA: ‘ I[aTa BHCCCHHA U3M:
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9.1.6. PepakTupoBanue u ynajenne npo¢uias CAHXPOHHU3ALUN
Wmerommecs mpoguiiv CHHXPOHHU3AIMH BO3MOXKHO PEIAKTHPOBATh WIH YIAIATH 4Yepes3

KOHTEKCTHOE MEHIO CTPOKH, KaK MPEJICTABICHO Ha pucyHke 9.10.

@ Jatoba Data Safe X +
< BB O & localhost:2443/Idap
@ LDAP Sync
S ® JDS
= Profiles Add
= Profile name Haost Fort
1 ad_users 10.96.1.200 389 :
o £ Edit
T Delete
Q -

Pucynox 9.10 — KonTexkcTHOE MEHIO peAaKTHPOBAHUS MPODUIISL
VY nanenue npoduiiss CHHXpOHU3AIMK HICHTUYHO BBITOTHEHHON SQL-komaHze, riae HoMep

PO HIIS TOACTABIIAETCS aBTOMATUYCCKU:
select ja sync ldap.drop sync profile(in profile id int);

9.2. TabummuHas yacTb «Mappings»

B Ttabmuunoit wactu «Mapping» oTpakaroTcs NPO(PHIN MaNHHTa COOTBETCTBYIOILIUE
npopwto cuHXpoHM3anud. [Ipodunb CHHXpOHHM3aIMKM MOMKET HMMETh HECKOJIBKO mpoduien
ManmnuHra ¥ MpHu BeIOOpe NMpOodMiIss CHHXpOHHW3aUWU, B TaOimumyHON yactu «Profiles», orpassrces

MPUHAITISKAINE eMY TTPOUITH.

Ne u3MeHeHUS: HOZ[HI/ICI: OTB. JI4Ia: ‘ I[aTa BHCCCHHA U3M:
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Q) Jatoba Data Safe X + Q _ 8 X
< > C 8B @ localhost:asds/ldap % 6 >0 & & =
@ LDAP Sync admin_bd (Administrator) &
b1 lo] Target: JDS
1 Profiles Add Mappings ® Synchronization Add
LY Profile name Host Port D 4 DE role AD group AD attribute
m
1 ad_users 10.96.1.200 389 H 1 ad_users cn=db_users,cn=_.. cn
Q
Total 1 Rows per page: 4 10f1 < 1 Total 1 Rows per page: 4 10f1 < 1
Log [ Delete

O Date Prafile name DB role AD group Result Message

[ 2023-02-16 16:04:01 ad_users SUCCESS SUCCESS 0 Successful synchronization (All users are synchronize... r

Pucynok 9.11 — IIpodunm manmuara
Bri6op nmpoduns cuaxponnszanuu BbizoBeT (yHkimio «ldapsync.get sync profile mapsy,

YTO UJCHTUYHO BBHIMOJIHEHUIO SQL-KOMaH/IbI:
select ja sync ldap.get sync profile maps(in profile id int);

Homep npodus (profile id) moacraBisieTcs aBTOMaTUIECKH.

B raGmuunoit yactu « Mapping» noctynHsl QyHKIMOHATBHBIE BOZMOKHOCTH IS Ipod e

ManfHra, TaKhe Kak:
—  co3nanue (Add);
—  penaktupoBanue (Edit);
—  ynanenue (Delete).

9.2.1. Co3nanue npodpuiasa mannuHra Active Directory

HaxaTue nukTorpamMmsl co3aHus npo@uis MaMHIa BbI30BET OKHO «Create mapping».
KonmaectBo n HaumeHoBaHUe moser B Bepcusix JDS mokazano B Tabimiie 9.2.

Tabmuua 9.2 — HaumenoBanue mone npoduis Mannuara B Bepeusix JDS

o HaumeHoBaHHe 1m0JIsI Ty Houtst
) JDS 2.0 JDS 2.4 -2.6
1 | Profile name ID: No, < Profile name > He pepgaktupyemoe
2 | DBrole * DB role * OO6s13aTenpHOE
3 | AD group* LDAP group * Obs3arenpHOE
4 | AD attribute * LDAP attribute * OO6s13aTenpHOE

Ne u3MeHeHUS: ‘ HOI{HI/ICB OTB. JIMIIA: ‘ I[aTa BHCCCHHA U3M:
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No HaumeHoBaHMe 1m0JIsI Ty moust

) JDS 2.0 JDS 2.4 -2.6
5 |— Object class Heobs3aTenpHOE
6 | — Base DN Heobs3aTenpHOE

Bunpt okoH co3manus npoduiis ManmuHra IpeAcTaBieHbl Ha pucyHnkax 9.12 n 9.13

Create mapping

e name

ad_users

ad_users

D group

cn=db_users,cn=users,dc=jatoba,dc=corp
AD attribute

cn

Pucynox 9.12 — Oxno co3nanus npoduis manmuara B sepcuu JDS 2.0

B okne HemoctymHo s pemaktupoBanus moie «Profile», T.x. oHO Hacmemyercs OT

Create mapping

Frofile: «tesi_profile_name_3»

DB role *

LDAP group *
LDAP attribute *
Object class

Base DN

Pucynox 9.13 — OxHO co3nanus mpoQuiis ManmmuHra

npoGUIsE CHHXPOHHU3AIIHH.

B mone «DB role» ykaspiBaeTcsi rpynmoBas pojib, B KOTOPYH OyayT A00aBiIE€HBI

co3zlaBaeMble Mmojib3oBarenu B meneBoit CYB/I.

Ne u3mMeHeHus:

‘ IMoxmucs oTB. MUNA:

‘ JlaTa BHeCeHHS U3M:
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B none «AD group/LDAP group» ykaseBaetcs atpuOyt «DistinguishedName» rpynmsi

nonp3oBaTeneit «db_users» Microsoft Active Directory.

B mone «AD attribute/LDAP attribute» ykassiBaercs atpu0OyT 3anucu B Microsoft Active
Directory, mo koTopoMy OyAeT OCYIIECTBISTHCS IMOUCK YYETHBIX 3alMCedl TOJIh30BAaTENCH H
BBIMONHATEC cuHXpoHm3anuss ¢ CYBJl. B kadectBe aTpuOyTOB CHHXPOHH3AIMH MOTYT

HCIIOJIB30BAThCS aTPUOYTHI:
— sAMAccountName;
—  cn
—  name.
3anoJIHeHHbIE 101 OKHA creHepupyroT SQL-komanny:
SELECT ja sync ldap.set sync profile map(in map id int,

in profile id int, role bd text, role ad text, in attribute
text);

B onuceiBaemom npumepe SQL-koMaHa OyA€T IMETh BUI:

SELECT
ja sync ldap.set sync profile map(null,1l, 'ad users', 'CN=db user
s, CN=Users, DC=jatoba, DC=corp', 'cn');

[Tonst «Object class» u «Base DN» He o00s3aTenbHBI MpU 3aNOTHEHUN W 3ATOJTHITCS

ABTOMATHUYCCKU.

[Tpu coxpaneHUM CO3AAHHOTO MPO(UIS MAIIKUHTA, OH MOSIBUTCA B CIHCKE MpOopuiIei u B
BEpPXHEH LEHTPaJbHOM YacTH pasfena mosBuTcs coobmenue: «Ldapsync mpoduis manmuHra

COo3aaH».

(% Ldapsync profile mapping has been created X

Pucynok 9.14 — Coobmienne coznanue npoduias ManmuHra
[Tocime wero craHeT JOCTYIIHA TNHKTOTPAMMa  BBIMOJTHEHWS  CHHXPOHU3AIUU

«Synchronizationy.

‘ Ne u3MeHeHUS: HOI[HI/ICB OTB. JI4Ia: ‘ I[aTa BHCCCHHA U3M:
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9.2.2. Coznanue npodpuiasa mannuara ALD Pro
st co3manust Takoro npoduist mamuara ¢ cepepoM ALD Pro tpeOyercss BBITOIHHUTH

CIICAyOImureC maru:

—  HaxaTth KHOTIKY «Jlo6aBuTh» (Add) B Tabnmanoit yactu «Marnmuary (Mappings), 4To

BbI30BeT OKHO «Co3nanue npodmisa» (Create mapping);

— B none «Pome BJl» (DB role) ykaseiBaercs rpymmoBast posib B CYB/Il, B koTopyto

OyayT no00aBIEHBI CO3JaBAEMBIE TI0JIh30BATEIIH;

— B nosie «I'pynna LDAP» (LDAP group) yka3aTh uMsl Ipylibl I0Jb30BaTeNed Ha

cepsepe ALD Pro, nosip3oBatenin KOTOpoil OyAyT CUHXPOHU3UPOBaHbI ¢ nojbp3oBarensimMu CYB/;

Crpoka napaMerpa MOKET UMETh CJIETYIOIINI BU:

cn=lpadmin, cn=groups, cn=accounts, dc=ald,dc=local

— B none «Atpubyt LDAP» (LDAP attribute) ykazaTs atpulyT, 110 KOTOpOMY OYyIeT
OCYIIECTBIISITHCSl TIOUCK YYETHBIX 3alMCel TOJh30BATENCH W BBINOIHATHCS CHHXPOHU3AIUS C

CYB/;

B kauectBe arpubyra novicka Ha cepsepe ALD Pro ucnonesyercs atpulyr:

uid

Atpubyt UID (User ID) — 3T0 yHUKaNbHBINA HASHTU(PUKATOP MOJIb30BaTeNs B cucteme. OH
UCIIOJIb3YETCA Il MACHTU(PUKAUMKM M OTJIMYUS [0Jb30BaTENE B ONEPALMOHHOW CHCTEME.
Kaxnpiit monp3oBaTenb B cucteMe umeer cBoil cooctBeHHbiil UID, KOTOpBIi pucBanBaeTcs emy

IIPU CO3JaHUM YYETHOU 3aIUCH.

— B none «O0bexTHBIN Kitace» (Object class) ykazaTs mapamerp:

person

60 apaMeTp 3arOTHUTCS aBTOMATHUYECKHU.

— B none «baza moucka» (Base DN) ykazars mapamerp <basedn>. [lpu 3anonnenun

00s13aTCIBbHBIX MMOJICH 110JI€ 3aII0JTHUTHECS aBTOMATHUECKH.

Crtpoxka nmapaMeTpa MOXKET UMETh CIICTYIOUIUN BU/L:

‘ Ne u3MeHeHUS: HOI{HI/ICB OTB. JIMIIA: ‘ I[aTa BHCCCHHA U3M:




173
643.72410666.00067-07 98 01-07

dc=ald,dc=local

Create mapping X

Cancel

Pucynok 9.15 — Oxno co3nanus npoduist manmuara uist cepsepa ALD Pro
9.2.3. Coznanue npopuiasa mannunra FreelPA
Jns cozmanmst Takoro mpodwins mManuHra ¢ cepsepom FreelPA tpeOyercst BBINOTHHUTH

CJIeIYIOIIKE Iaru:

—  HaxaTh KHOTIKY «Jlo6aBuTh» (Add) B Tabnuunoit yactu «Marnmuary (Mappings), 4To

BbI30BeT OKHO «Co3manue npodus» (Create mapping);

— B nose «Posb B/I» (DB role) yka3zars rpynnosyto posib B CYB/I, B koTopyto OyayT

I[O6aBJ'IeHBI CO31aBa€MBbIC I10JIb30BATCIIN,

— B nosie «I'pynna LDAP» (LDAP group) yka3arb UMs Ipylibl IOJb30BaTeIed Ha

cepsepe FreelPA, nonbs3oBarenn KoTopoi Oyly CHHXPOHU3UPOBaHHI ¢ nosib3oBaTesssmu CYB/L;

Ctpoxka nmapaMmeTpa MOXKET UMETh CIICTYIOIIUN BU/L:

CN=freeipa,CN=groups,CN=accounts, DC=freeipa, DC=local

— B none «Atpubytr LDAP» (LDAP attribute) ykazarb arpuOyT 1o KOTOpoMy OyIeT
OCYIIECTBIISITHCSl TIOMCK YYETHBIX 3alMCEW TOJh30BATENCH W BBINOIHATHCS CHHXPOHU3AIUS C

CYB/;

‘ Ne u3MeHeHUS: HO)_'[HI/ICI: OTB. JI4Ia: ‘ I[aTa BHCCCHHA U3M:
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B kauectBe arpubyta nmoncka Ha cepsepe FreelPA ncnonssyercs arpuOyTt:
uid

Atpubyt UID (User ID) — 3T0 yHUKanbHBIA HASHTU(PUKATOP MOJIb30BaTeNs B cucteme. OH
UCTIONB3YETCs [UIA MICHTH()HUKAIMA W Pa3IMYeHUs MOJb30BaTeNieli B ONEPAIMOHHOW CHCTEME.
Kaxxnpiii mons3oBarens B cucteMe umeeT cBoit cooctBennbiil UID, KOTOphIi prcBanBaeTCs eMy

IIPU CO3JaHUU YYETHOU 3aIIUCH.

— B noie «O0bexTHBIN Kitace» (Object class) ykazarh mapamerp:

person

— B none «ba3a noucka» (Base DN) ykazars mapamerp <basedn>.

Crpoka napaMerpa MOXET UMETh CIIETYIOIIUNA BUI:

dc=freeipa,dc=local

[TapameTp «basedn» oTpaxkaercs B aiine:

/etc/ipa/default.conf

root@alt9cafreeipa: /home/user

©aidn MMpaeka Bwug Mowck TepmuHan Momows
GNU nano 4.8 Jjetc/ipa/default.conf -

Pucynok 9.16 — Counepxumoe ¢aiina «default.conf

Ne u3MeHeHUS: HOI[HI/ICI: OTB. JI4Ia: ‘ I[aTa BHCCCHHA U3M:
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Create mapping %

Profile: «tests

DB role *

LDAP group ™

LOAP attribute *

Object class

Base DN

Pucynox 9.17 — OxHo co3nanus npoduiis mannuara aj1s cepsepa FreelPA

9.2.4. Coznanue npodpuiasa mannuHra Samba
Jlnst co3maHusl Takoro mpoQuis MammuHra ¢ cepBepoM Samba TpeOyeTcs BBIIOIHHUTH

CJIeIyIOIUE 1Iaru:

—  HaxaTth KHOTIKY «Jlo6aBuTh» (Add) B Tabnuanoit yactu «Marnmuary (Mappings), 4To
BbI30BeT OKHO «Cozmanme mnpodwmns» (Create mapping). ID wmanmuara chopmupyercs

ABTOMATHU4YCCKU,

— B none «Pons B/I» (DB role) ykaszars rpynmnosyto pois B CYB/], B koTopyro OyayT

I[O63.BJICHBI CO31aBa€MBbIC I10JIb30BATCIIN,

Hamnpumep

db users smb

I'pynmoByro posibs BO3MOKHO NPEIBAPUTENIBHO cO31aTh B pasnene «Pomm b/I» onucanHoro

B 1. 11.3.5 HacTosimiero J0OKyMeHTa.

— B nosie «I'pynna LDAP» (LDAP group) yka3atb uMs Ipylibl IOJb30BaTeNed Ha

cepBepe Samba, MMOJIb30BaTENI KOTOPOH OyAy CHHXpOHU3UPOBaHbI ¢ oik3oBarensimu CYB/I.

‘ Ne u3MeHeHUS: ‘ HOZ[HI/ICI: OTB. JI4Ia: ‘ I[aTa BHCCCHHA U3M: ‘
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Hanpumep

IIpu cunxponuszanuu Y3 no arpudyty 'sAMAccountName', TpeOyeTcsl OJy4YUTh €ro U3

BBIBOJIa CBOWCTB TPYTIIIHI ITOJIb30BATENIEH HA CEPBEPE aKTUBHOTO KaTajora Samba KOMaH/I0i:

samba-tool group show db user

B nmanHOM ciyudae, rpynma nosb3oBaTeneil db user nomkHa OBITH CO3/laHa Ha CepBep

aKTUBHOI'O KaTajiora u cojiepxarh nosp3obateneil OC.

root@dc:/etc/samba

sambaJ# samba-tool group show db_users
Unknown parameter encountered: "
Ignoring unknown parameter "
dn: CN=db_users,CN=Users,0C=domain,DC=test
objectClass: top
objectClass: group

ldap server require strong auth"
ldap server require strong auth"

cn: db_users
instancelype:

groupType: 4748

objectCategory: CN=Group,CN=Schema,CN=Configuration,DC=domain,DC=test
member: CN=user: ,DC=domain,DC=test

member: CN=user? smb,CN=Users,DC=domain,DC=test

whenChanged: 28248189895347.87

uSNChanged: 187973

distinguishedName: CN=db_users,CN=Users,DC=domain,DC=test

samba ]# |
Pucynok 9.18 — BeiBoz cBOMCTBa IpyHIIbI
Jlst atpubyta «<sSAMAccountName» ucnionb3yercs 3Hadenne «DistinguishedNamey:

CN=db users,CN=Users, DC=domain, DC=test

— B none «Atpubyt LDAP» (LDAP attribute) ykazaTs atpulyT, 110 KOTOpOMy OyIeT
OCYIICCTBIISITHCSl TIOMCK YYETHBIX 3alMCel TOJh30BATENCH W BBINONHATHCS CHHXPOHHU3AIUS C

CVB/I.

‘ Ne u3MeHeHUS: HOZ{HI/ICL OTB. JIMIIA: ‘ I[aTa BHCCCHHA U3M:
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B kadectBe arpuOyTa moricka Ha cepBepe Samba ucnoib3yercst aTpulyT:
sAMAccountName
— B none «O0bexTHBINA Ki1ace» (Object class) ykazats mapamerp:

user

[TapameTp BeIOMpaeTcs u3 ctpoku 3HaueHne «DistinguishedName»

CN=Users

o B nosie «baza moucka» (Base DN) yka3ate mapamerp <dn>.

Hanpumep

dc=domain, dc=test

CozpaHune MannuHra ¢

Mpotbune: «samba_usars
Pone B0 *
db_users_smb
Ipynna LOAP *
CM=db_users,CN=Users DC=domain,DC=test
ATputyt LDAP *
sahAccountMame
OfeexTHEIN Knaco (Object class)
CH=Users

E=3a nowcka (Base D)

| de=domain,dc=test

Pucynok 9.19 — OxHo co3nanus nmpoduiis ManmuHra s ceppepa Samba

Ne u3MeHeHUS: HOI[HI/ICI: OTB. JI4Ia: ‘ I[aTa BHCCCHHA U3M:
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9.2.5. PepakTpoBaHue M yaajeHue npo¢uias MAaNnuHra
Wmerommecs npoduiau ManmuHra BO3MOXKHO pPENAKTUPOBATh WM YJAJIUTh 4epes3

KOHTEKCTHOE MEHIO CTPOKH, KaK MPEJICTABICHO Ha pucyHke 9.20.

@) Jatoba Data Safe X + ey - X
< > C B Q@ localhost:s443/idap K © >0 & L =
@ LDAP Sync admin_bd (Administrator) &
g © Target: JDS
= Profiles Add Mappings ® synchronization Add
[LEEN Profile name Host Port D A DB rele AD group AD attribute
1 ad_users 10.96.1.200 389 H 1 ad_users cn=db_users.cn= cn :
£ Edit
T Delete
o (]

Pucynoxk 9.20 — KonTekcTHOE MEHIO peJaKTUPOBAHUS MPO(HIIS MaIUHTa
VY panenue CymecTBYONIEro mpoduiis ManuHTra UASHTUYHO BhIMoaHeHHOW SQL-komane,

r7ie HOMep MPO(HIIS OACTABIICTCS aBTOMATUIECKH
select ja sync ldap.drop sync profile map (in map id int);

[Tpu BBIOOpE MUKTOTPaMMBI penakTupoBanus npoduist mannuara «Edity oTkpoercs okHO

«Edit mappingy.

Editing mapping X

€ Name

ad_users

ad_users
cn=db_users,cn=users,dc=jatoba,dc=corp

cn

Pucynoxk 9.21 — OxHO pegakTupoBaHUs TPOQUIIS MAIMHTA

[Tone «Profile» HenocTymHO ISt peAAKTUPOBAHUS, T.K. MPOQHIH MANIHHTAa COOTHOCHTCSA K

OTIpeIeIICHHOMY IPOQIII0 CHHXPOHU3AIINH.

[Tonst «DB role», «AD group» u «AD attribute» 1ocTynHbI A5 peJaKTHPOBAHHMS.

Ne u3MeHeHUS: HOZ[HI/ICB OTB. JI4Ia: ‘ I[aTa BHCCCHHA U3M:
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9.3. Tabummunas yacTb «Log»
B Ttabmuunoii uwactm «Log» oTOoOpaxkaroTcst COOBITHSI BBITOJHEHHUS CHHXPOHHU3AINH

YYETHBIX 3alHCel MOJIb30BaTeNIel aKTUBHOTO Katanora ¢ yueTHsiMu 3anucimMu CYB/] «Jatobay.
B Bepcusx JDS nmeercs GpyHKkmoHabHas BOZMOKHOCTD YJIAJICHHSI BRBIOPAHHBIX COOBITH.

VY mansroTcs Kak OTAeTIbHBIE COOBITHS, TaK U BEIOPAHHBIE YCTAaHOBKOW (priara u/uiu ¢uiaros
u HaxkatueM KHomkH «Y nanuthy (Delete) B JDS 2.0 i «Y nanuts Beiopannoe» (Delete selected)
B JDS 2.1.

@}:\toba LDAP Sync admin (Administrator) &
A user Risk © Targel: localhost
Cluster List rofiles + appings synchronization Add
= ol i dd pping ynet dd
D A Profile name Host Port D 1 DB role AD group AD attribute
Auditing & Reporting v
1 npogpuns 1 10.88.4.238 389
@ Perfomancetuning v
2 npodunb 2 10.88.4.238 389
§  LDAPSync
No Rows To Show
Total: 2 Rows per page: 5 10f1 < 1 Total: 0 Rows per page: 5 0ofo <
Log [ Delete
D Date 4 Profile name DEole 2D group Result Message
2 65 2023-07-03 16:33:14 npoguis 2 FAILED FAILED -1 lap_sasl_bind_s: The supplied credential is invalid. 1]
P Idap_sas|_bind_s: The supplied credential lid. o
2 66 2023-07-03 16:33:14 npogmis 2 FAILED FAILED -1 Synchronization FAILED (See errors above; ]
h b o
2 63 2023-07-03 16:33:10 npogmib 2 FAILED FAILED -1 lap_sasl_bind_s: The supplied credential is invalid. ]
Id |_bind_s: Th lied credential lid. o
2 -07- npogrnb - ynchronization ee errors above m
64 2023-07-03 16:33:10 2 FAILED FAILED 1 Synchronization FAILED (S by o
v -06-. : npodrne lapsyne_group_role cn=Idap_testcn=use... role "ldapsync_group_role” does not exi m
61 2023-06-20 15:56:40 1 Id 1 Idap_test, 0 le "Id: le" d texist o
< Collapse menu
B3 Ssettings Total 65 Rows per page: 5 10f13 < 1 2 3 4 5 13y

Pucynok 9.22 — Tabnuunas yacts Bepcuu JDS 2.0

Ne u3MeHeHUS: HO)_'[HI/ICI: OTB. JI4Ia: ‘ I[aTa BHCCCHHA U3M:
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Catoba

A userrisk

Clusters v

Auditing & Reporting v

@ b 8

Perfomance tuning v
LDAP Sync
DB roles

A notifications v

< Collapse menu

& Settings

LDAP Sync

©  Targetjatobas X

Profiles
Profile name /N

test

test_profile_name_3

user

Q

Date

2023-07-2517:18:42

Q

2023-07-2517:18:38

Q

2023-07-14 18:26:03

Q

2023-07-14 18:26:00

Total: 39

Host

1142

10.20.30.40

10.116.101.105

Profile name

user

user

user

user

636

389

389

LDAP server type LDAPS

frecipa )

activedirectory

aldpro

DE role

SUCCESS
SUCCESS
SUCCESS

SUCCESS

Add

Mappings

DErole A LDAP group
LDAP group Result
SUCCESS 0
SUCCESS 0
SUCCESS 0
SUCCESS 0

LDAP attribute

Object class

No Rows To Show

Rows per page: 4

10f10

Synchronization

Base DN

[J Delete selected
Message

Successful synchronization (Al ..

Successful synchronization (All ..

Successful synchronization (Al ..

Successful synchronization (Al ..

< 1 2 3 4 5

admin
Administrator

) Refresh

G

G

a]

Pucynok 9.23 — Tabnuunas 9actb

Ne u3mMeHeHus:

IMoxmucs oTB. MUNA:

‘ JlaTa BHeCeHHS U3M:
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10. PA3JAEJI «YBEAOMJIEHUS» (NOTIFICATIONS)

Pa3z[eJ1 ((YBCI[OMHCHI/IH» npeaHasHa4YCH JJisd OIMMOBCIICHUSA aJIMUHHUCTPATOPOB O COOBITHSX

neneBoii CYBJl u kommonenTa JDS.

MexaHu3M yBeTOMIICHHI COAEPIKUT B ceOe TpU THUIA MOMCKAa COOOIICHUH:
—  «Ommbku BJI» (cm. m. 10.2.1);

[Touck BBIIONHSAETCS MO Ki1accy COOBITHS WM IO KOy COOBITHSI.

—  «CoObITHus yueTHbIX 3anucein» (cMm. 1. 10.2.2);

[Tonck BBIMOMHSETCS MO KIIOYEBBIM (pa3am Ui BeIOTHEHHS Mep Oe3omacHoctr YIIJI.1

(5) u YII.9 (4) B coorBercTBuM ¢ [Ipukazom Ne 17 ®CTIK Poccum.

CM. II.

10.2);

—  «IIpousBonbHsIii TekcT» (cM. 11.10.2.3).
[Touck BBIMOTHSIETCS, MO KIIOYEBBIM CIIOBAM, 33/1aBaeMbIM ToJib30BaTeseM JDS.
Paznen «YBenomneHus» nmeet PyHKINOHATIHHBIE BO3ZMOKHOCTH:

—  HACTPOWKH CEPBUCOB OTNpaBku coobmenuit (Zulip. cm. m. 10.1.2 ) u mucem (Email.

10.1.1);
—  HAaCTPOWKH MEPUOJAUYHOCTH OTIPABKU cOOOIIeHUH U nuceM (cM. 1. 10.1.3);

—  (opmupoBaHUIO MOAMKMCOK HA COOBITUSI OE30MACHOCTH Toik3oBareneit JDS (cm. 1.

—  oTHOpaBKu coodmenuit u nmuceM (cM. m. 10.3.1);

—  OTHOPAaBKU MHCEM C BJIOXKEHUAMH mojb3oBaTeneit JDS moanucaHHbIM Ha COOBITHS

oe3onacHocTH (cm. . 10.3.1.1).

@DyHKIMOHAJIbHBIE BO3MOXHOCTU pas3jiena JOCTyNHBI uid mosb3oBatened «JDS» ¢

Ha3HA4YEeHHOW (DYHKIIMOHATHHON POJIBIO:

—  Anmunaucrpatop (Administrator);

—  Anmunucrpatop Ub (Security).

Ne u3MeHeHUS: HOI{HI/ICB OTB. JIMIIA: ‘ I[aTa BHCCCHHA U3M:
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10.1. Ioapasnen «Hacrpoiikm» (Settings)
10.1.1. CepBucol Email (Email services)
Komnonent JDS o6mamaer (QpyHKIMOHATBHOW BO3MOXKHOCTBIO OTHPABKH YBEIOMIICHUI

HCII0JIB3YA MMOYTOBLIC CCPBUCHI.

HpeZ[BapI/ITeJIBHO JOJIZKCH OBITH CO31aH MMOYTOBBIN AWK W MOJYUYCHHBIC YUCTHBIC JAHHBIC

JUISL JOCTYyTa K HEMY.

Jlns mnepexoma k Hactpoiike CepBuca Email mnorpebyercs mnepeldtu 1o MyTH:

«Hactpotikn» > «CepBuce». Haxats nmukrorpammy «J{00aBUTB» B IPaBOM BEPXHEM YTITy.

B otkpeBuinMcs okHe «Cosnanne Email noakimroueHus» BBITOTHUTL CIEAYIONINE

JICVUCTBUS:
—  tymoOnep «Crarycy;
[lepexmtounts TyMONEP €CIIM IAHUPYETCS, YTO MOJKIIOUEHUE OyAeT aKTUBHBIM.
—  «HammenoBanue»*;
B none M0okHO yka3aTh MPOU3BOJIbHOE HA3BAHUE MOIKIIOUCHUS.
—  «XocTy*,
B none BHOcUTCS aipec X0cTa MOYTOBOTO CEPBEPA.
—  «Ilopmr*;

B nosie BHOCHTCSI OPT XOCTa MOYTOBOro cepepa. IIpu ncnonp3oBanuu SSL-coenuHeHus

ykasbiBaercs nopt — 464. Jlngs SMTP nporokona ykassiBaercsa nopt TCP — 25.
—  tymbonep «Hcnonb3oBanue SSLy;

[lepexntounTh TyMOJIEP €CIIH INIAHUPYETCS, UTO MOAKIIOUEHHE Oy IeT Ucroiab30BaThes SSL

noakatoueHue. [lapaMeTpsl mopTa ONUCaHBI BHIIIIE.
—  «Mwms nonp3oBarensin®;

B mone BHOcCHUTCS MMS TOJIB30BATEISl MOYTOBOTO SIIHKa. I[OHYCKaCTCﬂ BHCCTHU ITIOJIHOC

HAaNMEHOBAHUE TIOYTOBOTO SIIUKA.
—  «[lapomb»*;

B none YKa3bIBACTCH MMAPOJIb IJId ITOYTOBOTO AMIWKA.

Ne u3MeHeHUS: HOI{HI/ICB OTB. JIMIIA: ‘ I[aTa BHCCCHHA U3M:
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—  «Wwms ormipaBuTensan*;
B mosne yka3piBaeTcst UMs OTIIPABUTEIISL.
—  «Agpec oTImpaBHUTEIN *;

B none BHOCUTCS aapec nmo4YToBOro dmuuka ¢ mO4TOBbIM JOMCHOM.

CospaHue Email nogkntoyeHusa X

@ cranyc

465

@ Vicnonsaosars SSL

ﬂ OTMEeHUTE

Pucynok 10.1 — Oxno «Co3nanne Email mogxmoueHus

o Bce momst B okae «Co3zganue Email moaximroueHus» 00s3aTeNbHbI I 3aII0IHEHUS

ITocne COXpPaHCHHA HACTPOCK, CO3AHHOC MMOAKIOYCHUEC ITOABUTCA B CITMCKC HOZ[KJHO‘ICHI/II\/’I.

10.1.2. CepBucol Zulip (Zulip services)
Hcnonp3oBaHue cepBruca MecceHmkepa Zulip BO3MOXXHO TOJBKO B CiIydae, KOrJa OH

ucrnoinb3yercs B uHppacTpykrype. [IpensapurensHo HacTpauBaercs 60T Zulip 1 ero mapameTpbl

WCIIOJIB3YIOTCSI ISl IOCTIEAYIOMIEH HAacTpoliku cepBuca Zulip.

Ne u3MeHeHUS: HOI[HI/ICB OTB. JI4Ia: ‘ I[aTa BHCCCHHA U3M:
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10.1.2.1 Hacrtpoiika 6ora Zulip

Hactpoiika 6ota Zulip BbImomHSETCS BHE MpocTpaHcTBa kommoneHnTta JDS. Hacrtpoiika

MPOBOJUTCS Ha BeO-cTpanuile yata Zulip.
[lepeiing B uat norpedyercs:
—  OTKpBITh JUYHbIE HACTPONKH;
—  BbIOpaTh BKIAAKY «bOTb».
B orkpeiBiueiics Bkinagxke «<HACTPOMKU/BOThIy» 3amoiHuts mons:
— «ITonHoE UMsI»;
B npencraBnennoM npumepe ykasbiBaercs uMms «JDS-agenty.
—  «Ajpec 3JIEeKTPOHHOMU MOYTHI 00Tay.

B mnone BHocutrcs ananormunHoe ums «JDS-agent», a cepBep Zulip aBTOMaTH4yecKH

nojcraBut aapec E-mail. [Tocne umenun 10 modToBOTO TOMEHA OyIeT OICTaBIIEH MPedUKC «-boty.

[IpoBepuB BHECEHHBIN 3HAuUEHUs, co3AaeTcd OOT HakaTMeM Ha nukrorpammy «Co3narb

ooT».

m OpraHv3auus HACTPOWKM | EOTE

& Npoduns

L NwmTe Hawy gokyMeHTaLMIO N MHTerpaLun uan API?

ﬂ YYeTHaa 2anuMce 1

KOHGUASHUMANEHOCTS L\ MoBoii B 3Tol opraHu3aLmMm MoxeT f,06aBNaTh GOTOB
(@ Hacrpoiikn oToBpameHns 3arpy3uTe KoHhUrypauuio Bcex ucxopawmy eebxyk-6oToe & opmate Zulip Botserver &
AKTUBHBIE BOTBI HeakTuBHbIe BOThI [OobaenTb Hoeoro BoTa
A Onoeewexsns
Tun 6ota @
boTel .
O Generic bot w
E CurHansHole Crnoea MonHoe uMA
JDS-agent Wmsn 6oTa
a L —— e e — — — < —_——— = = — — -
&Yy 3arpyeHHble annb
AL pec 3NeKTPOHHOK NoyTel BoTa (Tonsko a-z, 0-9 1 Tupe)
,; 3JarnyleHHbie Tembl JDS-agent -bot@da-chat.datagile.ru E-mail 6oTta
— e — — —— — — <t — —— —— — —— —— —— -
@ 3amnywennbie HacTpowTe nzobpamenue npoguna | (HeobaszatensHo)

nonL30BaTen
MukTorpamma

co3aaHusa 6oTa

Co3patk GoT

Pucynok 10.2 — Oxno Hactpoiiku Zulip 6ota

ABTOMaTHYECKHU OTKPOCTCA BKIIAJKa «AKTHUBHBIE OOTBD)

Ne u3MeHeHUS: ‘ HOI[HI/ICB OTB. JI4Ia: ‘ I[aTa BHCCCHHA U3M:
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m Oprakuzayma HACTPOWMKW / EOTS

& Mpodmne

L WuwTe Hawy [OKYMEHTaLWIO N0 MHTErpaLuu unn API?

ﬂ YYeTHan 2anuce 1

KOHDUASHUMANLHOCTE L\ Nwo6oit B 3Toit opraHu3aumm MoxeT fobaBnaTe 60TOB
@ HacTpoiiku oTobpameHus 3arpyzuTe KoHGUrypayuo ecex ucxogawmx eebxyk-Gotoe & dopmate Zulip Botserver &
AKTHEHbIE BOTHI HeakTUBHbIE HOTHI No6aenTe HoBOTD HoTa
A OnoeeleHnA
) sotw JDS-Zylip JDS-agent
) # 2 S X
E CurHaneHele CNoBa
Generic bot Generic bot
@ 3arpywenssie haitns
JDS-Zylip-bot@da-chat.datagile.ru JD5-agent-bot@da-chat.datagile.ru
,4: 3arnylweHHbIe TEME
ZHaAQZCL2jeleBbTC94ei EKAKWLAXIGD h38y8LtLIxxBKcE50L9Rq4v4NMIGSGog
&> JarywerHble

none3oeartenu

Pucynok 10.3 — Briagka « AKTUBHEIE OOTHD)

10.1.2.2 Co3nanue Zulip nogkiaroyeHust

[Tomyuennsie mapametpsl Zulip-60Ta HCIIONB3YIOTCS B cO31aHUM Zulip MOAKITIOYECHNUS.

Jns  mepexoga K HacTpoiike cepBuca Zulip moTrpebyeTcst mepedTtd 1o MyTH:

«Hactpotikn» > «Cepsucs». Haxxats nmukrorpammy «J100aBUTE» B IPaBOM HUKHEM YTIIy.

B otkpeiBmmmMcs okae «Cozmanue Zulip TOIKITIOYEHUS» BBITOJHHUTH CIEAYIONINE

NEUCTBUS:
—  1ymbnep «Cratycy;

HepeKJHO‘-II/ITB TyM6nep CCJIM TNIaHUPYCTCA, YTO MOAKIFOYCHUC 6y;[eT AKTHBHBIM.

Ne u3MeHeHUS: HOI[HI/ICI: OTB. JI4Ia: ‘ I[aTa BHCCCHHA U3M:
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Cospanue Zulip nogkntoveHus X

@ cramyc

n OTMEHUTL

Pucynok 10.4 — Oxno «Co3nanue Zulip OAKITFOYSHUSD

— noyie «HaumeHnoBanue»;
B nosie MOXKHO BHECTH MPOU3BOIBHOE HA3BAHUE MTOAKIFOUCHUS.
—  «URI-agpec 3anpocay;

Buectu URI-anpec 3ampoca. (URI-aapec BO3MOXKHO MOIYYUTh y aAIMUHUCTpATOpa CEpBUCA

Zulip)

—  «Agpec 6otay;

B nmone BHocutcs E-mail 6ora (cMm. Pucynok 10.3).
—  «APIl-xmou».

B none BHocutcs API-xirou 6ota (cm. Pucynok 10.3).
o Bce monst B okae «Coznanue Zulip monkitoueHus» 00s3aTeNTbHbI 1715 3aIT0JTHCHUS

ITocne COXpPAaHCHHA IMMOAKIIOYCHUC ITOSABUTCS B O6IJ_ICM CIIMCKC.

Ne u3MeHeHUS: HOI[HI/ICB OTB. JI4Ia: ‘ I[aTa BHCCCHHA U3M:
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T u o admin
@a[oba HacTpoiiku Llean MonbsoBarenu Ponu CepBucol e ———
Al Anannz puckos Email Q nNonck O ObHosnts LoGasnTe
- cratye Hanmenosanie Xoer Mopr Vicnons sosars SSL Vs nonksosaTens Vs oTnpasurens Anpec oTnpasuTens
& Crucok knacTepos

o Datagile mail server mail.datagile.ru 465 true jds@datagile.ru JDS Message Service jds@datagile.ru
@ avmuruorueHoeTs v
(@) Datagile mail server 2 mail.datagile.ru 265 true Jatoba-test@datagile.ru JDS Message Service jatoba-test@datagile.ru
@ MponasoavTensHocTs v
LDAP cHHXpoH#2auna
A Yoepomnesus ~
TNoanwcki
Coobierus Beero: 2 Crpokwa cTparue: 5 1mal <1
JKypHan coobluienuii Zulip  Q Mowex O otrosute @) NosasnTe
2= PonuEd cranye Hanmenopanne 4 URI-agpec sanpoca Anpec 6ara APHRIIOM
(e} JDSBot 1 https://da-chat.datagile.ru/api/v1/messages jds-bot@da-chat datagile.ru Ev5SIQNGTQDKYJPYXKAYbpIYWYOAKC6Z
(e} JDS Message Service https://da-chat.datagile.ru/api/vi jdsms-bot@da-chat. datagile.ru CcWBVRUJh1WYEGH35SEGTOhgZLHOITbIZ

Pucynok 10.5 — Cnucok nonkmtouennit Zulip
10.1.3. Hacrpoiiku o0padoTrkn (Processing settings)
[Monpaznen «OOpabOTYMKI» HAXOIHUTCS IO MYTH: pa3fed «YBEIOMIICHUSD —> TOApa3iet
«CooOmenns». Ha Bxmagke «OOpaOOTYMKHY» OTPaXaroTCs IPETyCTAHOBJICHHBIE IMapaMeTphl

MEPUOJAUYHOCTU OTIPABKU COOOIICHUH.

\ o admin
Qja[oba CoobueHus Ouepennb 06paboTumkn F Sy
Al Anannz puckos C) O6HoBHTL
- Cratye HaumeHoBaHME (KN10Y) 3378HMA T1ePUCARYHOCTS (WHTEPBAN) OBPABOTKI OUEPEAH, MUH CIys6bl COOBILEHH fN1A OTIPESKY YESAOMNEHMI
& Cnucok knacTepor

° Processing message queue 1 Email, Zulip
@ avmuruoruehoets v
® Transfer EventLog items 1
@ TMponzeopuTenshocTs
) Populate Jalog messages 1
LDAP cHHXpoH#2aUna
A Yeenownenns ~
Moannckn
CooGenms

KypHan coobueHui

&= Pomub]

Pucynok 10.6 — Bkiaaka «Hactpoiiku o0paboTku»
W3MeHuTh peHacTpOSHHBIC TapaMeTPbl MOXKHO OT UMEHH U C MIpaBaMH aJMHHHCTPATOPA
kommnoHeHTa JDS, B karanore BeO-caiiTa B kKoH(bUTyparimoHHOM (aiiiie appsettings.json. B ¢aiine

u3MensieTcs mapametp «Interval» He nenoe uunco.

10.2. Moapazaen «Ioanucku» (Subscriptions)
[Toxpaznen ciryxut st GopMUPOBAHUS KAHATIOB COOBITHI U MTOAIKUCOK MOJIb30BatTeneit JDS
Ha coObITus 6e3omacHoctr CYB/[ u JDS. @opMupoBanne MoAMMUCOK CIEAYET OCYIIECTBISATh ITOCIE

OCHOBHBIX HACTPOEK pazjiena onucaHHbIX B pazzene 10.1 HacTosIero 10KyMeHTa.

Ne u3MeHeHUS: HOZ[HI/ICI: OTB. JI4Ia: ‘ I[aTa BHCCCHHA U3M:
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[Tponecc popmupoBanus «lloanuckn n kaHaIoOB COOBITHIN MTOKa3aH Ha pucyHke 10.7.
noanucku

MporpaMMHbIA
KOMMOHeHT

Tun noanuckn

y A\ 4
CobbiTua

YUETHbIX 3anucen

A4 A 4 A\ 4 A4 A
Co6biTus Mpo6nembl n n
YYeTHbIX 3anucei peleHus -

o B0 Cob6biTua no
KJIlOYeBbIM ClIoBaM

<

AyTeHTudbUKauusa

CoobLueHus |

Knaccbl 1 koap! Cospanne
oLmM60K
(Cosnanue ka Hana‘:
—)l YpaneHue I
MNonyuatens BnokuposaHue
_AKTMBaLWIﬂ

Cny»x6a
coobLueHun MpeBbllweHne
Konu4yecrsea

OAHOBPEMEHHbIX
Anpec ceaHcoB

v

Pucynok 10.7 — Cxema co3nanusi HOANUCKU

VYCIIOBHO TpOIECC AETUTCS Ha dTal CO3JaHUs KaHajda COOBITUH W TOANKMCKU Ha HEro

OJIL30BaTEJEN.
Co31aHue KaHaJ1a coOObBITHIH

Jlia mnepexoja K  (OPMUPOBAHHUIO IMOANMCOK HOTpedyeTcs TMepedTH 1o IYyTH:
«YBenomienus» = «lloamuckm». B okue «Iloamucku u kaHaIbl COOBITHIY HAXKATh MUKTOIPAMMY

«J1o06aBUTH» B MPaBOM BEPXHEM YTIIy.
B otkpsiBminMcs okne «Co3nanne kaHajaa COOBITHI BBITIOJIHUTE CIEAYIOMINE ICUCTBUS:
— «HaumeHnoBanue;

ITone saBnseTcs PECAAKTUPYCMBIM W B HETO MOXHO BHCCTH HAMMCHOBAHUC ITOAINMMCKU

OTPaXKAOIYI0 cIEU(PUKY (OTIUUUTENHHYIO YEPTY).
—  «lIporpamMMHBII1 KOMIIOHEHT;
Brinagaromuii cncok, B KOTOPOM yCTaHABJIMBAETCS €IMHCTBEHHBIN BEIOOP KOMITIOHEHTA:

o IDS;

Ne u3MeHeHUS: HOZ[HI/ICB OTB. JI4Ia: ‘ I[aTa BHCCCHHA U3M:
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o CVYB/.
—  «lenby;

Brimagarommii circok, B KOTOpOM BbIOMpaeTcst moaxiroueHnas nacrawisinus CYB/, 1.e.

«enby.
— «Tun monmuckm.

Ilone BBIIOJHEHO B (I)opMaTe BbIITAJAOMICTO CIIMCKAa, B KOTOPOM BO3MOKHO CACJIATH

€IMHCTBEHHBIN BHIOOP M SIBIIIETCS 3aBUCUMBIM OT BBIOpaHHOTO «[IporpaMMHOr0 KOMIOHEHTa.

[TompobHoe ommcanue MexaHu3Ma padOTHl THUMA TMOANMHUCOK MPHUBEIEHO B ITyHKTaX

HACTOSIIErO IOKYMEHTA:
o Ommubku B/ (cm. 1. 10.2.1);
o CoObITus yueTHbIx 3ammceit (cm. m. 10.2.2);

o IlpousBonbubliii TeKCT (cM. 11.10.2.3);

CospaHue KaHana cobbITUiA

C¥b4 W
_:_.alcq v
C_Cﬁz;ul;;ﬂ:)fLIETHb X 3anucen v
-:lr:l;h-'le:lEHHE +5 v

Pucynok 10.8 — Oxno «Co3nanue kaHamaa COOBITHINY

CoznmaHHBI KaHAT COOBITHI OTPa3UTCS B OOIIEM CITUCKE.

Ne u3MeHeHUS: HOZ[HI/ICI: OTB. JI4Ia: ‘ I[aTa BHCCCHHA U3M:
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\ M o admin
@a[oba Moannckw 1 KaHanbl COGLITHIA - nHicTDaToD CYE
Al Ananuz puckos Q Monex ¢) OsHosuTs LoGaenTb
- Kakan cosemii A TIporpashksil KoMMOHEHT Uers Tun Tlogmeunku
& Cnucok knacTepos

> FATAL cvBa jalog_Stand TpoU3BaNLHBIA TekeT nikel-a 2 :
@ avmuruoruehoeTs v

> promote CYBA jaLog_Stand Tpon3BoNLHBI TeKeT nikel-a, nikel-a, glibkin-a, gliokin-a, karpe... 2 ¢
@ NponasoanTencHocTs v

> Bxoabl B JDS JDS Jatoba Data Safe Co6bITHA ayTEHTHDMKaLMN karpenko-a @q H
LDAP CHHXPOHH2aUNA

> Koutpons ¥3 cvBa Jalog COBBITIA yueTHbIX 3anucel molkentin-a, molkentin-a, kuznetsov-a 2 :
A Yoepomnesus A

> CoobueHus agmunmcTpaopa JOS DS Jatoba Data Safe Coobwerin karpenko-a, kuznetsov-a, nikel-a 2 ¢

MNoannckn
CooGuienus
JKypHan coosueHui

&= PomBa

Pucynoxk 10.9 — Cnricok kaHaioB coObITHI
MexaHu3M co3iaHus KaHasia COOBITUI IPOKOHTPOIUPYET CO3IaHHBIN KaHaJ COOBITHI 1 HE
MO3BOJIUT COXPAHUTh HOBBIA KaHaj €ciM OyAyT MACHTUYHBI HAa3BaHUs KaHAJIOB COOBITUH, LIENb U

THUI TIONCKA.
Ha nannoMm sTame popMupoBaHue KaHaia COOBITHI 3aKOHYEHO.

Kanan coObITHi BO3MOKHO OTpENAaKTHPOBATh WJIH YJAIUTh Yepe3 KOHTEKCTHOE MEHIO,

BBI3BIBAEMOE UEPE3 MUKTOrPaMMy B IIPABOM CTOPOHE CTPOKH KaHaja.

#'  PepaKTMpoBaTh

TJ Yaanuts

Pucynok 10.10 — KoHTekcTHOE MEHIO onepanuii ¢ KaHaJIoM COOBITHI

IMoanucka moJjb30BaTeas

[locne TOro kKak co3AaH KaHajd COOBITHI, CTAHOBUTCS JOCTYHNHOW (PYyHKIMOHAJIbHAs

BO3MOXXHOCTbB IIOAITMCKH I10JIb30BaTEIICH.

[ToanucaTe mosb30BaTENsd Ha KaHAJI COOBITHUI BO3MOKHO Y€pe3 KHOIKY, PACTION0KEHHYIO B

IIPaBOM CTOPOHE CTPOKHU KaHaJa.

Pucynok 10.11 — Knornika go6aBneHus nonucyuka

HaxaTre Ha KHOTIKY BBI30BET OKHO «CoO3/1aHHe TOMUCKNY.

Ne u3MeHeHUS: HO)_'[HI/ICI: OTB. JI4Ia: ‘ I[aTa BHCCCHHA U3M:
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CospgaHue Nnognucku X
Cratyc
r:-.'_--iﬁ_-%': i
kuznetsov-a v
ny#6a coobleH Anpec
Zulip v 03

OrmesuTs

Pucynok 10.12 — Oxno «Co3anue moamnucKm

B oxHe ycraHaBinmBaroTcs CIeqyrOIIME IapaMeTphl:

—  «Crarycy;

Tymb6nep o3HavaronMii aKTHBHOCTH MOIMUCKH TOJIH30BATEIIS.
—  «llomyuarensy;

[lone BbIMONHEHO B (oOpmMare BHINANAIONIETO CIHCKA, B KOTOPOM BO3MOXKHO CHENaTh
eIMHCTBEHHBIN BbIOOp. B crmcke mosydareneid MOTYyT OBITH TOJBKO MOJIH30BATEIN KOMIIOHEHTA

JDS. Onucanune co3zganus noas3zoBareneil JDS npuseneno B 1. 2.1.3.1 HacTosmero 10KyMeHTa.
—  «Cmyxba cooOmmeHuin»;
Jnst yeranoBku «Cirysk0bl coOOIIeHn» TpeOyeTcs B BHINIAIAIONIEM CITUCKE BBIOPATH:
o Email (10.1.1);
o Zulip (10.1.2).
—  «Anpecy;

[lone «Anpec» penakTHpyeMoOe€, MOKHO 3aIllOJIHUTh BPYUYHYIO JIMOO IOACTAaBUTH aJpec

JIEKTPOHHOM MOYTHI U3 KAPTOUKH Moab30BaTens JDS.
—  «lIpuopurer cooOuieHUSI*»:

o Huzkui;

Ne u3MeHeHUS: ‘ HOZ[HI/ICB OTB. JI4Ia: ‘ I[aTa BHCCCHHA U3M:
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o Brpicokui.
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ITocne COXpaHCHM:, IMOAIMNCYHK OTPA3ZUTCA B CIIMCKE MOAINMMCYNKOB KaHala COOBITHH.

@a[oba MoAnUCKM U KaHasbl co6bIThi
dli  Ananua puckos Q Mowex
Kawan cosbimait A
& Crucok knacTepor
> FATAL
@ Aymwruoruehoers v
> promote
@ Npon3BoaMTENbHOCTL v
> BapHmHrk
LDAP CHHXPOHU3aLMA
> Bxogbie DS
A Yeenomnerua ~
v KouTpons Y3
Moanncku
Cratyc Monyyatens 4
CoobuujeHua
a kuznetsov-a
KypHan coobueHui
o© molkentin-a
&= PomBA

BBI3BIBAEMOE Y€pE3 MMKTOIPAMMYy B IIPABOM CTOPOHE CTPOKM IOANHACUYHUKA.

a molkentin-a

» Coobuenus agMuHucTpaTopa JDS

MporpauMesIii KoMMoHEHT Lene
cyBl, jaLog_stand
CYBI jalog_Stand
cyBA jaLog_stand
JDS Jatoba Data Safe

CYBA

Jalog

Cyx6a coobLerHil

Email

Email

Zulip

Jatoba Data Safe

Tun

TIPOUSBONbHBIH TeKCT

TponasonsHbii TekeT

Owubku 611

COBLITUR ayTeHTUIKALIM

CoBLITMA y4ETHBIX aMHCE

Anpec

kuznetsov-a@datagile.ru

molkentin-a@datagile.ru

248

Coobienms

admin
AgMAHKCTRaTOP CYBIL

¢) Oétosuts DoGaenTe

Mognncuuki

nikel-a

nikel-a, nikel-a, glibkin-a, glibkin-a, kar...

karpenko-a

karpenko-a

molkentin-a, molkentin-a, kuznetsav-a

TIpHOPATET COOBILEHHA

Huskuit

OGbI4HbIA

OBbIYHBIA

karpenko-a, kuznetsov-a, nikel-a

Pucynok 10.13 — Ciucok moanmucuYuKoB KaHaia COOBITHI

(DYHKHI/IOHaJIBHBIC BO3MOXXHOCTH MC€XaHHM3Ma IMOAIINCOK ITO3BOJIAIOT Z[O6&BJI)ITBZ

— MHOECTBO MOJIb30BaTEIICH;

— OJIHOTO U TOTO K€ MOJIb30BATEIISI C PA3HBIMU CITYKO0aMH COOOIIECHUH.

Kanan coOpITHii BO3MOKHO OTpPEAAKTHPOBATH WM YIAIUTh 4Yepe3 KOHTEKCTHOE

/' PepakTupoBartb

il .
LY Ynanutb

Pucynok 10.14 — KoHTeKCTHOE MEHIO PEIaKTUPOBAHUS TOANNCYUKA

10.2.1. Omuoxu bJ1

Coznartp noanucky Ha omnOku CYB/] BO3MOXKHO ¢ MOMONIBIO:

—  MeHo «[IporpammubIil koMmoHeHT» =2 «CYB/I»;

—  MeHm «llens» BeIOpaTh oaHy U3 noaxiIoueHHbIX K JDS CYB/;

—  MeH «Tun nognuckm» =2 «Omuoku b1y,

8
2
2
$
2
2
MEHIO,

Ne u3mMeHeHus:

‘ HO)_'[HI/ICI: OTB. JI4Ia:

‘ JlaTa BHECEHUS U3M:
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[Tocne wero craner moctymHOM MeHIO «Kitacchl ¥ KOJIbI OIITMO0K.

Co3faHue KaHana cobbITUNA

HaumMeHoBaHNE *
OWwundkn B0
riDO:'DE.’-.i MEDIN KOMOOHEHT *

CYBA o

Tun coBbITHA *
Ownékm 61 v
CogblTnAa *

Successful Completion € +3 v

Pucynok 10.15 — [Tone «Tun coObITrs»
BriOpaB Bemajaromuii Ciucok MeHio «COOBITHIN», OTPOETCS MEepapXU4YeCKuid CIHCOK. B

CIHUCKE JOCTYIICH MHOXXECTBEHHBIE BHIOOP KJIACCOB W/WJIH KOJIOB OITUOOK COOBITHH.

CoGbitnA *

[ Successful Completion €@ +3 | X oA ]

Successful Completion (00)
successful_completion (00000)
Warning (01)
warning (01000)
deprecated feature (01P01)
string data right truncation (01004)
privilege not revoked (01006)
privilege not granted (01007)
null value eliminated in set function (01003)

implicit zero bit padding (01008)

- I

Pucynok 10.16 — OxHo «Kaccel 1 KOpl OMIAO0K»

Ne u3MeHeHUS: ‘ HOI[HI/ICB OTB. JI4Ia: ‘ I[aTa BHCCCHHA U3M:
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B nepapxuueckom ciucKe JOCTYITHO BBIOPATh KJIACC COOBITHS MITH KO/ MOAKIIACCA COOBITHSI.

[lepeuens kiaccoB coObITHiA TpuBeaeH B [Ipunoxennn 1.

10.2.2. CoObITHS YYETHBIX 3alIUCeH

HMcnonp3oBaHue THIIA IIOAITMCKH «CoOpITHS YYCTHBIX 3aMyce» I03BOJISIET BBINOJIHHUTH

Mephl Oe3omacHocTH, yetaHoBieHHbIe [Ipukazom Ne 17 ®CTIK Poccuu:

1) (VIIA.1) «YopaBnenue (3aBelieHUE, aKTUBAIUs, OJOKMPOBAHUE U YHUUTOXKEHUE)

YYCTHBIMHU 3alTUCAMHA HOJ'H:3OB3TCJ'I€I>1, B TOM YMCJI€ BHEIIHUX MOJIH30BATEICH.

Mepa 3amutsel YIIJ1.1 B yacTu ciaeayromero TpeOoOBaHus:

— OIMOBCUICHUC aIMUHUCTpPATOpPA, 00 W3MEHEHUH CBeI[eHI/Iﬁ O IIOJIB30BATCIIAX, HX

pOJIX, O6$I3aHHOCT${X, IMMOJTHOMOYUAX, OTPAHUYCHUAX.

Yceunenne mepsl 3ammthl YIJI.1(5) B yactu cienyroniero tpeboBaHms:

—  aBTOMAaTHYECKUU KOHTPOJb 3aBEJCHUS, aKTUBALIMH, OJIOKUPOBAHUS U YHUUTOXKEHUS
YYETHBIX 3amuced TMOoJh30BaTelel W OMOBELICHHWE AaJMHHUCTPATOPOB O pe3yjbTaTax

ABTOMATUYICCKOTI'O KOHTPOJIA.

2) (VIIO.9) «OrpanuyeHue uucia MapauielbHBIX CEAHCOB JOCTyINa HJsl Kaxaou

YYETHOM 3aIMCH TOJIh30BaTENsI HHPOPMAIIMOHHON CHCTEMBD».

Yeunenue meps! 3ammthl YITJ1.9 (4) B yactu ciaenviomero tpe0oBaHus

—  OIOBEIIEHHME aJMMHHUCTPATOpPA O IMOMNBITKAX IPEBBILICHUS YMCIA YCTAaHOBJIEHHBIX
JOITYCTUMBIX aKTUBHBIX [TapaJIJIENIbHBIX (OJHOBPEMEHHBIX ) CEaHCOB (CeCCUil) I KaXk/101 y4eTHON

3aIlliCH.

Coznats noanucky Ha «CoObiTust yueTHbIX 3anucein» CYB]l BO3MOXKHO C TOMOMIBIO:
—  MeHo «IIporpammuslii komnoHeHT» 2 «CYB/I»;

—  MeHm «llenp» BrIOpaTh oaHy U3 noaxiIoueHHbIX K JDS CYB/;

—  MeHo «Tun noamuckuy = «CoOBITHS YIETHBIX 3aITUCEID».

ITocine yero craner noctynHoil MeHio «CoObITHs». BbIOpaB MyHKTHI:

—  «Co3manuey;

— «3MeHeHney;

Ne u3MeHeHUS: HOI{HI/ICB OTB. JIMIIA: ‘ I[aTa BHCCCHHA U3M:
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— «Y naneHue»;
—  «bnoxupoBkay;
— «AKTHBaLIUAY;

OyzmeT BBINONHATHCA TOUCK B cimykebHoit BJ[ «ja log» mo nabopy kmoueBwix (pa3

npuBeAcHHbIX B Tabmuie 10.1, g obecnieuenus mepol 6e3onacHoctr YITJI.1(5).

Bun monst «CoObrtus» npeacrasned Ha pucyHke 10.17.

Co3paHue KaHana cobbITUA

aMMEeHOBaHWe *

KoHTpons ¥3
MporpaMMHsIi KOMOOHEHT *

CYEL v
Lenp *

Jalog ~
Tun coBbITHA *

CoBBITHA YHETHLIX 3aNUCeH ~
CobbITHA *
[ Wamenenne @ +5 | Ko~ ]

MamMeHeHmne
Co3fnaHue
Yrnaneuwue
BNokupoBKa
AKTUBaLMSA

MpeBbIleHWE KONWYeCcTBa OOHOEPEMEHHbBIX CEGHCOB

Pucynok 10.17 — [Tone «CoObITus» nipy BBIOpaHHOM THIIE COOBITUS «COOBITHS YUETHBIX
3amnucen»

Bri6pas myHKT «]IpeBblmenne konumyecTBa OTHOBPEMEHHBIX CEAHCOBY» OY/IET BBIMOIHATHCS
nouck B ciyxkebHoit B/ «ja_log» mo kmoueBoit ¢pase «too many connections», TaKUM 00pa3oM

obecnieunBaeTcs mepa 6ezonacHoctu YIII.1(5).

Ne u3MeHeHUS: HOZ[HI/ICB OTB. JI4Ia: ‘ I[aTa BHCCCHHA U3M:
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Tabmuma 10.1 — CoorBercTBue MyHKTOB moJsi «COOBITHS» C KIIOYEBBIMU (pa3amMu U
Mepamu 0e30MacHOCTH

Hapaverp & noze Komanpna IIpumeyanue Mepa
«CoObITHS» 0e3omacHocTH
Co3nanmne CREATE ROLE
CREATE USER 3aBeneHue Y3 VIIA1(5
CREATE GROUP
H3menenne ALTER GROUP
ALTER ROLE
ALTER USER
ALTER.* OWNER TO
ALTER DEFAULT PRIVILEGES
GRANT N3menenue
REVOKE o
ALTER GROUP CBCACHHI, VILL(5
CREATE POLICY TOHOMOHHH,
ALTER POLICY orpaHuyeHuit Y3
DROP POLICY
SET ROLE
RESET ROLE
SET SESSION AUTHORIZATION
RESET SESSION AUTHORIZATION
Ynanenue DROP ROLE
DROP USER Vuanuroxenue Y3 | YIIJL.I(5
DROP GROUP
BaokupoBka sAecuntyproﬁle.lock_account Broknposarue V3 | VILI(S
ccount locked
AKTHBANUS securityprofile.unlock account N—— VITILL(S
(pa30,10KNpPOBKA)
IIpeBbimenue too many connections
KOJIMYeCTBA KomnuecTtsa
OJIHOBPEMEHHBIX ceaHcoB Y3 VIO (4)
CeaHCcoB

Jlanee, Kak OIUCAHO BBIIIE, YCTAHABIMBAIOTCS IIApaMETPHI afpecaTa.

10.2.3. [Ipon3BOJIbHBIN TEKCT

HOI[HI/ICKa, Mo KIHYCBBIM CJIOBaM, IMPCAOCTABIISICT BO3MOKHOCTL IIOJIB30BATCIIO

KoMroHeHTa JDS caMocTosTENbHO yCTaHABIMBATh KPUTEPUHU NTOMCKa coObIThi B ieneBoil CYB/I.

Ne u3mMeHeHus: IMoxmucs oTB. MUNA:

‘ JlaTa BHECEHUS U3M:




197
643.72410666.00067-07 98 01-07

CosgaHue KaHana cobblTHi

HaumeHoBaHWe *

CoequHeHua
MporpamMmEbId NOHEHT

CYBA 9
Uene

Jalog -
THn coBbITHA

MpOM3EONEHEBIA TEKCT “
CoBblTia *
[terminate sessior| ]

Pucynok 10.18 — «Tun cobsitus» «IIpon3BONbHBIN TEKCT
10.2.4. Kanaj co0bITHII TIPOrpaMMHOI0 KoMmnoHenta JDS
Kanan coObiTuii nmporpaMmMHOro komnoHeHta JDS no3BossieT noiay4yaTh yBEAOMIIEHHS IO

COOBITHUSIM, TPUBEACHHBIM B Tabnuie 10.2.

Tabnuua 10.2 — [lepedyens Tumna coObITUN U cOObITUN KaHaa JDS

Pa3zgen
JOKYMEHTAUHN

Tun coonITHA CoObITHe

CoObITus aYTeHTI/Iq)I/IKaLH/II/I ITonp30BaTenn BOIICT B CUCTCMY

ITonp30BaTenb BBIIICI M3 CUCTEMBI

Coobmenus CooOluienust aAMUHHCTPATOPA

CoObITHs yueTHbIx 3anuceil | [laponb nsmeneH 2.14

[IpoGnemsbl U pemeHus 3anaya 3amyIeHa 8.2.4

33)_'[3‘-13 3aBCpIICHA

3amaya co3maHa

33[{3‘-13 OTpCAAKTHPOBAaHa

3amava ynaneHa

Jlaammagt Hba ¢aiin orpenaktupoBan 11.4

Hba ¢aiin BoccTanoBICH

Kondurypauus nepezarpyxena

Cosnana pesepBHas konust Hba daiina

Crucok pe3epBHBIX Konuii Hba ¢aiina

Cepsuc CYB/] 3amymieH

CepBuc CYB/] octanoBiIeH

Ne u3MeHeHUS: ‘ HO)_'[HI/ICI: OTB. JI4Ia: ‘ I[aTa BHCCCHHA U3M:
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Cepsuc CYB/I nepezamnyiieH

Apto3anyck cepBuca CYB/] Bkitouén

ABtozanyck cepuca CYB/I BbIKItoueH

10.3. Ioapasnen «Coodmenus» (Messages)

[Tonpaznen «CooOuieHus» npeaHazHadeH JUls:
—  KOHTpOJISl OTHpaBlIeHHbIX coobmenuii (10.4);
— MOHUTOpPHHTIA cO00IIeHNH, cTosmux B ouepenu (10.3.1);

— OTIpaBKn COO6H.ICHI/II>1 C BJIOKCHHUAMU IOAINMMCYHHUKAM Ha OIIPCACIICHHBIC COOBITHSA

(10.3.1.1).

ITogpa3snen umeeT nBe BKIAIKU:
—  «Ouepenby;
—  «O0OpaboTUnKn».

10.3.1. Ouepensn (queue)

B cnyuae HactymiieHuss coOBITHS, HA KOTOpoe chOpMHUpOBaHA TOJITUCKA, TEHEPUPYETCS

cooOuieHue u nonagaet B «Ouepenby.

Yepes Bpemsi, ycTaHoBIeHHOe Ha Bkiane «Hactpoliku odpadorku» (10.1.3), coobuenue

OyIeT onpaBieHO U OTpa3uTcs Ha Bkiajke «KypHan coobmenuin» (10.4).

@a[oba Coo6bLeHNs Ouepennb 06paboTunkn 2 fg:?f:[‘mm,: cven

du

Ananna puckoe Q Mouex ¢) O6toeuts Lo6agnTe

o ™ KaHan coBbITuit 3aronoBok Copepwanue Bnowenua [Lata co3ganua
CncoK KnacTepos

AYIWT M OTYETHOCTD v

Pucynok 10.19 — Bxianka «Ouepenny»
10.3.1.1 OrnpaBka coo0meHui

Bxnagka «Ouepensy» UMeeT ITOMONMHUTENbHYIO (PYHKINOHATHHYIO BO3MOXHOCTh OTIIPAaBKU

COOOIIEHUH C BIIOKEHUSIMU aJIipecaTaM, MOAIMUCAHHBIM Ha ONPEIEICHHYIO0 KATErOPUI0 COOBITUH.

B xauectBe npumepa:
—  chopmupoBats B noapasnene Marpuna goctyna (Access matrix) (7.1);

—  co3JaTh cooOIIeHuE;

Ne u3MeHeHUS: ‘ HOI{HI/ICB OTB. JIMIIA: ‘ I[aTa BHCCCHHA U3M:
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—  OTIPABUTE.

Ha Bxitage «Ouepenib» B IpaBOM BEPXHEM YTy HaxaTh NUKTOrpammy «JlooaButsy. [locie

4yero oTkpoetcsi okHo «Co3manus coodmenus» (Create a message).

Co3paaHue coobleHus X
Monnneka (Kanan cossmvil) *

KaHan cooblueHnd agMUHWCTpaTopa v
3aronosok *

MaTpuua

nepxaHue

CnuMcok NpWBMAErui Nnone3oeatenei Ha 113/06/2022

MepeTalLuTe hain ctofa UMK HaMMUTE

O

Access. Matrix.Jalog.jalog..

Pucynok 10.20 — OxHo «Co3naHusi COOOIIECHUsD

YcraHoBKa mapaMeTpoB COOOIIEHNH CX0Ka ¢ 0(pOpMIICHHEM ONUCKH mosib3oBarenst JDS,

JUTSL 4€T0 OTPEOyeTCs 3aOTHUTD TOJIS:
—  «lTonmucka (kaHanm COOBITHS)*»;
Br1OpaTh B BBITIaIaroNIeM CIHCKE paHee C(HOPMHUPOBAHHBIC MTOAIICKH.
—  «3aroyioBoK *»;
3anoJIHUTh TEKCTOBYIO YaCTh 3arojI0BKa MUChMa (TEMBI).
—  «Cogepxxanue *»;
3anoJIHUTh TEKCTOBYIO YaCTh COJEPKAHUS MTUChMA.
—  «Bnoxenusy.

[Tpu HeoOxoauMocTH c(HhOpMUPOBATH BIOKEHHUE KIMKHYB Ha TOJIE.

Ne u3MeHeHUS: ‘ HOZ[HI/ICB OTB. JI4Ia: ‘ I[aTa BHCCCHHA U3M:
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B mpuBogumMom mpumepe paHee CHOPMHPOBAHHYIO M OSKCIIOPTUPOBAHHYIO MATpPHUILY
J0CTyTIa BIOXUTH B COOOIIICHNE.

€ Orepomue ¥
« v » 3ToT komneloTep > flokymentsl 3 Beirpysin v (] Mowck: Beirpyskn
¥nopagounte ¥ Hosan nanka BE « [N 0
@acces;—matnx (1)xlsx
# BricTpeii gocTyn
e MNextcloud

@ OneDrive - Personal

> [ 3701 komnsroTep

¥ Cem

Wwma daiina: | access-matrix (1).xlsx

v| Bee daitne (*7)
o

Pucynoxk 10.21 — OxHO BBIOOpA BIIOKEHUS
Coxpanuth c(hopMHPOBAHHOE COOOIIECHUE.

[Tocne vero cooOluieHHe OTpa3UTCA B CIHCKE COOOLICHMH B OdepeqH, Kak MOKa3aHO Ha
pucysnke 10.19.

Yepes Bpemsi, ycranoBineHHoe B «HacTpoiike o6padotkm» (10.1.3), cooOmieHne oTnpaBuTCs
u nonazet B «XKypHan coobuienui» (10.4).

[Tomyuennoe agpecaToM cooOrieHne OyneT UMeTh aHAJTOTMYHBIN BH/I, KaK MIPEICTABICHO HA
pucynke 10.22.

4 /izbpanHoe

Mowck B nanke “w3 TeKywero NoOYTOBOro

0 Aawmka’ (CT... O

OtnpaeneHHbie

€ Oreerurs (G2 Ovsemm

Bce HenpouwtaHHbie

wTe ecem (3 Mepecnats G MrHoserHbie coobuienma
MoJara ~ Hosuie +

Yr 08.09.2022 17:09
4 Ceropn IDS Message Service <jds@datagile.ru>
DS Message Service ] Matpuua aoctyna
[ Bxogawme Marpuua goctyna 17:09
CnWcoK NpuBnNerin Nonb3osatenei ; Koy

== access-matrix (1).xlsx
u 16 KB

Cracox nNpHEHTerHil noaszoearexei Ha 09/09/2022

Pucynox 10.22 — [Tucemo chopmupoBanHoe Ha BKiaae «Ouepens coodmeHunin» kommnonenTa JDS
I'ne:

B ajapece oTmnpaBuTens OynyT ortpaxkeHsl «MMs otmpaBuTens» U «Anpec

OTIIPABHUTENSN», KOTOPBIE ObLTH ycTaHOBIIEHBI B apameTpax «Cepsucsl Emaily» (10.1.1);

B TeMmMe nuchbMa OyAeT YykazaH «3arojloBOK», KOTOPBIM YyKa3zaau B Mpolecce
dbopmupoBanus coodmmenus (cm. Pucynok 10.20);

B Tele mucbma otpaxaercsa «Coaepxkanue» (cMm. Pucynok 10.20);
‘ Ne u3MeHeHus: ‘ IToamuce OTB. JIHMIIA:

‘ JlaTa BHECEHUS U3M:
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— BJIOKCHUC COOTBCTCTBYIOIICC OTIIPABJICHHOMY.

o OtmpaBka cOOOIIEHUN C BIOKEHHUSIMU BO3MOXKHO TOJBKO JUIs Mojib3oBareneid JDS,

1T KOTOPBIX YCTaHOBJIEHA OTIpaBKa nmucem yepe3 Email moakmoyenns

10.3.2. Oopadoruuku (Handlers)

Bxnagka «O06paboTunkmy umeeT HH)OPMAIIMOHHBIN XapaKTep, B KOTOPOil 0ToOpa)kaeTcs

uHpOpMAIIHS:
—  «HaumeHnoBanue (ki1104) 3aJaHUS»;

—  «llepuoguuHocTs (MHTpEBa) 0OPaOOTKH OYEPETU, MUHY;
—  «Cayx0bl cOOOIIEHHI 1Sl OTIIPABKHU YBEIOMIICHUI.

OTtoOpakaeMble mapaMeTpbl HEJOCTYIIHBI U1 pEJaKTUPOBAHMSL.

@a[oba CoobweHns Ouepenb O6paboTunkm admin (AamMuHucTpatop CYB[) 2

Sy Ananws prekos O owomnms

- Handerosanne (kniod) 3aRann MepHoanHoGTs (#T2psn) OBRasoTM 042peRA MH

CryKSe1 CooBlerHit ANA OTIDAZKN YBEROMAEHHTT
& Cmcok knacTepor

Processing message queue 1

Email, Zulip
M AyntmotyéTHoCTb v

Pucynok 10.23 — Bxknaaka «O0paboTunkm»

10.4. XKypnaa coodmennii (Message log)

Bxnagka «Kypuan cooOmeHuil» BBIIOTHIET KOHTPOJbHYIO (YHKIUIO pPErHCTpaIiu

OTIIPABIIEHHBIX COOOIICHHUH.

Cnucok cooOleHn HEBO3MOXKHO PelaKTUPOBaTh. JJOCTyHA COPTUPOBKA MO CTOJIOIAM, a

TaK>Ke IMOJTHOTEKCTOBBIM ITOUCK.

[Tpu HaxxaTUW Ha BIIOKEHHUE 3aTPY3UTCS OTIIPABICHHBIN (haiii.

Ne u3MeHeHUS: HO)_'[HI/ICI: OTB. JI4Ia: ‘ I[aTa BHCCCHHA U3M:
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@atoba

Al Anana pickos

Cnucok KnacTepor

AYAAT MOTUBTHOCTL v

MponagoauenchocTs v

(5]

W) LDAP cuHxpoHMzaums

a

Yeefiomnenus ~

Moanuekw

Coobuienns

KypHan coo6ieHuin

PonuE]

JKypHan coo6lieHnit

Q, Mouck
Datacosganus &

2023-06-26 17:13:48
2023-06-26 17:13:48
2023-06-26 17:13:48
2023-06-26 17:13:47
2023-06-26 17:13:47
2023-06-26 17:12:48
2023-06-26 17:12:48

2023-06-26 17:12:48

Kaxan cosermit

promote

promote

promote

promote

promote

promote

promote

promote

3aronosok Copepxatine

promote (CY51)

promote (CY5/1)

promote (CYBM)

promote (CY5/1)

promote (CY5/1)

promote (CYBM)

promote (CYB/1)

promote (CY5/1)

Brioxenna

log.csv

log.csv

log.csv

log.csv

log.csv

log.csv

logesv

log.esv

Monyuarens

karpenko-a

glibkin-a

glibkin-a

nikel-a

nikel-a

karpenko-a

glibkin-a

glibkin-a

Chyx6a coosiesyt

Email

zulip

Email

zulip

Email

Email

zulip

Email

Anpec

karpenko-a@dat..

35

glibkin-a@datag...

23

nikel-a@datagile...

karpenko-a@dat...

35

glibkin-a@datag..

MpuopuTeT Coosu

O6bINHBIA

O6bIYHBIA

Bbicokuit

O6bIYHBIA

BbICOKMIA

OGbI4HbIA

O6bINHbIA

BbICOKMIA

o admin
& AgmMuHUCTRaTOD CYE[L

() O6HoBnTL
PesynbTat

SUCCESS! Mess..
SUCCESS! Mess..
SUCCESS! Mess...
SUCCESS! Mess..
SUCCESS! Mess..
SUCCESS! Mess..
SUCCESS! Mess..

SUCCESS! Mess..

Pucynox 10.24 — Brinaaka «XypHan cooOuienuin

‘ Ne u3mMeHeHus:

‘ IMoxmucs oTB. MUNA:

‘ JlaTa BHeCeHHS U3M:
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11. PA3SJIEJ «JJAHAIITA®T» (LANDSCAPE)
@ Pazpnen aktyanen s Bepcuu komnonenTa JDS 2.6 u Bbiiie

Paznen «JlanamadT» npenqHasHavyeH ass:

—  monydenwus obmieit nadopmarmu o xocre CYB/;

—  monydenwus obmieit nadopmaru o CYB/I;

—  ympasienust KoHpurypanuonusiMu ¢aiimamu CYB/I;

—  yCTaHOBKH H yrpaniienus pacuupenusmu CYB/I.

JlocTtynen paszie’l B KOMIIOHEHTE, TOJIBKO JUIsl TOJIb30BATENs C POJBI0 «AJMUHUCTPATOP

CYB/».

@ B Ttekymeil peanmsanuu (yHKIHMOHAIBHBIE BO3MOXHOCTH pasaenoB «Llemn» u

«Jlanamadr» HE CHHXPOHU3UPOBAHBI
JloGaBiieHuE IEMEHTOB BO BKIAAKY «O030p» HUMEET HepapXUUECKyI0 CTPYKTYpy U TpeOyer
ayrentudukanuonnyto napopmarmro as SQL, SSL u SSH coenunenus.
[ToaroroBka xoctoB u pazBepteiBanne CYB]] «Jatobay, nactpoiika SSH u SSL coennnennit

ornucaHa B IOKyMeHTe «PyKOBOJCTBO 10 O€30MaCHOCTH.

o He pexomennyercs no6asists B pa3aen «Jlanmmadr» cmyxedbnyio CYB] «Jatobay

UCIIOIb3yeMyI0 KoMnoHeHToM JDS, a Takxke mpoBOJIUTE OIepalyu cO CIy>KeOHOM

BJI.

VYnpaBieHne X0CTOM, B TOM YHCJIE U KOHPUTYPAIMOHHBIMA (paiimamu TpeOyIOT HACTPOUKH

SSH - coenunenus.

Tabnuna 11.1 — TpeOyemble mapaMeTpsl AJ1s MOAKIIOUYEHUS

YpoBeHb Hepapxuu ITapamerp 3HauyeHnune
I'pynna IIpousBosbHOE
Nwms [IpousBonbHOE
Onucanue IIpousBosbHOE
Xocr

Ne u3MeHeHUS: HOI{HI/ICB OTB. JIMIIA: ‘ I[aTa BHCCCHHA U3M:
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YpoBeHb uepapxuu ITapamerp 3HauyeHnune

[P-anpec nnmu FQDN-ums

Wwms yu€THOM 3amucu jdscontrol

ITopt nnst ynpasnenus no SSH 22

CYB/[

Wwms cepBuca *

[TopT * 5432

[TyTh k manke HaHHBIX *

[TyTh K mamnke Jyuist pe3epBHOTO KOMUPOBaHUS *

Ceprudukar YI|

Wwms yuétHol 3anucu agmunucrparopa CYBJ] * postgres

Nwms cnyxxebuoit bBJI * postgres

Pexum mudpoBanus Disable/ Allow/ Prefer/
Require/ VerityCA/
VerityFull

Crnioco6 ayTeHTU(hUKAITIT [Tapons/
SSL-ceprudukat

JloruH nons3oBarensd 0a3bl JaHHBIX *

[MTapons *

Kaacrepsi Ha3Banue Nwms xnacrepa

Anpec [TyGnuunsrii [P-agpec

[Topt REST API 54443 (Custom)

Cepruduxat nonp3oBarens Konteiinep pfx

JlocTymHBI onepanuu:

—  Co3patb rpynmy ¢ 3alaHHbIM HAUMEHOBAHHUEM;
—  /3MeHuTh HAaMMEHOBaHUE IPYIIIIHI;

—  Pacdopmuposars rpynmy;

ITocne YAAJICHUA I'PpYHIIBI BCC XOCThI, KOTOPBIC HAXOAWJINCH B Heﬁ, NepEMECIIaAOTCs B KOPCHb

nepesa «Jlanamadray.

—  Jlo0aBuUTbH XOCT B IpyIiLy;

Ne u3MeHeHUS: HOZ{HI/ICL OTB. JIMIIA: ‘ I[aTa BHCCCHHA U3M:
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Ecnmu B rpymnmy 100aBisieTcsi XOCT, KOTOPBIM YK€ HAaXOAWTCA B APYroM TPYyIIE, TO XOCT

IIEPEHOCUTCS U3 UCXOIHOM I'PyIIIbI B HOBYIO;
—  Yaanurth XOCT U3 IPYIIILL,
[Tpu ynanennn Xocra u3 I'pynmsl oH epeMeniaeTcs B KOpeHs aepena Jlanamadgra.

11.1. Xoct. Bkaagka «O630p»
JloGaBiieHne xocTa BO3MOXKHO OT aneMeHTa-poautens «['pymmay. IlpeaBaputenbho
MOArOTOBUB LIEJIEBOM XOCT AJI yNpaBieHus, T.e. ycTaHOoBUB SSH-coenuHeHue, CTaHOBUTCS

JOCTyTIHA OTepariys J00aBIeHus XocTa B paszene «Jlanmmadt.

B pesynbrare Ha ypoBHE HepapXum OOBEKTOB, TUMAa «XOCT», BO BKIagke «O0630p»

oToOpa3uTcs cocTosiHue noAkmoueHus mo SSH npoTokory 1 ocHOBHas HHGOPMAIIHS O XOCTE.

Qatoba [ Mg osp sy
88 MOHHTOPMHT Q, Momck ¢ © 10.116.102.60 X

Wua snemenTa P
all  Ananus puckom 0baop

DA
v O Fpynna Cocrenue: ® Tlog ynpaesnexHnem

KnacTepsl w

Mocneaxes pbHoENEHKE: 19:
~ 10.116.102.60 1/30/2025 10:19:57 AM
X XoeT

M@ AvanrworuEtHocTe v | ) Obhomute |
o

MEON3IBOANTENBHOCTD 1B-anpec s FODN-Amz 10.116.102.60
WMs JuSTHOR 33muCH jdscontrol

LDAP cepommsaLpa TopT Ana ynpasnemis no SSH 22

OnucaHke:

Pucynok 11.1 - Xoct. Bknanka «O630p»

Bo3MoxHBI 3 cocTOsSIHUS XOCTa:
—  "llox ynpaBnenueM" - ycIenHbli mpoOHBINA BXOJ Ha XOCT MO poTokory SSH;

—  "OmmOka ayTeHTU(UKAUH"- HEYCTIEITHBIA MPOOHBIA BXOJ HAa XOCT IO MPOTOKOIY

SSH;
"H " ~
— enocTymneH" - TalMayT MPH MOTBITKE BXOa Ha XOCT 1Mo mpoTokoiy SSH.

11.2. CYB/. Bkiaaaka «O030p»

[ToaxmrounB nocneaHiow cymuocts «CYB/I» BeicTpoutcs cniucok BJI.

Ne u3MeHeHUS: HO)_'[HI/ICI: OTB. JI4Ia: ‘ I[aTa BHCCCHHA U3M:
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B3 MonutopuHr

i Avanus puckos

= Knacteps! v
@ Avmutnomemocs v
@ TMponasopntencrocts v
LDAP CUHXpOHH3aLMA

&% PonuBL

A Yeepomnenun v
A Nawpwadgt

@ naponsusie nonummn v

[ Nanpwadt 06acp Kapra ceTn
Q nouex [¢]
Mg snemerts onuc m
Proxmox
TecT...
v DO e a2

10.116.131.116
> B e

db.mas.dev.da.lan
v oo Nap..

VEEDY
8 l;:nch
=) JEds,desst
8 5
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o admin

jatoba-4 X
06aop MapameTpsi CY5l  Mpasuna gocTyna  [LOGTYNHbIe paciumpenna
Cocrostve: ® PaGoraer
Mocneguee obHoBNekMe: 26.11.2024 18:36:53
ABTOSENYCK PR CTapTE CHOTeMBI )
[ ¢y osmorurs | [ @ ocramosurs | [ B nepesanyerurs
Mepr: 5433
TlyTs K Nanke AaHHoIx: pvar/libjjatobar4/data/
MyTs K nanke gnA
Viim yuETHOl 3amic aguykicTpaTopa CYB:  jdsadmin
Vi cryse6HOR Bl postgres
Crocod ayTexTHbUKaLAN Mapono

Pucynok 11.2 — Briagka «O030p»

Bo Brmagke «O630p» mocrymHa obmias waHpopMmarus o CYB]l u ynpasieHue ciyx00i

CVYB/] na xocre:

BKJIFOUCHHUE/OTKITIOUEHUE aBTO3amycka ciryx061 B OC;

OOHOBJIEHHE COCTOSIHUS CITY>KOBI;

OCTaHOBKa CIIy>KOBblI;

Iepe3amnycK CIIyKObl.

11.3. CYB/. Bkiaanka «Ha3nauenue poJieii»

Bxnanka mpenHazHaueHa 11 TOHKOM aBTOMAaTHYECKOW HACTPOWMKHM JOCTyNa K LIEJIEBOM

CVYB]] ¢ uenpio Ha3HAYEHHUs] MUHUMAJIbHO HEOOXOAMMBIX IPaB M NMPUBUIETUN MOJIb30BATENSIM,

aIMUHUCTpATOPaM M JIniaM, 00ecrieunBaronuM GyHKIIHOHUPOBAHUE HHPOPMAITHOHHON CHCTEMBI.

Bo Bknanke oroOpaxatorcs yueTHsle 3anucu CYB/], koTopble MOTYT HCIIOJIB30BAaThCS IS

cepBucoB. [1o yMonuaHuto ncnonb3yercs NpUBUIIETUPOBaHHBIN Mosb3oBaTeslb CYBJl «postgresy.

Bo Bkiaake oToOpaxaroTcsi CTOIOIBI:

Ha3znauenwe;

Pons;

Crnoco6 ayreHTH(rKanuy;

Pexxum mudpoBanms.

Ne u3mMeHeHus:

HO)_'[HI/ICI: OTB. JI4Ia: ‘ I[aTa BHCCCHHA U3M:




207
643.72410666.00067-07 98 01-07

i

@étOba [ Nanpwagr 063op - amm Tpatop CYE]
8% Monuropmhr Q, Momck S +] jatoba-5 X
1 Ananns pucnoe Mus znemznta T OBaop HaaxaueHne ponen MapaMeTpbl CYBA, Mpaeuna AocTyna  JLOCTYNHBIE PACWHPERHWA  HacTpofku Ans probackup
all -

DA
- v DO Tpynna Q, Mouck () O6HosuTe
= lnacTepsl v

v A 10.116.102.60 Hasuauskie T Pone Cnocof ayTeHTHdMKELIMA Pasum wHSposaHus
X
@ AvauruorueTHoeTe v !
O nostgres 3
- % jatobas C6O0p CHUMKOR NPOWIBOJMTEN. &, postgres MNapons Disable L
CYEL

MpoM3BOUTENBHOETE

g postgres Cynepnons3ceaTent 2, postgres Napons Disable
EL

I~

LDAP cHHXpoHM3aLHA

Pucynok 11.3 - Briiagka «Ha3nauenue poiei»
[Ipn HaX)kaTUM HA TUNIEPCCBUIKY POJIHM OTKPOETCS OTHOMMEHHOE OKHO IO UMEHU CEpBUCA, B

KOTOPOM JJOCTYITHO:
—  CMEHa pouy;
—  peIaKTHpOBaHHE ayTeHTHU(UKAIMOHHON MH(OpMaIny;
—  TEeCTUPOBAHWE MOJKITIOUEHUS.

CMmena pojin  aBTOMATHUYCCKH BbI3OBET CKPUIIT HA3HAYCHUSA HCO6XOI[I/IMBIX npaB "

NpUBHIETUN 151 QYHKIIMOHUPOBAHUS CEpPBHUCA.

11.4. CYB/. Bkaanka «Ilapamerpsl CYB/I»

o [lepen pexakrupoBanneM KoHpuUrypanuonsbix ¢ainoB CYB/] «Jatoba» ybenurecs,
YTO KOMIIOHEHT KOHTPOJISA HEIOCTHOCTH «ja_CSum» OTKIIOUYEH WU TIEPEBECH B
pexxum uHpopmupoBanus (permissive). [lockonbky, «ja_CSum» QyHKINOHUPYS
COBMECTHO KOMIOHEHTOM MapOJIbHBIX MOMUTHK «SecurityProfile», nepecunrtan
KOHTPOJIbHBIE CyMMBbI KOH(DUTYPAIIMOHHBIX (DAiiJIOB M HAWAS B HUX PACXOKIACHUS C
STaJIOHHBIMH 3HAYCHHUSIMH, TIEPEeIacT KOMaHay KOMIoHeHTy «SecurityProfiley» na

onmokupoBanue nonb3zonareneit CYB/I.

Bo Brmagke «Ilapamerpst CYB/l» gocTynmHO M3MeHeHUE 3HAYeHUH KOH(QUTYPALHOHHOTO

daiina «postgresql.conf>.

Ne u3MeHeHUS: HO)_'[HI/ICI: OTB. JI4Ia: ‘ I[aTa BHCCCHHA U3M:
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@}toba / Nanawadgt 0630p Kapra cemu o
2 wonumopmar Q noncx <) jatoba-4 x
W snenenta D onme
S e prckos n 0630p Mapamerpoi Y5  Mpaeuna goctyna  JLOCTYMHbIE pacLMperma
Proxmox .
¥ O e Teer. % Q Noucx
= Knacrepsi v
> o premme oy, : e 2 2 E—. oot source m
(ocT wJ
@ Amnmnoriémocts v
v @ midedaln : > Mapamerpsi nn paspaborumcos
Xoct -
@ NpoussopuTensiocts v
v & ny‘gga"‘ nap.. H v OTuETHI M NPOTOKONBI / UTo 3ankchiBaTs
LDAP GHHXPOHM3ALMA
bench . application name .
g 50 H 3303ET MMA NPHNOXERNA, KOTG! CTETNCTI =k Snaenne oTcyTCTRYET client ,—
&z PonnbO
a=
=] s db_test debug_pretty_print true true default z
BQ (OTCTyMe! MM OTOGPEKEHMI 2PEELES PasBOpa U NNaH2 SENPOCOS. =
A Yeepomnenun v
i jdsct e
8 & : debug_print._parse false false default s
2 navusgr FPGmorOMIpORaTs Repesd p33apa e KAKEONS SamB0sa. <
anpua
g lstb . -
£ H debug_print_plan — . configuration file (crpoa 853) .
R T — OTGHOTUPO33To 1734 35FOTHEHA KEXGOTD 33M1POCE. var/liy/jatoba/a datafpostgresglco Z=
g misidemo

Pucynok 11.4 - Briagka «IlTapamerpst CYBJ»

Crircok napamMeTpoB OCHAILEH MTOJIHOTEKCTOBBIM TOMCKOM U CTPYIIIMPOBAH 10 Pa3jeiaMm.
Bxnagka «[Tapamerpsr CYBl» npenocraBisier HaOOp JTaHHBIX:

—  3HAYCHHE PEIAKTUPYEMOM BEINYUHBI;

—  eIVHHULA U3MEPEHMS TEKYLIEro 3Ha4CHUS;

—  THII JaHHBIX TEKYILETO 3HaYECHUs,

—  BEIMYMHA MUHHMMAJIBHOTO 3HAYECHUS,

—  BEJIMYMHA MAaKCUMAaJIbHOI'O 3HAYCHHS.

M3meHneHne KOHKPETHOTO TapameTpa JOCTYIIHO 4epe3 MUKTOIrPaMMy B MOJAJIBHOM OKHE.
IIprMeHeHNE HOBBIX 3HAYEHUU BBITIOJIHAETCS Yepes:

—  SQL-xomanny «ALTER SYSTEM»y;

—  l3meHeHneM KOHQUTypalmoHHOTO (aiiia, T.e. ero Nepe3anuchio.

debug_print_parse x

OT4ETEI M NPOTOKONLI [ HTO 3ANHCEISETE

[Tun anayenna: bool ]

MeTog BHECEHMA U3MEHSHIA
. BbinonHeHue KoMaHasl ALTE.. v

Terywes sHauSHue

on off

3HaueHne NapamMeTpa HACTPOMKK He 3agaHo B daitne KoHGUTypaLw;
MCMONB3yETCA 3HaseHme boot_val

boot_val false
source default
Qnucanue Hp OTCKONIMpOEaTE ASpEED paaﬁopa ANA Kaxoro aanpoca.

Pucynok 11.5 — OkHO U3MeHeHHEe napameTpa
BHecenHble u3MEHEHUSI HE NPUMEHSIOTCS aBTOMATHYECKU, OHU OTpa3iTcsi B CIHCKE

napaMeTpOB M IOTIOTHUTENBHO OyIeT BbIBEIEHO MHPOPMAIIMOHHOE COOOIIEHNE B BEPXHEH CTPOKE.

Ne u3MeHeHUS: ‘ HOZ[HI/ICI: OTB. JI4Ia: ‘ I[aTa BHCCCHHA U3M:
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admin
@étOba / Nanpwadgr 063op S ASMHHUCTRETOR CYEJ
8% MoHuTopMHr Q, Mowck e +] jatoba-5 X
HMA zneme i I
.'_h_l AHBNH3 PUCKOR A snemenTa T Obzop HasHaueHue poned MapameTpw CYE], Mpaewna foctyna LocTynHele paclwKpeduAa  HacTpofikk gna probackup
v Da B KOHGHIYPALIHK ECT HE CONPSHEHHEIE SHAYEHHA
Tpynn
= HKnactepa ~ il
v o 1011610260 Q parse X
- ¥oer
@ Avparworigmieers Hus Tewyusee zHauzHue boot_val source m
v % jatoba-5
CYEL
MpoMagoauTEnsHOCTE W ~ Reporting and Logging / What to Leg 1
=] postgres
EL

@

LDAP cHHXpOHN3ELMA dﬁbulg)_aretetgt?nnl R true true default

™

= PonmBl debug_print_parse true

Logs eacn quarys pase ez E— default

™~

Pucynok 11.6 — UHnukaiusi 0 BHECEHHBIX U3MEHEHUSX
Buecennble wm3MeHeHHs oOTpas3siTcs B KoH(purypammoHHoro ¢aiina «postgresql.conf»
OTIENBHOM CTPOKOH ¢ KOMMEHTapUeM O MPUJIOKEHWU BHECIIMM HU3MEHEHHE, JaTe U BPEMEHH, a

TaKXKE O y‘ICTHOfI 3aIlMMCHU KOMIIOHCHTA OT UMCHHU U C IIpaBaMM KOTOPOIO BHCCCHbI U3MCHCHMUS.

%
postgresql.conf -
Open ~ [+l Jfvar/lib/jata (data Save - - = *
.......... e T
833
834 i i 2025-01-30 13:05:27 UTC+03:00 ::1 admin

835
Plain Text ~ Tab width: 8 ~ Ln 834, Col1 ~ INS

Pucynok 11.7 — Ctpoka napameTrpa U3MEHEHHasI CpeJcTBaMU KoMIIoHeHTa JDS
11.5. CYB/. Bkaanka «IIpaBuia gocryna»

o [lepen pexaktupoBanueM KoHpuUrypanuonusix ¢ainoB CYB/] «Jatoba» ybenurecs,
YTO KOMIIOHEHT KOHTPOJIA HEIOCTHOCTH «ja_CSum» OTKITIOUEH WU TIEPEBECH B
pexxum uHpopmupoBanus (permissive). [lockonbky, «ja_CSum» QyHKINOHUPYS
COBMECTHO KOMIIOHEHTOM MapOJIbHBIX MOMUTHK «SecurityProfile», nepecunrtan
KOHTPOJIbHBIE CYyMMBbI KOH(DUTYPAIMOHHBIX (PAiiJIOB M HAWAS B HUX PACXOKICHUS C
ATaJIOHHBIMH 3HAYCHHUSIMH, TIEPEeIacT KOMaHay KOMIOHeHTy «SecurityProfiley» na

6noxupoBanue nons3oBareneir CYB/I.

Bo xmanke «[IpaBmima moctyma» AOCTYMHO M3MEHEHHE 3HA4Y€HUN KOH(UTYPalMOHHOTO

¢aitna «pg_hba.conf», B koTopoM ycTaHaBnuBaroTcs napamerpsl ayreHTudukanuu B CYB/I.

TabnmuyHast 4acTh BKJIAJIKA OTOOpa)kaeT YCTaHOBJICHHBIE TAPAMETPhI ayTeHTU(UKALINH.

Ne u3MeHeHUS: HOI[HI/ICI: OTB. JI4Ia: ‘ I[aTa BHCCCHHA U3M:
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@ { NanpwadT Odaop 2 admm rpaTop CYER
n Q nomck [ +] jatoba-6 x
:h! WwmaanemenTa T Ommcakne 1] 06z0p HazHaueHne poned MapameTpel CYEQ Mpaewna pocTyna MocTynHele PaCIUHPEHHA Hactpoiku ans probackup

DA .
- ~ 0O revmna : Q noucx &) OTKATHTE KIMEHEHMA ¥
-
y & lf,lm'm 45 EXPORT H w nyme Crpoka Tun o Eanl AzHmbI Nanesa.. Aapec Macka cer werea. |1
o & 10.116.102.49 1 Jfvar/lib/jatoba/fidata’pg_hba conf 13 Iocal all all md5
Hact
L]
> % jataba-b z Svar/lib/jatoba/6/data’pg_hba.conf 16 host all all 127.0.01 235.255.235.253 md3
c¥ED
[+
2 Svar/lib/jatoba/6/data’pg_hba.conf nz host all all 10.116.102.0 255.255.255.0 md5
n
4 fvar/libfjatoba/6/data/pg_hba conf 119 host all all -1 Liaiisiaiiniie md5
A
5 fvarflibfjatoba/6idata/pg_hbaconf 122 local replication all md5
A
& Svar/lib/jatoba/6/data’pg_hba.conf 122 host replication all 127.0.01 255.255.255.255 md5
n
7 Svar/lib/jatoba/6/data’pg_hba.conf 124 host replication all i FEFFFFEF AR FEFEFE.... md3

Pucynok 11.8 — Briagka «IIpaBuia nqoctyna»

OHM LETMKOM OTPakaloT CTPYKTYpy KOH(UTYpaunoHHOTO ¢aiina «pg_hba.conf.

Haxatue Ha runepccbuiky B cronOue «IlyTh» BBI3OBET pelakTop, B KOTOPOM JOCTYIHBI

CTaHAapPTHBIC (1)YHKHI/II/I PEAAKTUPOBAHUA U «T'OPAYNX KIIABHIID).

» 8dmin
@ / Nanguapr fvar/lib/jatoba/6/data/pg_hba.conf X 2 Y ecmin
1 O rosx A Mowex x
118 7% TVPE DATABASE USER ADGRESS METHOD
:h! MR anzmenTa 4 11 AnA probackup
- 112 | # "local® is for Unix domain socket connections only
- < (m] Foyna H: locsl  all sl i 5 OmxaTHTL MaMeHEHUR ¥
#loca 1 jdscontrol peer
=
O 101 115 # IPWd local connections S
» 3 116 host  all a1 127.0.9.1/32 nd3
1] 117 hest  all all 10.116.102.0/24 mdS
118 # IPv6 local connections mds
v O 0116
Xoer 119 host  all a1 §:1/128 nd3
[} 120 | # Allow replication connections from Localbost, by & user with the
Gz (121 # replication privilege 55255 mid5
> ov 122 local replication all S
g 123 host  replication all 127.0.0.1/32 nd$
124 host  replication all 1:1/128 mdS 35.0 md35

Pucynox 11.9 - Penakrop koHdpurypamuontoro gaiina «pg_hba.conf»

BHeceHHbIe U3MEHEHUS COXPAHAIOTCA 11O KHOIIKEC «COXpaHI/ITB».

Ha nanHOoM miare cpaboTaeT 3amMTHBIA MEXaHU3M NpoBepku (aiina Ha omuOku. Ecim
OIIMOKH OTCYTCTBYIOT, KHOTIKA «I[puMeHUTH M3MEHEHUs» OyAeT pa30I0KupOBaHa, IO €€ HaXKaTHIO

MPOU3BOUTCS BhINOIHEHUE SQL-KOMaHIbL:

SELECT pg reload conf();

[leneras CYB/] nmpumMeHUT BHECEHHBIC U3MEHEHHSI 0€3 IMOTHON TIepe3arpy3Ku.

Kondurypanumonnsrii gaiin «pg_hba.conth neneroit CYB/] xpanuthcs Ha X0CTe CIy)KeOHOM
CYBJ JDS. Takum oOpa3oMm peanmnsyercss (GyHKIHOHAIbHAS BO3MOKHOCTH YIIPABJICHUS

PE3EPBHBIMH KOMUSAMHU KOH(PHUTYpAIIHOHHOTO (haiina.

Ne u3MeHeHUS: ‘ HOZ[HI/ICI: OTB. JI4Ia: ‘ I[aTa BHCCCHHA U3M:
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@ / Nanpwadgt Odaop F-4 Edm'" paren cvEn
H Q Nomce ¢ 0 jatoba-6 x
A e anementa T Oncanne m 06z0p Haswauenme poneit  Mapamerper CYE[] Mpasuna gocryna  [locTynueie pacwmpesus  HacTpoiike gna probackup
- = Ebinna : Q, Momex &) Orkatums wamereuns A
= s O >1‘13'115..10'2..15 EXPORT : W fyra Crpoxa T o Basm A Nonesa.. | Aapec ELILEPUTE CeKan-BaAN NS BACCTIHCAEHNA
o ) o

- Fay 1.(]'115,10'2119 1 fvar/lib/jatoba/6/data/pg_hba.conf 132 local all all jatoba-6_20250212_032748 hba.bak
a 5 % ]:E‘rlgga_ﬁ 2 fvarflib/jetobalt/data’pg_hba.conf 116 host all all 127.0... jatoba-6_20250212_032004 hba.bak
¢ 3 fvarflibyjatobal6/data’pg_hba.conf nz host all all 10.11..
" 4 fvar/lib/jatoba/6/data/pg_hba.conf 19 host all all =1
A
5 fvar/libijatobasB/data/pg_hba conf 122 lncal raplic._ all
A
& var/lib/jatobast/dataspg_hba.conf 123 host replic... all 127.0...
:
7 Fvar/lib/jetobal6/data/pg_hbaconf 124 host replic... all 1 — =
Pucynok 11.10 — OkHo «OTKaTUTh U3BMEHEHUS»
Wwms daiin pezepBroil konun umeet Bug <service> ['TTTMM/JL YUMMCC.hba.bak, rae:
— <servicename> - ums cepsuca CYB]] Ha nienneBoM xocre;
Wx MoxeT ObITh HECKOIbKO. VIMsI COBITaIaeT ¢ MUMEHEM CEpPBHCA, UCTIOIB3YEMbIM B YTHIIUTE
systemctl:

systemctl status <servicename>.service

—  ITITMM/I/J - cTpOKOBOE NPEICTABICHHUE NAThI CO3AAHUS PE3EPBHON KOIINH;
—  YYMMCC - cTpOoKOBOE MpECTABICHUE BPEMEHHU CO3aHUsl PE3EPBHON KOMHH.

Hmerommecs pe3epBHbIE KONUM KOHPHUrypaumoHHOTo ¢aitn «pg hba.conf» Bo3MoxHO

BOCCTAaHOBUTH (OTKAaTUTh). Jl71s1 aTOrO TpeOyercs:

— HaKaTb KHOIIKY «OTKaTHTH U3MEHECHUS H&XO,I[?IIJ.ICﬁC?I B IIpaBOM BCPXHCM YTIJIy OKHA

«IIpaBuna goctyna», Kak nokasaHo Ha pucyske 11.10;
—  BBIOpaTh TpeOyeMyIO pe3epBHYIO KOMHIO;
—  HaxaTb KHONKY «OTKaTUTh.
W3MeHeHHs IPUMEHATHCS aBTOMAaTUYECKU.

COXpaHCHI/Ie PE3CPBHBIX KOITMM 1 UX BOCCTAHOBJICHHE BBIMIOJHSICTCS OT UMEHHU U C InmpaBaMu

yaetHo# 3armucu OC «jdscontrol» mo mpotokory SSH.

Ne u3MeHeHUS: HOZ[HI/ICI: OTB. JI4Ia: ‘ I[aTa BHCCCHHA U3M:
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11.6. CYB/. Bkiaanka «/locTynHble paciiupeHus

Cnoucok poctynubix pacmupenuid CYBJl oroOpaxaercs Bo Bkiagke «JlocTymnHbie

d
@}toba / Nangwadt 0630p Kapra cor & i eropOYoR
85 Monwmopunr Q novck [¢) JatobasServer-6 X
8 Awans pckos W anevierra A Oneanne m 0630p MNapamerpel CYBA Mpasuna gocTyna  [I0CTYMHbIE PACLUMPEHUA
alil -
v D '_”F'f"m"" Tecrosbi... Q. Movex
& knacrepsi ~ -
v @ jimeraime Window.. : Hamerozarie © Bepcun s Rosep: Creva Toebyoten
@ AvaurmoriEmHocTE v
adminpack 21 pg_catalog
> G Jtobatert jgcadmi.. ©
@ powssoaMTENbHOCTD v
amcheck 13
> o Bmssdoudan @
LDAP CHHXPOHM3aLMA
autoinc 1.0
5 oy MM ey @
&= Pomba
* bloom 10 ()
Yaenomnennn
a A M btree_gin 13 @ @
Nanpua
) iy bree_gist 18 © ©

-

Pucynok 11.11 — Britanka noctynHele paciinpeHus
Crimcok hopmupyeTcsi BRIOOpKOW U3 MpeAcTaBieHnid «pg available extension versions» u
«pg_available extensions». Pacmmpenuss wuaeHTHQHUIUPYIOTCS TO HMX HAUMEHOBAaHHIO B

noJie «pg_available extension versions.namey.

Bxmanka «JlocTynHble paclIMpeHus» MpelHa3HayeHa i OTOOpakKeHHs CHHCKa

pacuupeHuit JoctynHbix Ha BeioOpanHoit CYB/] mist ux ycranoBku B B/I.

@ Ecnmu B obmem crimcke TpeOyemoe paciiupeHne He 0TOOpa)xaeTcsi U KOHTEKCTHBIN
MOUCK B OJHOMMEHHOM II0JI€ HE JaJl pe3yJIbTaTOB, 3TO 03HAYAET, YTO HE YCTAaHOBJICH

naket pacimupenus (komnonenra) B CYB/I.

Ecnu B o0miem crimcke TpedyemMoe pacimpeHue He 0TOOpakaeTcsi 1 KOHTEKCTHBIN MTOUCK B
OJIHOMMEHHOM I10JI€ HE JIajl pe3yJIbTaTOB, 3TO O3HAYAET, UTO HE YCTAHOBJICH MaKET PACIIUPEHUS

(xomnonenTa) B CYB/I.

Taxxke orobOpakaercs wHpOpManus Kakue TPeOOBaHHUS MPEIBSIBISIIOT PACIIMPEHUS K

CBOCMY OKPY’KCHHUIO U MMOPAAKY YCTAHOBKHU.

Bnusuue mapaMeTpoB IIpaB B paCIMPCHUU Ha BO3MOKHOCTDH YIIPABJICHUA ITOJIb30BATCICM

STHM pacIIMPEeHUEM NpeacTaBieHo B Tabmume 11.2

Ne u3MeHeHUS: HO)_'[HI/ICI: OTB. JI4Ia: ‘ I[aTa BHCCCHHA U3M:
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Tabmunua 11.2 — Biusaue mapamMeTpoB Ha BO3MOXKHOCTh YIIPABJICHUS PACIIUPEHUSIMHI

IToab30BaTeb Pacmupenue
¢ mpasam, (SU) (JdoBepennoe)
Ho 63 SU ¢ nmpaBamu SU TpebGoBanue Bo3MoxHOCTB
CyHEepIOIb30BaTEISA BBITOJIHUTE 1o SU
3anper Brinonnenue noa
TEKyLUM X —
CyHEepIOIb30BaTEIEM
Brimonnenue non Brimonnenue non
TEKyLUM TEKyLUM — X
MOJIL30BaTEIIEM CyHEepIOIb30BaTEIEM
Brimonnenue non Brimonnenue non
Ha4aJIbHBIM TEKyLUM X X
CyNEPIIOJIB30BATEIIEM | CYIIEPIIOIb30BATEIIEM
Brimonnenue non Brimonnenue non
TEeKYIIHM TEeKYIIHM — —
MOJIL30BaTEIIEM CyHEepIOIb30BaTEIEM

11.7. CYB/. Bkaanka «Hacrtpoiiku aJs probackup»
Omnwucanue Bikianku Haxomutcs B 1. 14.1 «Bxmagka «Hactpoiiku g probackupy,

HACTOACTO JOKYMCHTA.

11.8. B/I. Bkiagka «O030p»
B pasmene JlanmmadgTt cymiecTtByeT BTopas oOAHOMMEHHas Bkiaaka «O0630p»

otoOpaxatomias napamerpsl bBJI.

Jlns mepexona B Hee TpeOyeTcs BeIOpaTh pazaen «Jlangmapt» — CYB/ — B/l — Brmaaky

«O030p».
OTtobOpaxkaeMble mapamMeTpsl IpeacTaBieHsl B Tabmaume 11.3.

Tabmuna 11.3 - Criucok oToOpakaeMbix napameTpoB b/]

Bun
HaumenoBanme nmoJs Onucanune mosas
0TO0paKeHus
Brnagenen TEKCT Anvmunnctparop b/
Onucanue TEKCT Kommenrtapuii k b/
Pasmep TEKCT OO0BeM TMCKOBOTO MPOCTPAHCTBA 3aHUMaeMOro b1
Tekymue ceccuu gucio (ccpuika) | KomndecTBo Tekymux noakiodeHui k b/
Tabnuunoe
TEKCT Hcnonezyemoe TabauyHOE MPOCTPAHCTBO

MIPOCTPAHCTBO
Cxemsbl TekcT (ciucok) | Cxembr B/]
Koauposka TEKCT Komuposka cumBonos B b/]

YcranaBnuBaer snauenue LC_COLLATE B
Kareropus coptupoBku TEKCT -

okpyxennn OC cepBepa 6a3 TaHHBIX

Ne u3MeHeHUS: HOZ{HI/ICB OTB. JIMIIA: ‘ I[aTa BHCCCHHA U3M:
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Bun
HanmenoBanmue moJst Onucanue moJst
0TO0OpaKeHus
VYcranasmuBaer 3HaueHne LC_CTYPE B okpyxkeHun
Kateropus TumnoB cuMBOJIOB TEKCT -
OC cepBepa 0a3 TaHHBIX
OITyCKaeTcsd JHM ucnons3oBanue bJ[ B KkadecTBe
I1Tabmon Ia/Her Jlomy A
mrabioHa
Pazperieno nogkiatoueHue Ia/Her Jormyckaercs a1 noakI0ueHue nois3oBareneii k B[
o OrpanuueHue KOJINYECTBA OJTHOBPEMEHHBIX
JIUMUT mOAKITIOUEHUIT YHCIIO0 "
noaxkaoueHuit k bJ1

Bua Bknajgku nokasad Ha pucyHke 11.12.

Qj?atoba / Nanawagt 0630p Kapra cern aoamn
B2 MonuTopuar Q Mo [e) postgres x
Wwa znementa 4 Onwcanme
FIp— m 0630p YnpagneHse pacLuMpeHuamA
v [ Prosmes Tectosoi. . }
napenel; ostgres
& Knactepol v . posig
Y ;S—;“”‘S‘ 6 Window. : Onucanme: default administrative connection database
@ AauruorETHoCE v N y
aamep 8553 kB
v @ Bmssdediin g,
MPOM3BOANTENbHOCT v Texywue ceccmi: 7 1
> & jatoba-4 .
cysn : TaG/uuHoe NPOCTpaHCTED: pg_default
LDAP CHHXPOHM3aLMs
v @ lvmsdendn. o, Crewmor information_schemajdspublic
&= Powmb Koauposxa: sQL_ASCH
v % jatoba-4
ovEA KaTeropa copTUpoBKi 7 c
A Yeenomnennn v
jdsdb . _ )
8 n H KaTeropitA Tnoe cHMzonos: 2 c
. Nanpwagr
g pgmontor . Wwadnon: » ®
£ H
@ Naponvivie nonamak v PaspelueHo NogKIoUeHuUe: ®
g rostores
[} 4

TIUMUT RORKAIGuEHMT:

Pucynok 11.12 - Bxnaaka «O630p» BJ{

11.9. B/I. Bknagka «YnpapjieHHe paciiipeHHsAMN
o [Tepen ycranoBkoii pactmpenuit CYB/] «Jatoba» ybenurech, 4T0 KOMIIOHEHT
KOHTPOJISI HENOCTHOCTH «ja_CSumy OTKITIOYEH WU TIEPEBECH B PEKUM
uHpopmupoBanus (permissive). [Tockonbky, «ja_CSum» GyHKIHOHUPYS
COBMECTHO KOMIIOHEHTOM MapOJIbHBIX MOMUTHK «SecurityProfile», nepecunrtan
KOHTpoJsibHbIe cyMMbl CYBJ] 1 Halifi B HUX PaCXOXKACHUS C STaJTOHHBIMU
3HAYeHHSAMH, IepeaacT KOMaHly KOMIOHEHTY «SecurityProfile» Ha OnokupoBanue

nonb3oBareneit CYB/I.

¥YcranoBka pacmumpenus B bJ[ noctynso npu:
—  BbIOoOpe BJ] B o0miem cniucke 6a3 ganHbix CYB/I;

—  IepexoJe BO BKIAJKY «YIIPaBICHUE PACIIUPEHUSMM.

Ne u3MeHeHUS: HO)_'[HI/ICI: OTB. JI4Ia: ‘ I[aTa BHCCCHHA U3M:
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d
@\atoba / Nanawadr 0630p Kapra ceru B R —
8% Movwopmir Q rovcx ) bench x
Y sneuerts A onwe 1] 06 ¥
q 0p /npaBneHme pacumpeHAMt
&y Ananus prcros = e .
db.mas.dev.dalan . Q. oucx Yerarosuts
- :
= Knacrepol v v O Yoot Map.. :
Haumesosamme ~ Bepcua Caena MepevewaemocTs Bnageney su Losepemros. Sasucumsie m
toba-4
@ Ammworimocs v v s e Map.
plpgsql 10 Ppg_catalog postgres. @ @
bench
@ MpoussopuTenbhocT v 8 Bl
jds_db_test
LDAP ciHxponaaLma 8 i
jdsct
&z PomBA 8
jdsdb
'BEOMEHWA v B4
- b g
g misidemo
A Manpwadt B4

Pucynok 11.13 — Bxknanka «YnpaBieHue paciiupeHUsIMI»
MopanbHOE OKHO «YCTAaHOBKA pPaCIIMpPEHUN»  BBI3BIBACTCS HAXXaTUEM  KHOIIKH

«YCTaHOBUTHY.

B oxne IIOCJIC10OBATCIIBHO BBI6I/IpaeTC$I YCTaHaBJIMBACMOC paCIIMpPCHUC, CTO BEPCUA U CXEMaA

B

YcTaHOBKa paclUMpeHus X

Paclmperme: * bloom
Bepcua: * 1.0

Cxema: * information_schema
Komanaa

CREATE EXTENSION bloom WITH SCHEMA information_schema VERSIOMN "1.8" CASCADE;

Pucynok 11.14 - OxHO «YcTaHOBKa pacIlupeHUID»
Otobpasutcs SQL-koMaHaa yCTaHOBKH pacIIMpeHus, 6e3 BO3SMOKHOCTH PEIaKTHPOBAHHMS.

PaCH_II/IpeHI/IC YCTAHOBHUTCA 11O HAYKATUIO KHOITKH «YCTaHOBHUTDHY.

[Tocne onepanuu yCTaHOBKM PacUIMPEHHUs OHO OTOOPAa3UTCs B OOIEM CIIUCKE BO BKJIAIKE

«YTpaBieHUe pacIIMPEHUSIMU». B ClIMCKe AOCTyIHBI ONIEpaLyH I10:
—  COpPTHUPOBKE CIIMCKA,;
—  KOHTEKCTHOMY IIOMCKY paclIuPEHUM;

—  PEAAKTHUPOBAHUIO paCHIMPEHUs] (M3MEHEHUE BEPCUM PACIIUPEHUS U CXEMBbI

YCTaHOBKH);
—  YJAJIEHUIO pacIIUpEHUsl.

[Ipn 0OABIIOM KOJMYECTBE YCTAHOBJIEHHBIX PACIIMPEHUI MX CIHMCOK pa3OuBaeTcs Ha

CTpaHUIBbI B IPABOM HHUXHCM YTIJIy BKJIAJIKH.

Ne u3MeHeHUS: HO)_'[HI/ICI: OTB. JI4Ia: ‘ I[aTa BHCCCHHA U3M:
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11.9.1. Yaanenue pacuumpenuii bJ{
Cnoucok poctynubix pacmupenuid CYBJ[ oroOpaxaercs Bo Bkiagke «JlocTymnHbie

pacIIupeHus».

Pacmmpenust yctanaBiauBaroTcs B KoHKpeTHYto BJ1. [l yaanenus pacinpeHus Tpedyercs

BbIOpath pasaen «Jlanmmadgry — CYBJ — B/l — Bxuanky «YnpaBieHue paciinpeHusMm.

Bo Brianke «YnpaBieHHe paclIMPEHUSMHU» HABEIS KypcOp Ha CTPOKY YCTAaHOBJICHHOT'O

pacmimpCHUs MOABUTCA KHOIIKA «YI[aJII/ITB».

BribpaB omepamuio yaanenuss pacmupenuss B bJl, B mr060#t apyroit OTIMYHON OT

CITy>K€OHOM, KOMIIOHEHT BBIACT OKHO MOJITBEPKICHUS ONEepaluu.

\ o admi
Q}toba / Nanpwagr 0630 Kapra cemu & AqunnucTpaTop GYBA
B8 Morropuir Q nonck (<) postgres x
WmA snemenTa A Onmcarine
& e pucion n 06a0p Ynpaeneuue pacumupenusmm
Proxmox
- v DO e pecroseig Q, Movcx Yeranosurs
Knactepbl ~
=
v o 10116331716 Window... : Hanverosasme @ D Bepcus Crema Mepeueusaemocts Bnageneuy su Rosepersioe e m
Xoor 0
@ AvaurmoriémHocTe v
JatobaServ. amcheck 13 public (@) basergey (@)
v ?; veal - jdsadmi...
@ Npow3sBoaMTENbHOCTD v
g posigres " plpgsql 10 pg_catalog postgres (@) ®
54 0
LDAP CHHXPOHW3ALMA o) o)
" ptrack 23 public basergey
O (= g:cr'n:isdevdalan Napons ) :
&= PomBa
toba-4.
-
cvEn
A Yeeaomnenna v YnaneHue paclumpenis X
9 (=) !(suecv'vm:is,devda, naponsj g
K —— ‘ Pacuuipenue "amcheck” Gyaet yaanewo. Bol yeepensi?
jatoba-4. .
v & B : r—
R — | ommarrs |

8 &*
Pucynok 11.15 — Y nanenune pacmmpenus B bl 1 OKHO MOATBEpKACHUSA

@ Pacmmpenwne plpgsql nenp3s ynanuts u3 ciyxebnoi b1 JDS.

11.10. BJ. YcranoBka pacuiupenusi pg_profile
Pacmmpenne pg profile mmeer Oonee TOHKYIO HACTpPOHKYy B OTIMYHE OT JAPYTUX
pacuupenuit CYBJl. B cnmenctBum dYero nansi €ro HACTPOMKM pa3pabOTaHO OTIEIbHOE

npeaAcTaBJICHUC B KOMIIOHCHTA.

Pacmmmpenune ycranaBiauBaercs B mnopsijake onucaHHomM B 1Li. 11.9 «bJl. Bxiangka

«YTpaBiaeHUE paCUIUPEHUSIMI.

@ Pacmmupenne pg profile ycranoBneHHoe cpexnctBamm pasnena  «JlanmmadT
aBTOMAaTHYECKH MOSBUTCS B pazene «CHUMKHU U oT4eThD» (Snapshots & Reports) (cm.

.. 8.1)

Ne u3MeHeHUS: HOI{HI/ICB OTB. JIMIIA: ‘ I[aTa BHCCCHHA U3M:
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VYcranoBka BbeinonHsercss metogoM «CASCADE» u BMmecTe ¢ HUM yCTaHOBHUTCA

pacmmpenue dblink.

Jatoba | Rawnwagr 6 L
85 MoHuropmHr Q, Mewck s +] postgres x
Wmz znemeuta P
l'll_l Anans pHckos M3 ZNEMEHTI Qfaop YnpaeneHne paclHpeEHHAMA
DA
v 0O Mpynna Q, Mouck ) Yeranoeuts
= Knacreps v :
v @ 1011610249 Haumenoaasme 4 Bepoin Crema Mepem.. Bnage.. su Hesep... Jaue.. 1]
X
@ AvmurmorudtHoeTs v o
. ?; jatoba-6 dblink 12 public postgres pa_profile
CYEQ
@ poNIBOAHTENBHOCTE A
g postares pa_profile 4.6 public postgres
EQ
CHUMKM M OTUETBI
pg_stat_statements 1.10 public @ postgres
Mpobinemsl W pelleHA
plpgsql 1.0 pa_catal... postgres ® &) pa_profile

Pucynok 11.16 — YcranoBnenssle paciupenus Ha neneBoit CYB/]
B crmucke ycTaHOBIIEHHBIX pacIIMpeHH paciiupeHue pg profile mmeer rumepcchuiky,

BEJIYILYIO B OT/IEJIbHbIE BKJIAIKH:
—  O063o0p;
—  Hacrpoiiku cepsepa;
—  Ilapamerpsl.
Bkiaaaka «O030p» pacimupeHus
Bo Bxnaake «O0630p» 0TOOpaxaroTcsi HE PeIaKTUPYEMbIE CTPOKHU:
—  Bepcus — Bepeus pacuupeHus;
—  Buagenen — Bnazgenen pacmmpeHus;

—  Pacnonoxenune — nyts k xocty CYB/] Ha KOTOPOM yCTaHOBJIEHO PaCIIMpPEHUE.

@'atoba / Nangwadr Ofzap KapTa ceTu X fgm:t'":_p____c: yen
Q, Mouck ¢ O postgres / pg_profile ®
M@ AvnarnorsEtioee v
Wna snemznra QOfacp HacTpoiku cepeepa MapameTpsl
MponsaoguTensHOCTE A
pouszog v O DA
Tpynna Bepcwa: 7 46
CHMMIKH M OTHETHI va 10.116.102.49 Brageney 7 postgres
oot
MpoBneme! U peLLeHHA . % jatcbas Pacnoncxedne: 7 10.116.102.49/jatoba-6/postgres
CYEQ
AHENM3 3ANPOCOE =] postgres
EN

Pucynox 11.17 - Bxiagka «O630p» pacmupenus

Ne u3MeHeHUS: HOZ[HI/ICB OTB. JI4Ia: ‘ I[aTa BHCCCHHA U3M:
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Bkiaaka «HacTpoiiku cepepa»

Bo Bknanke «Hactpoiiku cepBepay 0TOOpa)karoTcsi BUPTyadbHbIE CEpBEpa PacIIMPEHUSI.

BuprtyaneHbel  cepBep

«local»

pacuupenusi. BuptyanbHble cepBepa JOCTYITHO CO3/1aBaTh U PEJAKTUPOBATD.

(‘J:étoba { Nanpwadr Ofizop
Q, Mouck ‘I +]
@ AvaurwotuETHoETE W
VuA snementa T
MponaeoguTENBHOCTE A
@ Nponason v
pynna
CHHMKM M OTUETLI v o 10.116.102.4% 1]
Xoct
Mpobneme! n peleHkA v e jataba-6 1
CYEOd

AHENW3 3anpocoR

postgres
By

KapTa ceTh

postgres / pg_profile

0B63op HacTporku cepeepa MapaMeTpsbl

Q, Mowck

HaumenoezHue T CYen = Monbzosatant BA

jatoba-6 ostgres ostgres
local 10.116.102.49:5432 postg posig

Pucynok 11.18 — Bruianka «Hactpoiiku cepepa»

YCTaHAaBJIMBACTCSA ABTOMATHUYCCKH IIPU

YCTaHOBKE

» @dmin
- nmMuHMcTpaTop CYE

© Aobaswts

HMCKNIEHHEIE [11]

Haxatue xnHomku «Jlo0aBUTH» BbI3OBET OKHO «JloOaBieHue cepBepa». B manHHOM okHe

YCTaHaBIUBAIOTCS TApaMETPhl HOBOTO BUPTYAIIBHOTO CepBepa MpuBeaeHHbIE B Tabnmume 11.4

Tabnuua 11.4 — [TapameTpsl co31aBa€MOT0 BUPTYaIbHOTO cEpBepa

Paznen | IMapamerp Onucanne PenakTupoBanue
Hactpoiiku noakjiI4eHus
Haspanmne: * HanMenoBanue cozmaBaeMoro BHPTYaldbHOIO X
cepBepa
CYBIL: * Beimanarommii CITUCOK u3 CYB/J X
MOJKIIOYEHHBIX B pazzaene «Jlangmadt»
B * Ba3a manHbBIX X
[Tonb3oBatens 6a3bl ganHbix (Ilomp3oBatens ¢
[Tonp3oBatens B/l | Ha3Ha4YeHUEM «Coop CHUMKOB —
MPOU3BOAUTEIEHOCTH))
Crpoka OtoOpaxkenne cTpoku noakIoueHus Kk b/
MOJIKITIOYEHHS o
JlonoJTHUTeIbHBIe TapaMeTPhl
Vexmiouersre B Bemagarommii  cnucok ¢ BeiOopom Bl ¢ X
KOTOPBIX HE OYIyT CHUMATBCSI CHUMKH
CHuMAaTh METPUKU | BKJIIOYEHHE CcepBepa B Ha0Op cepBEpoOB, Ha
TP CO3IaHUHU KOTOPBIX CHUMAIOTCS METPHUKH IpPHU CO3JAaHUU X
CHHMKa! CHHMMKa
Bpems xu3Hu Lenoe, mnomoXUTENbHOE 3HA4YEHHWE B JTHSAX
CHHUMEKA Ha onpeacidromee BpEeMA KWU3HHM CHHUMKa Ha X
cepBepe: CEPBEPE
Ommcanue: Onucanue co31aBaeMoro ceppepa X
YcraHoBKa pg_stat_statements
Bepcust Bepcus xoMnoHeHTa X
Cxema Cxema 11 yCTaHOBKHU X

[Ipumeuanue:

Ne u3mMeHeHus:

HOI{HI/ICB OTB. JIMIIA:
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* - 00s3aTenbHBIC TAPAMETPHI.

@ / Nanpwadr [lo6aBneHue cepeepa X
. .
H Q nowex < / pg_profile HacTpoiiku noaKnioueHis
‘||| Wma anemenTa 0630p HacTpoitku cepsepa Napametpbi |a3BaHue server_1
& e
XOCTBI LEHTPaNbHOI YacTH
\2m e oyBa jatoba_dbms v
s 123.111.225.11
vy O e T Jatoba v
o dbms_jatoba somarer
v % o onb3oatens B
a =] db_1 Bbibpa oBaTenio B/} GyayT HasHaueHbi | pBnneruu
(22} Aoct % (ecnu pacumpenys Ppg_stat_statements, pg_stat_kcache,
pg.wai ]
=] postgres B0O3M Ka (ByHKUMi (€CAW PacLMpeHyA yCTaHoBAEHbI) pg_stat_statements._reset, pg_stat_kcache.reset,
& B pg_w t_profile;
pon
<] postgres_2
a= BA
g 3
a 5 [lononHUTeNbHbIE NapaMeTpbl
b R db1x db2x X v
h XocTbi npeanpusTu 1 Bpems XU3HU CHUMKa Ha CepBepe 7
SN
@ 154.6.214.101 Onvcatine Onvcanue an server_1
> o Xoct
5] b @ MRz
148.121.141.1
> O YcTaHoBka pg_stat_statements
> o (34223101 B postgresql.conf & shared_preload_libraries Gyaer sanvcako sHasenie pg_stat_statements
114.2431.1 epons v
v o Xoct
cyBA 1 Cxema v
v O e
g o1
54
>
g ®2
5
) Ormennts

Pucynok 11.19 — OxHO mo0OaBieHuE HOBOTO cepBEpa

Bo3moxxno noGaBiste cepBepsl ¢ napyrux xoctoB CYBJl, takum oOpa3om co3maBas
HEPAPXUUECKYIO0 CTPYKTYpy cOOpa CTaTUCTHUKH.

Ecnu B none «Ilonb3oBarens BJ1» ykazaHn He mpuBMIIETMpOBaHHbIN Mosib3oBaTelb (SU), To
1o/ oJieM 0TOOpa3UTh COOOIIEHUE:

BeiOpaHHOMY IOoJib30BaTesiio Bl OyOoyT Ha3HAUYEHH NPUBUIIETUN :

- IOOCTyIl K CXeMaM pPacIIOJIOXEHMd PaCUMPeHUM (eCiiM pacClMpPEeEHUd
YCTAHOBJIEHH) pg stat statements, pg stat kcache,
Pg wait sampling

— BO3MOXHOCTH 3alycka OYyHKUUM (ecyiM paculMpeHMd YyCTaHOBJIEHH)
Pg stat statements reset, pg stat kcache reset,
pPg wait sampling reset profile

- poJsib pg read all stats
B mnpouecce cosmaHus BUPTYalbHOIO CEpBEpA, BBILNICYKa3aHHbIE JEHCTBHA OyayT
BBIITOJTHCHBI.

biok «YcTaHoBKa pg_stat statementsy aKTUBUPYETCH, eciu pacIMpeHue
«pg_stat statements» HE YyCTaHOBIIEHO, YTO COIMPOBOXKIAECTCS COOTBETCTBYIOIIUM COOOIICHUEM.

[osnstoresa nons «Bepcusi» n «Cxemay, yCTaHOBUB IapaMeTPbl B KOTOPBIX YCTAHOBUTCSA
pacmupenue. [lakeT KOMIOHEHTa T0JKEH OBITh YCTAHOBJICH MPEABAPUTEILHO HA XOCTE.

Ne u3MeHeHUS: ‘ HO)_'[HI/ICI: OTB. JI4Ia: ‘ I[aTa BHCCCHHA U3M:
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3aBepieHre yCTAaHOBKU «pg_stat statements» MOKeT OBITh TPOU3BEACHO C TIEpe3arpy3Kon
CYB/. IlosTomy Oyaer BbIBEAEHO MojaaidbHOe OKHO «lIprMeneHme mapamMeTpoB» C BBIOOPOM
KEIaeMoro AeucTBus, TakuM Kak «IIpomomkuts 6e3 mepesarpys3ku» u «llepe3arpys3uts cergacy.

MNpuMeHeHne NapaMeTpoB X

[na npuMeHeHus napaMeTpoB TpebyeTcsi nepesarpyaunts CYB/,
“dbms_jatoba”

(® MpopomxuTb Ges nepesarpyaku

MepesarpysuTb ceityac

Pucynok 11.20 — OkHO npuMEHEHUS TApaMETPOB

Jlanee co3gaHHasi CTPYKTypa BUPTYaJbHBIX CEPBEPOM OTpPa3UTCs B nojpasjaeie « CHUMKU U

OTYETHD» OMHUCAHHOTIO B ILIL. 8.1 HACTOAIEr0 JOKYMEHTA.

Bkiaaka «Ilapamerpbi»

Bo Bknanke «IlapameTrps» 0ToOpa)aroTcsi MapaMeTpbl pacIlIMpeHus, yCTAaHOBJIEHHBIE 11O

YMOIYAHHUIO.
[TapameTpsl pacipenus npuBeaeHs! B Tadnuue 11.5.

Tabnuna 11.5 — IlapameTpsl paciiupeHus

IHapameTpsl

3HaueHHe

DTOT mapaMeTp BIMSET Ha pa3Mep BHIOOPKU

KonudecTBo BBIOMpaeMbIX IMEpBBIX OOBEKTOB (OMEPaTOPOB, OTHOLMIEHHH M T. A.), Kotopoe | 20
OyzeT BbIIaBaThCs B KAKIOH OTCOPTUPOBAHHOM MO HEKOTOPOMY KPHUTEPHUIO TaONUIle OTUYETA.

BpeMH XpaHCHHA CHUMKOB B JHAX

Ecmu stoT mapamerp BkmioueH, pg_profile Oymer orcnexuBaTh MOApPOOHBIE BpeMmeHHBIE | Off

HWHTCPBAJIbL
OrpaHndeHue JUIMHBI 3a0poca JUId OTYETOB 20000
Nmeromuecs napaMeTpsl JOCTYIIHBI U1 PEAAKTUPOBAHMSL.
(:J:étoba { Nanpwadt Qbsop Kapra ceTn s ng\nl e v
Q, Mouck ¢ © postgres / pg_profile X

M AygurworuETHooTE v

Mua znemerra T [SLELT Hactpoikn cepaepa MapameTpul

o™

lpynna

# MponssogMTensHOCTE A
Mapamep

CHUMKM W OTUETBI pg_profile.topn
v o 1011610249 KORALECTED ELIGMPIEMLIE NEpaSIX DELEKTOS [JNSPETOPOS, STHOWEHWA U T, A), KOTOPOE YT SLASBITLER B KIMASH
¥oor QTCOPTMPO=aHKGH N0 HEKOTORGMY KPUTERAKO TEBMMLE OTUETa, 3T0T NZPaMETP BNART Ha PAIMER BeIGOPKN

Mpo6neme!  pewenun v % jatoba-6 pg_profile.max_sample_age

CYE], BPeMA KPEHEHMA CHAMKOE B QHAX

AHanws aanpocoe -
P a8 postgres pg_profile.track_sample_timings
EO Ecnin 37T NapameTp EkAkues, pg_profils SygeT OTCNEMHEATE NOAPOGHBIE EPEMEH HEIE HHTEDBANK!

AKTHEHOCTH BJ1
pg_profile.max_guery_length
OrpaHMUSHIS ANWHEI 33MPOCE ANR DTUSTOR

Jnauenne

20

off

20000

Pucynok 11.21 - Bxnaaka «IlapameTpb»
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11.11. BJI. YcranoBka pacmmpenus securityprofile (mapoJsibHble NOJIUTHKH)
Jliis akruBaruu komrioHeHTa B CYBJ] «Jatoba» Ha nieneBom xocte, B paszene «JlanmmadTy
JOCTAaTOYHO BBIOPATh pACIIMPEHHE Ui YCTAaHOBKUA. ABTOMAaTHYECKH BHECYTCS HW3MEHEHHS

KOH(UTypamoHHbIi (aiin postgresql.auto.conf, mpommcas cieayronme CTPOKH:

shared preload libraries = 'securityprofile'
o VYka3zanue B KOH(UTYpaITTOHHOM daiine postgresql.conf OILIUU
shared preload libraries = 'securityprofile’ akTuBHpyeT KOMITOHEHT YIPaBIICHUS

MNapoJbHBIMU IOJUTUKAMU HW CO3NACTCA IMOJMTHKA IO YMOJYaHHUIKO C HWMCHCM

«defaulty.

securityprofile.db name = 'dbname'

[Tapametp «dbname» onpenenser ums b/I, B koTopoit OyneT co3naBaThCs UIU YKe CO3aHO

pacmupenue sercurityprofile, 3HaueHre MO0 yMOTYaHUIO postgres.
Brecennbie n3MeHeHus npuMeHstorces 6e3 nepesarpysku CYB/I.

Komnonent securityprofile Bemonnser gynkuuu 6e3omacHoct B CYBJl u Bimser Ha

paboTy Bcex nosb3oBaTenei u aaMuaucTpaTopoB CYB/I, mockonbKy:
—  IPUMEHSET NMapOJIbHBIE OJIUTUKH;

—  Onokupyer nosib3oBateneid u anMuauctpatopoB CYB/] npu HapyIeH!H napobHbIX

MOJINTHUK;

—  OJIOKMpYET MoJb30BaTeNel Npu HapyLIeHUH KOHTpoJs nenoctHoct CYB/I.

Pacmiupenue ycranaBiauBaercss B mnopsake onucanHoMm B . 11.9 «bJl. Bkianka
«Yupasinenue pacmupeHusMu». 1Ipu sTtom nonosHuTENbHO ykasbiBaeTcss b/l st ycTaHOBKM H
yCTaHaBIUBAETCs (iar sl aBTOMAaTHYECKOTO BHECEHUSI N3MEHEHUI B KOH(PHUTypAIIMOHHBIN (haili

postgresql.auto.conf, nponuuryTcs cieayouue CTpOKU:

shared preload libraries = 'securityprofile'
securityprofile.db name = 'dbname'

Ne u3MeHeHUS: HO)_'[HI/ICI: OTB. JI4Ia: ‘ I[aTa BHCCCHHA U3M:
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YcTaHoBKa paclumpeHun x

Pacwupenne: Lsecuritypmf:!e |

Bepcus 21

Cxema: securityprofile

HacTpofiKa YyeTaHOBKM

Haseanue BJ1 & securityprofile.db_name: postgres

®

AxTueauwA e shared_preload_libraries:

Komazrpa

CREATE EXTENSION securityprofile VERSION '2.1' CASCADE;

YCTaHOBMTE OTMeHUTE

Pucynok 11.22 — YcranoBka pacmmpenus securityprofile

o [Tocne ycraHoBKHM KOMIIOHEHTa securityprofile HemeaneHHO OOHOBUTE Mapoib st

II0JIb30BaTEIA postgres.
JlomoTHUTENNbHO U3MEHUTE ayTEeHTH(PUKAIMOHHYI0 MH(OPMAIMIO B pa3nenax s
noakroueHus K 1eneBoi CYB/I.
B ciydae ecnu O10KMpOBKa MPOU30IILIA, BHIIOIHUTE ACUCTBUS, OMUCAHHBIE B JOKYMEHTE
«PyKOBOJICTBO aqMHHHCTPATOPa» B TLIL:
—  16.1. Bpemennas 6mokupoBka nois3oBareneii CYB/ u cynepmnonb3oBarens;
— 16.2. bnokuposka cynepnonb3oBarens CYB/I.

[Tocne ycTaHOBKHM pacmIMpeHuss OHO OToOpa3utTcs B (OpME TUIEPCCHUIKA BO BKIIAJIKE

«YnpaBieHUe paCIIMPEHUIMI.

Ne u3MeHeHUS: HO,I[HI/ICB OTB. JI4Ia: ‘ I[aTa BHCCCHHA U3M:
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@ato ba

8 MoHuTophHr

alil AHanus puckos

Knactepoi

AYOWT M OTHETHOCTE

D 8

MpousgogUTEnEHOCTE

LDAP CHHXDOHU3ALHA

@

Ponu B

»

VeenoMmnesna

3 Nanpwadt

{ Nanpwadpt

DA

10.116.102.45
> O N
v o 10.116.102.49
o E?E ia.tuba-ﬁ

ostgres
=] P: )

10.116.102.60

KnacTepni

postgres

dblink

po_stat_statements

plpgsal

12 public

46 public

110 public

1.0 pg_catalog

21 securityprofile

postgres

postgres

postgres

postgres

postgres

s admin

) vcranomuts

Pucynox 11.23 — I'unepccbuika pacumpenus securityprofile

[Tepexon o runepccbuike packpoeT Bkiaaku «O0630p» u «llapamerpsi».

Bo Britagke «O0630p» 0TOOpaxaroTCs HapaMeTphl:

—  Bepcus — Bepeust pacmumpenus;

— Bnanenen — Bnagenen pacluupeHus;

—  Pacnonoxenune — IP-anpec CYB]l / Bepcuss CYB/l/ B/l B x0TOpOii yCTaHOBJIEHO

paciiupeHue.

Bo Bxiagke «Ilapamerpsl» oToOpaxarorcs napamMeTpsl prBeieHHbIe B Tabaune 11.6.

Tabmuna 11.6 — OroOpaskaemble TapaMeTphl paciiupeHus securityprofile

ITapametp 3navenue | Onucanmne mapamMerpa

Profiles cache limit 10 MakcuManabHOE KOJTMYECTBO Mpoduiieii, XpaHUMbIX B
K3IIIe

Accounts_cache limit 1000 MakcumanbHOE KOJIMYECTBO MOJIb30BATENBCKUX
aKKayHTOB, XpaHUMBIX B K3IIIE

Password_history cache limit 10000 MakcumanbHO€ KOJIMYECTBO NapOIbHBIX X3IIEH
(mdS5), xpaHUMBIX B K3I1IE

Status_cache limit 100 MakcuManabHOE KOJMYECTBO CTaTyCOB OJIOKMPOBKH
M0JIb30BATENCH, XPAaHUMBIX B K3IIIE

HacTpoliku naposibHbIX MOJUTUK onucaHa B paszaene 13 «Pasznen «IlaposibHblE TOTUTUKI»

(Password policies)».

Ne u3mMeHeHus:

IMoxmuce oTB.

JIM1a:

‘ JlaTa BHECEHUS U3M:
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11.11.1. Ynanenune pacuuupenus securityprofile

VYnanenune pacmupenus «securityprofiley BBIIOTHSETCS B COOTBETCTBUU C OINMCAaHUEM

npuBeACHHBIM B IL.I1. 11.9.1 u npu 3TOM OyAyT ynaneHsl ciayKeOHble 0OBEKTHI paCIIUPEHHUS.

YnaneHuue pacluMpeHus X

“securityprofile”

urityprofile.password_history, securityprofile profiles,

Sec
securityprofile.accounts. .

OTMEHHTE

Pucynok 11.24 — BeiBog npenynpexieHus
11.1. YcranoBka pacuuupenus «jalog»
[TonpoOHO HacTpoiika coopa coOweituii CYB]] ommcano B gokymeHTe «PyKOBOJCTBO MO
Hactpoiike. Yacts 12. Llenrpanu3zoBanusiii coop 3anuceit coosrtuit CYBJl. Kommonent «ja_Logy.

643.72410666.00067-07 98 01-12».

B pazpene «Jlanmmadt» mocTynmHa yCTaHOBKA paciIMpeHus «jalog» mpu ycTaHOBIEHHOM
nakere KommnoHeHTa. llopsaok ycraHoBkM paciumpeHusi onucadH B 1L.1.11.9, Hacrosmero

JIOKYMEHTA.

11.1.1. Ynanenue pacuumpenus «jalog»

[Tpouiecc ynanenus pacmupenus «jalogy omucan B .. 11.9.1, HacTosero J0KkymMeHTa.

11.2. Perucrpauus codbiTuil pasaeia «/Jlanamapm
JleiictBus, coBepmiaemble B pasaene «Jlanmmadt», peructpupyrorcs B ciayxeOHoi bl
«jds» B Tabmure «eventlogy. Tum perucTpupyeMbIx COOBITHIA 1 TEKCTHI COOOIIEHUH TPEICTaBICHBI

B Ta0Oymme 11.7.

Tabnuua 11.7 — Peructpupyembie coobiTus pazaena «Jlanamadry»

HaumenoBaHue coObITHSA TekceT cO00IIeHNS COOLITHSA

Cepsuc CYB/I 3amymen Dbms service has been started at {mara u Bpems}.
IpAddress={IpAddress momnb3oBatens} UserName={ums
nonb3oBarens jds} LandscapeObjectld={unentudukarop
obonekra manamadrta CYB/I}.

Cepsuc CYB/] ocranoBiexn Dbms service has been stopped at {mata u Bpems}.
IpAddress={IpAddress momnb3oBatens} UserName={ums

Ne u3MeHeHUS: ‘ HO)_'[HI/ICI: OTB. JIMIIA: ‘ I[aTa BHCCCHHA U3M: ‘
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HaunmenoBanue coobITHSA

TekeT co00IIeHNS COOBITHS

nonb3oBarens jds} LandscapeObjectld={unentudukarop
obonekra manamadrta CYB/I}.

CepBuc CYB/I nepezamnyiieH

Dbms service has been restarted at {mata u Bpems}.
IpAddress={IpAddress momnb3oBatens} UserName={ums
nonb3oBarens jds} LandscapeObjectld={unentudukarop
oowekra manamadrta CYB/I}.

ABtozanyck cepsuca CYBJ]
BKITIOUYCH

Dbms service has been enabled at {matra wu Bpems}.
IpAddress={IpAddress momnb3oBatens} UserName={ums
nonb3oBarens jds} LandscapeObjectld={unentudukarop
obonekra manmmadrta CYB/I}.

ABtozanyck cepsuca CYBJ]
OTKJTIOYEH

Dbms service has been disabled at {mara u Bpems}.
IpAddress={IpAddress momnb3oBatens} UserName={ums
nonb3oBarens jds} LandscapeObjectld={unentudukarop
obonekra manamadrta CYB/I}.

3ampomen cratyc cepsuca | The status of the DBMS service has been requested at {nata

CYbB[J u  Bpemsa}. IpAddress={IpAddress  momb3oBaTens}
UserName={ums MOJIb30BATEIA jds}
LandscapeObjectld={unentudukarop obwvexra nanmmadra
CYBJ}.

Kondurypanus Configuration has been reloaded at {mata u Bpems}.

nepe3arpykeHa IpAddress={IpAddress momnb3oBatens} UserName={ums

nonb3oBarens jds} LandscapeObjectld={unentudukarop
obonekra manamadrta CYB/I}.

hba-daiin orpenakrupoBan

Hba configuration file has been changed at {nata u Bpems}.
{IpAddress={IpAddress monp3oBatensi} UserName={ums
none3oBatens jds} LandscapeObjectld={maentudukarop
oobexra manamadprta CYB/I} FilePath= {myts no ¢aiina hba
Ha yJlaJ€eHHOW MallIuHE}.

hba-aiin BoccTranoBIEH

Hba configuration file has been restored at {mata u Bpems}.
IpAddress={IpAddress momnb3oBatens} UserName={ums
nonb3oBarens jds} LandscapeObjectld={unentudukarop
obonekra manamadrta CYB/I}.

Co3mana
hba-daiina

pe3epBHAs  KOIHUs

Hba configuration backup has been created at {mara u
BpeMS }. IpAddress={IpAddress MOJIB30BATEIIS |
UserName={ums M10JIb30BATEIA jds}
LandscapeObjectld={unentuduxarop oObekra manmmadra
CYB/}.

3anpolleH CIHMCOK PE3EpBHBIX
konuii hba-gaiina

Hba configuration backup file list has been requested at {nata
u  Bpemsa}. IpAddress={IpAddress  momb3oBaTemns}
UserName={ums MOJIb30BATEA jds}
LandscapeObjectld={unentuukarop obwvexra nanmmadra
CYB/}.

Ne u3mMeHeHus:

‘ HO)_'[HI/ICI: OTB. JIMIIA:

‘ JlaTa BHECEHUS U3M:
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JUist yKa3aHHBIX COOBITHI TOCTYITHO HACTPOUTH KaHa COOBITHH B pa3zese «YBeIOMICHUS

(Notifications) (cMm. p. 10). ITpu cozmannm KaHana yKa3bIBAIOTCS CICIYIOIINE TapaMETPHI:
— HanmeHnoBaHnue;
—  Ilporpammusrii kommoHeHT — Jatoba Data Safe;
— Tun coOwiTus - Jlanmmadr.
—  CoObITus — coObITHS yKa3aHHbIE B Tabuuue 11.7.

11.3. Pa3znea «Jlanamadgm». Bkiagka «Knacrepbi»
IlogxnroueHne K CyLIECTBYIOIIEMY KIIACTEpy OIMCAaHO B JNOKyMeHTe «PykoBOICTBO 1O
oe3onacHocTh». llogkmroueHHbld Kiactep otpasurca B pasgene 6 «Pasmen «Knacrepb»

(Clusters)» HacTOSIIETO TOKyMEHTA.

Branka «Knactepe» B paznene «Jlanamadt», orodpaxkaer CTpyKTypy Kiacrepa.

@/\atoba / Nanpwabt 06aop Knactepol - ?tjm'[‘ oron CVED
BE  MonmTopuhr Q, novcx » DEFAULT X
. Vs snemerta
Al Ananus puckos CocTonume: Active
clustert
> 2 Gneeres Konuuectso yanoe: 3
= KnacTepbi v
. = idg33cls
= Knacren
@ AymuruomiETHocE v
DEFAULT
A
Rete-uentp
@ NpoussopaTensiocTs v
4 1dg 33 cls noden
ysen
LDAP cuHXpoHM3aLMs
3 Idg.33.clsnodez
ysen
&= PonmBA
4 g 33.cls nodes
ysen
A Yeepomnenna v
T Manawadt ‘

Pucynok 11.25 — OTobpaxenue CTpyKTypbl KilacTepa

[To ymomuanuto y3isl kiactepa OyayT COOTHECEHBI K AaTa-IeHTpy ¢ umeHeM «Defaulty.
B coctostauu J{L] MoryT 0TOOpaxaTbCsi COCTOSIHUSL:

—  ACTIVE - B nara-uentpe ectb y316l SLAVE, roroBeie ctath MASTER;

—  INACTIVE - B nara-uentpe Het y310B SLAVE, roroBeix ctatb MASTER;

—  EMPTY - B nara-1ieHTpe HET HUKAKUX y3JI0B.

11.3.1. ITapameTpsl KJIacTepa
[TapameTpsl kiactepa oToOpaxaroTcs Ha ypoBHE clyxkObl «jadog». st mpocMoTpa mapamMeTpoB
KJactepa HeoOxoaumo nepeiitu no myru: Paznen «Jlanamadr» - Brnanka «O630p» - ypoBEHb CIy* ObI B

JepeBe KIacTepoB.

Ne u3MeHeHUS: HO)_'[HI/ICI: OTB. JI4Ia: ‘ I[aTa BHCCCHHA U3M:
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[TapameTpsl KJ1acTepa pacnpeIeeHsl 110 BKIAIKAM:
—  0O030p;

—  Crpykrypa;

— Pernukanus;

—  Ilapamerpsl.

11.3.1.1 Bknagka «O030p»

O0630p mapamMeTpoOB KJIacTepa CrpyIIupoOBaH Mo 0JI0KaM npuBeaeHHbIM B Tabmuie 11.8.

\ o admin
@'atoba / Nanpuagr 0620p KnacTepht = hgurinctpaTap CYEL,
H Q Monex I jadog %
S Ananws prokos Vs anenaermai Qucarine mn 06aop CTpyKTypa Pennuauya Mapamerpor
all - "

10.88.4.103
> D oo 1est10 .. CocTosHue yana
= Knactepo v
. Coegurenne:
> A ;gga 4104 P, : A @]
O amruorémoes A CocTomsne yana: ® Active
10.88.4.105
> N oo jdg_3a_c.
CmcoK cobumui Ponb 8 KnacTepe: 1 Master
> A ;gﬁﬁ 4106 jdg 33_c. H Mocnennee oGHoBNEHMe: 10.06.2025 15:25:35
Marpuua goctyna - . |
10.88.4107 [ ¢ oouomars | 8 Nepeuurats kougurypaumo |
> A oo jdg_33_c. b J ’
@ TpouseopATensHOCTE A
10.88.4.108
v e jdg 33 Napamerpyi yana
CHuMKn M oTseTBI
g, Jadog Hazsaane patauenTpa: DEFAULT
% Cepawc knactepa
TipoSnembi n peweHmn Hazsarne yana: jdg_33 cls noded
jatobas
dg_33_c.
o CYBAKnacTepa e Pacnonoxenne yana 10.88.4.108():12345
Ananu3 3anpocos
Public IP: 10.88.4.96/32
ATugHOCTD B UcnonbayeTca KnacTepom ®

Toakniouerus JDS
Napamerpsi jadog
LDAP cuHxponusaLyus

Appec: 10.88.4.108
&= Pomuen MopT cayw6sl jadog: 12345
Mopr CYBL: 5432
YeenomneHna v
Bepewn jadog: 330
M Nanpwadr

Pucynok 11.26 — Bxianka «O030p» napamMeTpoB KiacTepa

Tabnuna 11.8 — Ilepeuens napamerpoB Bo Bkiagake «O030p»

Iapametp Onucanue napamerpa
Cocrosinue y3iaa
Coenunenue: OTtobpakaercst 3HaUECHHUE MTapameTpa
«Connection state» B popme 3HaKoB true/false
CocTrosiHME y351a: OtobOpaxaercs 3HaueHue napamerpa «NodeState»
Poup B kn1acrepe: ClusterState Master/Slave/Referee
ITocnennee o6HOBIEHUE Jlata 1 Bpemsi mocyieIHero OOHOBJICHHS COCTOSIHUS KiacTepa
ITapametpsl y3Ja
Ha3zBanue nata-nieHTpa OTto0Opakaercsi Ha3BaHHUE AaTa-IIEHTPA
HaszBanue y3na HaszBanue y3na B kacrepe
Pacnonoxenue y3na IP-anpec u nopr y3na
Public IP Vcnonp3yemsblii myonmunsii [P-anpec
Hcnonp3yeTcs KinacTepom 3nak true/false ucnosnpzoBanus myonuunoro IP-agpeca
ITapamertpsl jadog
Anpec: [P-anpec y3na

Ne u3MeHeHUS: HOI{HI/ICB OTB. JIMIIA: ‘ I[aTa BHCCCHHA U3M:
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ITopTt cnyx0b1 jaDog

ITopt y31a

Bepcus jaDog

Bepcus komnonenra jaDog

Knactep He MOXKeT ObITh 100aBIIeH ABAXKIBI.

11.3.1.2 Bkaagka «CTpyKTypa» KjacTtepa

CrpykTypa Kiactepa oToOpaxaercst Bo Bkiaake «CTpyKTypa» B CIEIYIOUINX ITapaMeTpax:

HaszBanue knacrepa;

[lepeuens Public IP knacrepa;

Public IP aktuBupoBas;

ABTOOTpabOTKa OTKA30B MpHU paboTe B Pa3HBIX JaTa-IEHTPAX;

ABTOOTpabOTKA OTKA30B BHYTPHU KIIACTEPA;

@}toba

53 Mouuropuur

A Ananus puckos

KnacTepe!
@ AyautuorieTHOCTE
@  TIpoU3BOAMTENBHOCTD
LDAP CHHXPOHM3aLIMA
&= Poubn

A veepownenns

L —

Nangwadpt

Q

>

>

>

>

ea 4

10.116.102.54
10.116.102.55

10.88.4.105

jadog
D

» B

10.88.4.106

10.88.4.107

cluster!

cluster!

idg_33_c.

idg_33.c.

idg_33.c.

jdg_33_c.

Knacteps!
(@] jadog
m 0620p S — [S— NapameTps

assaHme KnacTepa jdg_33_cls

10.88.4.95/32, ~

. admin

Pucynok 11.27 — CtpykTypa kinactepa

11.3.1.3 Briaaaka «Peninkamusy»

Bo Bknagke «Perukamus» oToOpakarTcs CIeyIOIIHe MapaMeTphl:

Hcrounuk master;

HasBanue ciora perummkanuy;

Craryc permkanmu;

Tun perumkanuu;

Kackannas permukanus;

Log Sequence Number.

Ne u3mMeHeHus:

HOZ[HI/ICI: OTB. JI4Ia:

‘ JlaTa BHECEHUS U3M:
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T o admin
Q}toba / Nanawagr 0630p Knacrepnt & i eoren
BE  Mowmopimr Q fonck ¢ jadog X
d Avans prcios e G n 0630p Crpyrypa Penankaumn Mapamerpe!

> 1011610254 cluster? ..
R T— Yoo MeTouuK master: 0
= v
> e cluster .. H Hazsarve cnoTa pennvikawy: rs_nodet
@ AvauTnorETHOCTE W
10384105 Crarye pennixaunmn ®
Y Koot idg33.c.
@ npoussomuTensiocTs v Tun pennukaun
g5, jadog
® ® Cepauc knacrepa KackapHan pennukauna: ®
() LDAP cinxponuaaLus
N % gggaﬁ—fﬁnw idg_38.c. : Log Sequence Number: 0/1104C8B8
&= Porubn
N 10.88.4.106 dg_53.0.
A Yeegomnenna v
N Tosast07 idas3.0
T Nampuagr ‘

Pucynok 11.28 — Bxianka «Peruukanusi»
11.3.1.4 Bkaaaka «Ilapamerpbi»
[Tapametprr koMmoHeHTa «jaDog» oTpaxkensl Bo BKiaake «Ilapamerpob». [lapamerpsl sBisitoTCS
pelaKTUPyEeMbIMH, TIOJTHbIM NepedyeHb KOTOPBIX MPUBEACH B JOKyMEHTE «YIPaBICHHE PEKUMOM PadOTHI

y310B kiacrepa. KommoneHt «jaDogy.

v o admin
Qatoba / Nenawagr 0650 Kaacrepes oo
B2 Monwrapmr Q, foncx ¢ jadog %
R s e I) o6s0p A— (S— -
> oTmen02.54 cluster ... :
= nacrepni v Q, ronck
> e cluster ...
n AYAMT 1 OTHETHOCTD v = Napametp 4 Terywee snaverie
v fogea09 idg33.c. v cluster_name
@ TpoMIBOATENBHOCTE v
jadof
D e cluster_name jdg_33_cls
LDAP CHHXPOHM3aLMA
jatoba- .
> & enmmcreso ldg 33.c. : > db_connection_settings
3= PommBp
&
10.88.4.106
> X
Yoot ldg.33.c. > param_after_rewind_fail_backup
A Yeepomnenua ~
N 10804107 dg.s0.c.
o0 > param_archive
h Nampuagr

Pucynox 11.29 - [1apameTpsl kommoreHnTa «jaDogy
V3MeHeHne 3Ha4YeHU MOATBEpXkAaeTcss WH(POPMAIMOHHBIM coolOmeHneM. HoBble 3HaueHUs

rapamerpa NpUMEHSI0TCS MOMEHTAJIBHO.

Onnako, Ui OT/ENbHBIX TapaMeTPOB U UX MIPUMEHEHHUS TpeOyeTcs MepeiTH Bo BKIAAKy «O0630p»
(em. m 11.3.1.1) u naxate kHoOmKy «[lepeuntars koHpurypamuio». O yem OyaeT BBIBOAUTCS

nH(pOpPMAIIMOHHOE COOOIIEHHE.

Ne u3MeHeHUS: HOI[HI/ICB OTB. JI4Ia: ‘ I[aTa BHCCCHHA U3M:
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\ o admin
Q,\atoba / Narpuagr 0630p Knactepb! & AquanncTparop CYEL
B2 Mowropir Q. flowcx <) jadog X
(i Awanus puckos (CTEEED 4 Cpcaime L] 0630p cTpyKTypa Pennukauys MapameTpol
ali -

10.88.4.103
> D e test10 Coctos e yana
= Knactepoi v
. CoepuHeHNe:
> A lggsum S0 : A @
@ AvauTnorETHOCTE v Cocrosnue yana: ® Active
NN idg 300,
& rpowssomensrocs Pons & knacTepe Master
B @ EA) jdg 33 c.. H Mocnenriee ofoenerme: 10.06.2025 15:48:45
(f) LDAP cuHxpoHusaLma - Ny N
L] 10.88.4.107 . [ ¢ obrosum || B Nepesntars Kondurypaumio
> D oo g 3 c.. . I\ /
&= Pom B[l
10.88.4.108 A .
v e JLLECRS H NapameTpei yana
A veepomnenus v
- & jadog HaasaHne gaTaueHTpa: DEFAULT
% Cepauc knacrepa
3, nampwagr Hassanve yana jdg_33_cls_noded
o fatoba6 idn 23 e

Pucynok 11.30 — Knonku «O6HOBUTEY U «llepeuntarh KOHPUTYPALTHIO»
Kuonka «OGHOBHTEY» MPUMEHSIETCS JUIsi OOHOBJICHUSI MPEICTABICHHBIX BO BKIIAJKE MAPaMETPOB

KJ1acTepa.

11.3.2. [Toak/I04YeHNE K KJIACTEPY

[ToaxmaroueHne K CYHIECTBYIOIIEMY KJIACT€py OIMMCAHO B JOKyMeHTe «PyKOBOJCTBO IO

0€301IaCHOCTH.
) Jatoba Data Safe + a _ 3 X
< C @ @ localhost:5000/landscape/clusters P E®E > U &L =8 1 l

MopknioueHue K KNacTepy X
Hazeaune: * cluster1
Anpec: * 10.116.102.81
MlopT REST AP * 54443
CepTWdnKaT nons3ceatena: * admin_cli.pfx

TpeABapHTENbHbIA NPOCMOTP

v {

1

2 “AutoDCFailover"
3 "AutoFailover"
4 "JadogVersion": *
5 "clusterActivated”:
6

7

B

“clusterMame”: "clusterl”,
W "clusterStatus™: {
"Activated™: true,

9. "Datacenters™: [

18 ., {

11 "DC_ACTIVE™: "ACTIVE",

12 "t "DEFAULT",

13

14,

15

16 "ClusterState™: "Slave",

17 "Connection state": "t",

18 "DBPort": "5432",

19 “Mode": "10.116.102.54():12345",

28 "NodeName": "clusterl nodel®,

21 “NodeState": "ACTIVE",

22 "Primary": "18.116.182.55():12345",
23 “PrimaryIP": "10.116.102.55",

24 "PrimaryPort": "12345", @
25 “PublicIP": "18.116.102.81/24",

MogxnoyuThcs OTMEHNTE

Pucynok 11.31 — IloakitoueHue K Kiactepy

11.3.3. Co3nanue kiaacrepa

Co3manue KJIaCTepa noaApasyMmeBacT CICAYIOMIYIO ITOCICAOBATCIBHOCTD JIeHCTBU:

Ne u3MeHeHUS: ‘ HO)IHI/ICB OTB. JI4Ia: ‘ I[aTa BHCCCHHA U3M:
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—  aJMHUHHCTPATOP CO3/aeT KiIacTep Ha 0a3e MepBOro y3jia MacTepa;

—  aaMuHHCTpaTOp 100aBiseT X y3/I0B C HYKHBIMH POJISIMU;

—  aJAMUHHUCTPATOP MPOBOJHUT HEOOXOAMMBIC HACTPOHKHU KIIacTepa;

—  aIMHUHUCTPATOp NEPEHOCUT JaHHBIC;

—  aIMUHHUCTPATOP YOEKIAETCS B KOPPEKTHOCTH pabOTHI KIacTepa;

—  aIMUHHUCTPATOpP paspelraeT KIMEHTCKHUE MOAKIIOUEHHUs K Kimactepy uepes «Public

IP», ncionb3ys snemeHT B uHTEpdeiice «AxktuBuponats Public IP» (cm. m. 11.3.5).

Cosznmanue kiactepa J0CTyIHO B paszene «Jlanamadty», Bo Brinaake «Knactepsy HaxxaTueM

KHOIIKK «COo3/1aThy.

CospaHue KnacTepa

HasBaHue: *
Anpec:*

Mopr REST API: *

CepTudykat nons3osatens: *

3apaiiTe Ha3BaHuWe HOBOTO KnacTepa
1P-agpec wnn FODN-A
808a

Bbi6paTh w neperawTs pfic haiin cioga

Pucynok 11.32 — OxHo «Co3nanue knacrepay

BrI3BaB OKHO <(CO3I[aHI/Ie KJIaCTCpa» BBOAUTCA:

—  Hwms knacrepa,;

—  Anpec REST API cepsepa, Ha 6a3e KOTOPOTO CO3/1aeTCs KJIacTep;

—  Tlopt REST API cepBepa, uepe3 KOTOpbIil Oy IyT MPOBOAUTCS KOMaH/IbI,

—  Ceprudukar nons3oBatens B popmare *.pfx.
Kommonent JDS He 3ampammuBaet nopt 3x3eMiusipa jaDog.

11.3.4. [ToakiaoueHne y3jia Kiacrepa

I[OG&BJICHI/IC y3Jia B KIIACTCP BBIIOJHACTCA B MOAPA3ACIIC «Jadog KIIaCTCpbD» U OIMMMCAHO B II.II

6.1.3.2.

11.3.5. AkruBanus/neakrupaunus PubliclP kaactepa. Co3nanue kiaacrepa

B nacrpoiikax kaxmaoro jaDog y3na ects mapametp Public IP. TIpu paGore y310B B cocTaBe

KJIacTepa, OJMH U3 y370B padoraet B ponu "Mactep". Ecnu Public IP aktuBupoBaH, 3Ha4UeHUE €10

nmapamMeTpa CTAaHOBUTCA AKTYAJIbHBIM IJII COCAUHCHUS C KIIACTCPOM.

HpI/I 06CJ'IY)KI/IBaHI/II/I KJIaCTepa, MOI'YT BBITIOJIHATHCA CICAYIOIIUC JIehCTBUSA:

Ne u3MeHeHUS: HO,Z[HI/ICI: OTB. JI4Ia: ‘ I[aTa BHCCCHHA U3M:
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—  aJMUHHUCTPATOp 3ampeniaeT KINEHTCKUE MOJKII0UeHNUs K KiacTepy uepes Public 1P,

UCTIOJB3Ysl 3JeMeHT B uHtepdeiice «JleakruBuposars Public [Py

— AIMUHHUCTPATOP YWUTACT XYPHAJI ayauTa KOMIIOHCHTOB, ITPOBCPACT H&CTpOﬁKH,

BBIACHACT IIPUYINHY HCIIOJIAI0K;

— AIMUHHUCTPATOP IIPOBOAUT HCO6XOI[I/IMLIC Z[CﬁCTBPIfI o YCTPAaHCHHUIO TPUYINH

HEIOJIaJI0K;
—  aJAMHUHHUCTpaTOp yOexJaeTcsi B KOPPEKTHOCTU pabOThI KIacTepa;

—  aJIMUHHUCTpATOp pa3pelaeT KIMeHTCKHUE MOAKIIoYeHHs K Kiactepy yepes Public 1P,

UCTIOJB3YsI 3JeMEHT B uHTepdeiice "AxtuBuponats Public IP".

KHomnka «AKTHPOBATh/I€aKTUBUPOBATHY pacrosiokeHa mo nmytu: Paznen «Jlanmmadgt» - Briagka

«Kracrepsl» - ypoBeHb KilacTepa B IEpEBE KI1aCTEPOB.

@}toba / Nanpwagt o6a0p knacrepet & i oven
B2 Monropusr Q Monex # jdg_33_cls X
. Yoan snenera
.u AH@/M3 PUCKOB Mepeuenb Public IP knacTepa: 10.88.4.95/32, ~
5 o clustert
=2 Knactep CocroaHue Public IP: AKTMEMpOBaH
= knacrepsi ~ "
= idg_33_cls iF) |€aKTUBHPOBATL
A Knacrep Q A po
Jadog knactepb!
DEFAULT
v B e
0 amruoriemoers v AsToOTpaGoTKa OTKas08 npH patoe B ®
4 19g.33.cls noden pasHbIX faTalieHTpax
Ysen
@ TIpOHIBORHTENBHOCTD v ABTO0TPaBOTKa OTKAZ0B BHYTPM KNACTepa: @

4 jdg_33_cls_node3
Yaen

Pucynok 11.33 - KHonka « AKTUPOBATH/ICaKTHBUPOBATH
11.3.6. lata-ueHTp
JlaTa-ieHTp — 3TO JorHuYeckas CymHOCTh B JDS, mo3Boisiiomias COMOCTAaBUTH Y3JIbI

KJIacTepa 1o nojaceTsm B [lata-neHrpax.

Pabora knacrepa B pa3HbIX MOJACETAX U COOTBETCTBEHHO B pa3HbIX JlaTra-LieHTpax Tpedyer
MOJITOTOBUTEIBHBIX JEHCTBHM, T.K. KOH(PUTYpanroHHbIN ¢aitn npaBun ayreHTHGHKau B CYB/]
«pg_hba.conf» He HacTpanBaeTcss aBTOMaTHYECKH HA Pa3HBIC MOJCETH MPHU KOH(UTYPHUPOBAHUN

y3J1a Ki1acrepa.

Cxema nepBoHa4yaJIbHOI'O COCTOSIHUS Y3JI0B KJlacTepa IpeJicTaBieHa Ha pucyHke 11.34

Ne u3MeHeHUS: HO)_'[HI/ICI: OTB. JI4Ia: ‘ I[aTa BHCCCHHA U3M:
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Pucynok 11.34 — HavyanbHO€ cOCTOSIHUE y37I0B KJlacTepa

npeacTaBieHHyIo B Tabmume 11.9.

Y3JIbI

KJlacrepa

HUMCIOT

CETEBYIO

I MopnceTb 102 MopceTb 103
| : Public IP Public IP :
{ 10.116.102.81 10.116.103.82 i
. — — .
I i re— — :
] — Pennukauus T i
. S < !
- ] :
I Master i
i node2 Slave — :
. 1P 10.116.102.55 — ;
I : nodel o X
I : IP 10.116.102.54 S i
. Unknown —
r | .
I . node5 — :
I i IP 10.116.103.57 < > i
I Unknown
i node6 i
l . 1P 10.116.103.58 Z}

aJipecanuio,

Tabmuma 11.9 — CereBast agpecaruisi cepBepoB CTeHIa KiacTepa «jaDog» mis paboTel B

Hara-uenTpe

Ne Nms IP-aapec Macka Public IP Poab/ Hara-
cepBepa MoACeTH COCTOSIHME | IEHTP
1 | JDS 10.116.102.40 255.255.255.0
Hoacers 102
2 | Nodel 10.116.102.54/24 | 255.255.255.0 10.116.102.81/24 | Slave dcl
3 | Node2 10.116.102.55/24 | 255.255.255.0 10.116.102.81/24 | Master decl
4 | Node3 10.116.102.57/24 | 255.255.255.0
S | Node4 10.116.102.58/24 | 255.255.255.0
Hoacers 103
6 | Node5 10.116.103.57/24 | 255.255.255.0 10.116.103.82/24 | Unknown | dc2
7 | Node6 10.116.103.58/24 | 255.255.255.0 10.116.103.82/24 | Unknown | dc2

JlaTa-1ieHTpHI enie He chOPMUPOBAHEI.

V3en Node2 Bemonnser ponab «Master», Y3en Nodel BwImomHsSeT poiib

ckoH(purypupoBan Ha myoamunsii [P-agpec 10.116.102.81/24.

«Slavey u

V31 Node5 u Node6 sBnsitoTcss CBOOOTHBIMH M CKOH(UTYPUPOBAHBI Ha ITyOJIUYHBIN

IP-agpec 10.116.103.82/24.

Ne u3mMeHeHus:

‘ HOZ[HI/ICI: OTB. JI4Ia:

‘ JlaTa BHECEHUS U3M:
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11.3.6.1 IloaroroBuTe/IbHbIE AeHCTBHS AJ51 CO3JAHNSA KJIacTepa

Ha y3ne Node2 ¢ pons «Master» nmoTpedyeTcst BHECTH AONOIHUTEIbHBIC TapaMETPhI IS

MOJKIIFOYEHHUS Y3J10B B APYrOM MOACETH, BHECA CIICIYIOLINE CTPOKH:

host all <yMS TMoJib30BaTensa> <ampec nomceTm> mdb
host replication <uMsa MOoJIb30BaTeNa> <ampec nomceTm> mdb

all jadog user 127.0.0.1/32
all jadog user 160.116.102.0/24
all jadog user 10.116.103.08/24
all all 127.6.6.1/32

all all ::1/128

replication all

replication all 127.0.0.1/32
replication jadog user 10.116.102.08/24
replication jadog user 10.116.103.8/24
replication all ::1/128

Pucynok 11.35 — [TapameTpsr koHpurypamnuonnoro daiisl pg_hba.conf Ha y3ne «Mastery
CoxpaHUTh BHECCHHBIC N3MEHEHUSI.

[TpuMeHeHne mapaMeTpoB LeIeCO00pa3HeEe BBIIOIHUTDL HE Yepe3 Mepe3arpys3Ky Ciayxo, a
yepe3 SQL-xomanay. [ly1st yero or MMEHM U CIpaBaMM I0JIb30BaTels «postgres», BoT B CYBJ]

Y BBINOIHUTE SQL-KoMaHy:

SELECT pg reload conf();

Ne u3MeHeHUS: HOZ[HI/ICI: OTB. JI4Ia: ‘ I[aTa BHCCCHHA U3M:
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[+1 root@node2: /home/admin1

postgres@node2: fhome$ cd Jfusr/jatoba-5/bin/
postgres@node2: fusr/jatoba-5/binS psql
Password for user postgres:

psql (15.5)

Type "help" for help.

postgres=# SELECT pg_reload_conf();
pg _reload conf

postgres=#
Pucynok 11.36 — Bemmonnenue nepesarpysku napamerpoB CYBJ]
Jlasiee MOXKHO TIEPEXOIUTH K KOHPUTYPUPOBaHUIO KiacTepa B Jlara-nieHTpax B pazaene JDS

«CIHCOK KIacTEPOBY.

11.3.6.2 J/lo6aBJieHHe y3/10B B KjaacTep U3 aApyroi noaceru. Menwo «Y3em» (Node)

Hcnonp3ys MUKTOrpaMMy «Y3€i» OCIe0BaTeNIbHO J00aBUTh y3JIbl C pOIblo «Slavey:
—  Node5 c IP-agpecom 10.116.103.57/24, mopt 12345;

—  Node6 c IP-agpecom 10.116.103.58/24, mopt 12345.

g o admin
(j}‘toba / Jadog knactepei Q@
B3 Monutopuur [locTynHble knacTepbl

Mo rnacrepa A Agpec nopniosesu fopr
it Ananus puckos
o jdg_33_cls 10.88.4.108 8081
&= Knaorepni ~
test_10 10.88.4.103 8080
Jadog KnacTepet
@ aymruorieroers v
@ NpowsosuTentuocTs
[lobaBnieHme y3na B Knactep X
LDAP ciHXpoHH3aLmA P
10.116.102.57
&= Pomus]
Mopr *
A Yeenomnenus v 12345
Pone yana*
fh Nawquagr Y3nel Knacrep: «jdg_33_cls» @ SLAVE ¢ vsen () OSuosurs
@ Naponuasie nommik ~ Rereuem Agpecyana Axtanocts Pons
DEFAULT 10.88.4.105 QI ACTIVE 4 SLAVE
(@ Peaepatoe konuposa...
DEFAULT 10.88.4.106 12345 Slave(ACTIVE) ACTIVE 4 sLave
DEFAULT 10.88.4.107 12345 Slave(DIED) DIED 4 SLAVE
DEFAULT 10.88.4.108 12345 Master(AGTIVE) ACTIVE M MASTER

< CrepHyTb Mesio

€D Hacrpoiiku

Pucynok 11.37 — IloakitoueHue y3ia Kiaactepa u3 Ipyroi nojacetu

JlanHoe neiicTBre OyIeT COOTBETCTBOBATh KOMaHIaM B YTUJIHTE jagog ctl:

‘ Ne u3MeHeHUS: ‘ HO)_'[HI/ICI: OTB. JIMIIA: ‘ I[aTa BHCCCHHA U3M:
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cluster add slave 10.116.103.57 12345
cluster add slave 10.116.103.58 12345

[IpomexxyTouHOE COCTOsIHKME CTeHAA npejicTaBieHo B Tabmauue 11.10.

Tabmuma 11.10 — CereBast aapecanus cepBepoB cTeHIa kinactepa «jaDog» mis paboTsl B

Hara-uenTpe

e Nmn IP-anpec Macka Public IP Pouan/ Hara-
cepBepa NOJICeTH COCTOSIHHE | IEHTP
1 | JDS 10.116.102.40 255.255.255.0
IHoacers 102
2 | Nodel 10.116.102.54/24 | 255.255.255.0 10.116.102.81/24 | Slave
3 | Node2 10.116.102.55/24 | 255.255.255.0 10.116.102.81/24 | Master
4 | Node3 10.116.102.57/24 | 255.255.255.0
S | Node4 10.116.102.58/24 | 255.255.255.0
IHoacers 103
6 | NodeS 10.116.103.57/24 | 255.255.255.0 10.116.103.82/24 | Slave
7 | Node6 10.116.103.58/24 | 255.255.255.0 10.116.103.82/24 | Slave

11.3.6.3 Co3nanue/ynajenue /laTa-ueHTpoB
[Tukrorpamma «Co3maTh gara-IEHTP» HAXOOUTCS B KOHTEKCTHOM MEHIO, B CTPOKE

KJIacTepa, KaK IMpeJICTaBICHO Ha pucyHke 11.38.

(ll,\atoba / Nanpuad 60p  Knacrey -
B2 Mouropnr Q, noucx
dln  Ananus puckos i
= jdg_33_cls
KnacTep
=5 Knactepst v (¢ OGHosuTs
DEF?
v
@ AymruoriEmoes v — T3 cosnams nara-uew i
Jdg_23_cls_nod -
LR Ty
@ Tipon3BoANTeNbHOCTD v
4 Mg_38.clsnod
Ve
LDAP CHHXpOHM3aLMA
jdg_33_cls_nod
LR
& 5
4 Hg_38_clsnod
Ve
A veenomnennn v
N 3 empty
Ravariermp
2 nanguagr
gy test?
Jr———
Q@ nap uTn v
o test_10
> & Kneorep
@ Peacpanoe konm POBQ...

Pucynok 11.38 — Mento «Co3nars» [lata-ieHTp

Haxxatve Ha mnukTorpammy BbI30BEeT OKHO «(Co3[aHHME JaTa-LIeHTpa» B IPaBOM YTy
BKJIAJIKH.

CozpaHuWe jaTa-LeHTpa X

HazsaHue: * del

Pucynok 11.39 — Oxno «Co3nanue nata-neHTpa

Ne u3mMeHeHus:

‘ HOZ{HI/ICB OTB. JIMIIA: ‘ I[aTa BHCCCHHA U3M:
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B none «Ms nata-uieHTpa» BHOCUTCS TpeOyeMoe Ha3BaHUE.

3T0 COOTBETCTBYET KOMaH/e B yTmiuTe «jadog ctly:

datacenter create 'name'
JIns paccMaTpuBaeMoro npuMepa Co31arTcs Aara-IeHTPHI:
—  «dclw;
—  «dc2».
B xoHTekcTHOM MeHIO JlaTa-ieHTpa HaXOAUTCS IIYHKT MEHIO «Y TaJIuThy.

VY aanuTh BO3MOXKHO TOJIBKO IycToi [laTa-ientp, 1.e. Jlara- ieHTp, He coaepKamiuii B cede

y3JI0B KJIacTepa.
HeBo3moxHo ynanute lara-uentp no ymonuanuto « DEFAULT».

11.3.6.4 IlpucoennHenue y3J0B kjaacrepa k Jlara-uenrpy

K co3mpaHHBIM JaTa-1eHTpaM IPUCOCTUHUM Y3JIbI KJacTepa:
—  Nodel IP-10.116.102.54/24 u Node2 IP- 10.116.102.55/24 x «dcl»;
—  Node5 IP-10.116.103.57/24 u Node6 IP-10.116.103.58/24 k «dc2».

[Ipucoenunenune k Jlata-meHTpaMm y3JI0B KJacTepa BBIONHSAETCS B moppaszene «Jadog

KJIACTEPBI».

Kaxnapii1 y3en mpucoeauHseTcs OTACNBbHO, JUISl YETO B CTPOKE y3Jla BBI3BIBAETCS MEHIO

«IIpucoenMHUTD K naTa-IeHTPY».

Ne u3MeHeHUS: HOI{HI/ICB OTB. JIMIIA: ‘ I[aTa BHCCCHHA U3M:
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\ admin
Qatoba 1 Jadog Knactepe: -

B3 Monutopunr [locTynHbie knacTepsl

. Crerye Wa knacrepa A Frrp—— Mopr
dli Avanus puckos

[ o) idg_33_cls 10.88.4.108 8081
= Knacrepsi ~

(@ ] test_10 10.88.4.103 8080
Jadog knacTepst
O aymruoriemoers v
@ NpousBoAUTEnBHOCTE N

LDAP CHHXPOHW3ALIMA

&= Ponub]

A Yeenomnenus v
h Nanguagr Yanei Knactep: dg_33_clss @ 4 vzen () O6uosus
@ Naponbubie nomimi Berzuermp Apec ysna Mg yana Crarye ysna AxvanoeTs Pone
DEFAULT 10.88.4.105 12345 Slave(ACTIVE) ACTIVE + S
[@ Pesepetoe konupoea.. 4+ TIPHCORIMHNTD K iaTa-UeHTPY
DEFAULT 10.88.4.106 12345 Slave(ACTIVE) ACTIVE + §
P Caenato wacrey pom
DEFAULT 10.88.4.107 12345 Slave(DIED) DIED + N G Ypanutb ysen
DEFAULT 10.88.4.108 12345 Master(AGTIVE) AGTIVE ! MASTER
< CBepHy b MeHio
€ Hacrpoiiku

Pucynok 11.40 — KonrekctHoe MeHto «lIprcoeaMHUTh K 1aTa-UeHTpy»

HaxaTtue Ha MEHIO BBI3OBET OJHOUMMCHHOC OKHO.

ITone ((BBI6epI/ITe AaTa-uCHTP» BBIIIOJIHCHO B BHUJC BbBITAJANOOICTO CIIMCKA, B KOTOPOM

oTpaxkarotcsi co3fganublie Jlara-uentpsol (cm. m. 11.3.6.3).

OT0 COOTBETCTBYET KOMaH/e B yTmiuTe «jadog ctly:

datacenter 'dcl' attach node 10.116.102.54 12345
datacenter 'dcl' attach node 10.116.102.55 12345
datacenter 'dc2' attach node 10.116.103.57 12345
datacenter 'dc2' attach node 10.116.103.58 12345

B pesynbrare y3nbl knactepa pacnpenenessl 1o Jlarta-nentpam. OOuH y3€l BBIIOJIHSIET

pornb «Master», ocTanbHBIE Y376 Pa0OTaIOT C poibio «Slavey.

B noncern «102» xmactep paboraet ¢ Public IP — 10.116.102.81/24. Bropoii myOaunaHbIi
anpec 10.116.103.82/24 B moacetu «103» He ucnonb3yetcs. [lonyyernnas koHUTypanus Kiactepa
npenacrapieHa B Tabmuie 11.11 u noka3ana Ha pucynke 11.41.

Tabmumua 11.11 — CeteBas anpecarusi cepBepoB cTeHIa Kiactepa «jaDogy», paboTarommx B
JlaTta-ieHTpax

e Nms IP-anpec Macka Public IP Poab/ Hara-
cepBepa NOJICeTH COCTOSIHME | IEHTP
1 | JDS 10.116.102.40 255.255.255.0

Ne u3MeHeHUS: HOI{HI/ICB OTB. JIMIIA: ‘ I[aTa BHCCCHHA U3M:
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e Nms IP-anpec Macka Public IP Poab/ Hara-
cepsepa NOACETH COCTOSIHHE HEHTP
IMoacern 102

2 | Nodel 10.116.102.54/24 | 255.255.255.0 10.116.102.81/24 | Slave dcl

3 | Node2 10.116.102.55/24 | 255.255.255.0 10.116.102.81/24 | Master dcl

4 | Node3 10.116.102.57/24 | 255.255.255.0

5 | Node4 10.116.102.58/24 | 255.255.255.0

IMoacers 103

6 | Node5 10.116.103.57/24 | 255.255.255.0 10.116.103.82/24 | Slave dc2

7 | Node6 10.116.103.58/24 | 255.255.255.0 10.116.103.82/24 | Slave dc2
( Mnowaaka 1 Mnowaaka 2
I «dc1" «dc2"
I MonceTb 102 : MonceTb 103 : I
| : Public IP ] : Public IP ]

: 10.116.102.81 10.116.103.82 I
I = Pennunkauus = . I
I : ° —_— ° : : 3 I
I Master ; S—

node2 Slave . — I
| : 1P10116.102555 ode] : 5 — ]
| : IP 10.116.102.54 : |
I node5 —— : I
| 5 IP 10.116.103.57 ° :
i a

Slave I
I : 3 node6 I
| e ;i IP 1011610358 -

Pucynok 11.41 — Cxema kiacrepa B Jlara-ieHTpax

Ne u3MeHeHUS: HOZ[HI/ICB OTB. JI4Ia: ‘ I[aTa BHCCCHHA U3M:
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12. PASJAEJI «POJIN BI» (DB ROLES)
Paznen «Ponu b/1» npennasHauen mid:
—  CO3JaHus poJeu;
—  pEIaKTUPOBAHUS POJIEH;
—  Ha3HaueHUs aTpuOyTOB M MPUBUWIETHI pOJIEH.
Pa3nen nocrymnen mosb3oBatento «JDSy ¢ HasHaueHHOU (PYHKIIMOHATHHOU POJIBIO:
—  Anmunaucrpatop (Administrator);
—  Anmunaucrpatop Ub (Security).

ACCOHI/II/IpOBaHHBIﬁ II0JIB30BATCJIb  JOJIZKCH O6HaI[aTB npaBaMuM U JIIPUBUIICTUAMMU,

OMHUCAHHBIMU B 1. 2.1.2 HACTOSIEr0 JOKYMEHTA.

12.1. Cnucox mosab30BarTeJiei
Br160p paznena «Ponmu B/I» oTkpoeT mycToe OKHO crucka noje3osarenei. [locie BeiOopa

uenu u b/ oTpasutcs nonHeiit ciucok nosb3oBatenei neneoit CYB/I.
Cnucok moJyib30BaTesieil COCTOUT U3 CTOJIOIOB:
—  «Ponb» (Role);
— «IDw;
—  «Tun» (Type);
—  «AtpubyTe» (Attributes);
—  «JloctymnHble 6a3bl maHHBIX» (Available database).

B cronbue «Pomm» oTpaxarorcs pond moib3oBareneld B aq(aBUTHOM MOPSAKE U POJIH,
BKJIIOHarolue B cedd Apyrue poau (rpynnoBble ponu). Ilo ymonuyaHuio B Hauajie cHHCKa

HAXOJUTCS TICEBAOPOIH «publicy.

Ne u3MeHeHUS: HO)_'[HI/ICI: OTB. JI4Ia: ‘ I[aTa BHCCCHHA U3M:
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@a[oba DB roles administration admin (Administrator) &
Al userRisk @  Target DS Database!jalog
B cluster List Q, search () Refresh Add
. Role [ Type Attributes Available databases
Auditing & Reporting v
2 PuBLIC 0 System
@ Pefomancetuning v
2 jadog_user 17534 Custom L ReP Jalog, jdsdb, jdsdb-1.0, jdsdb-2.0, postgres
¢ LDAP Sync
> A jds 16384 Custom INH CRD L jalog, jdsdb, jdsdb-1.0, jdsdb-2.0, postgres
A Notifications ~
2 jds_admin 16385 Custom INH L jalog, jdsdb, jdsdb-1.0, jdsdb-2.0, postgres
2= DBroles
2 jds_data_group 17376 Custom INH
2 jds_reader 17465 Custom INH L Jalog, jdsdb, jdsdb-1.0, jdsdb-2.0, postgres

Pucynok 12.1 — OkHo cnivcka nojbp30BarTeneit
['pynnoBsie poju OTOOPaXKarOTCs C JONOJHUTEIBHOW MUKTOrPAMMON U OTOOpakaroTcsl B

dbopMe nepapXuvecKoro CImcKa.

@a[oba DB roles administration
Al userRisk ®  Targetyps  Database: jalog
& ClusterList Q search
Role D
Auditing & Reporting W
2 PUBLIC 0
@ Perfomance tuning v
2 jadog user 17534
§  LDAP Sync
v & jds 16384
A Notifications v
2 pg_read_all_data 6181
&= DBroles

Pucynok 12.2 — OToOpakeHue rpynmnoBoi poju B CHUCKE PoJeit
B cronbue «ID» orobpaxkarorcs aBromaTnuecku npucBoeHHbie CYBJl HoMepa ydeTHBIX

3anucei.
Cronben «Type» oToOpaxaeT 1Ba TUIIa YYETHBIX 3alIUCEN:
—  monb3oBatenbekas (Custom);
—  cucrteMHas (System).

Cronben «Attributes» oToOpaxaet aTpuOyThl IPHUCBOEHHBIE posid B popme abOpeBHaryp,
npuBeneHHbIX B Tabmuie 7.1. HaBemenme kypcopa Ha muKTOorpammy aOOpeBHATyphl BBI3OBET

KOHTCKCTHYIO IMOACKA3Ky C IMOJTHBIM HAMMCHOBAHNCM anI/I6yTa.

Ne u3MeHeHUS: HO)_'[HI/ICI: OTB. JI4Ia: ‘ I[aTa BHCCCHHA U3M:
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@a[oba DB roles administration
Al UserRisk @  Targetyps  Database!jalog
& ClusterList Q search
) Role D Type Attributes
Auditing & Reporting v
2 PuBLIC 0 System
@ Perfomance tuning v
2 jadog_user 17534 Custom L REP
¢ LDAP sync
> & jds 16384 Custom SU INH CRR CRD L REP BRLS
A Notifications v
2 jds_admin 16385 Custom INH L
2= DBroles |
2 jds_data_group 17376 Custom INH

Pucynok 12.3 - Ctonbern «Attributesy
Cronber «/loctymable 6a3bl qaHHbIX» (Available database) orobpaxkaer bl noctynHbie st

IIOAKJIOYCHHUA IT1OJIb30BATCIICM.

@}toba DB roles administration admin (Administrator) &
Al user Risk (o} Target: JDS Database: jalog
& ClusterList Q, search ) Refresh Add
N Role 1D Type Attributes Available databases
Auditing & Reporting v
2 PUBLIC 0 System
Perfomance tuning v
2 jadog_user 17534 Custom L REP Jalog, jdsdb, jdsdb-1.0, jdsdb-2.0, postgres
¢ LDAP sync
> 8 jds 16384 Customn SU INH CRR CRD L REP BRLS jalog, jdsdb, jdsdb-1.0,jdsdb-2.0, postgres
A Notifications ~
2 jds_admin 16385 Custom INH L jalog, jdsdb, jdsdb-1.0, jdsdb-2.0, postgres
AT DBroles
2 jds_data_group 17376 Custom INH

Pucynox 12.4 — Cronbern «Available database»

12.2. Co3nanue poJn

OKHO cO3/1aHUEe POJIU BBI3bIBACTCS HakatrueM KHONKH «J[0o0aBuTh» (Add), pacmonoxeHHON

B [IPABOM BEPXHEM yIily oKHa. OKHO BKJIIOYaeT B ce0sl 5 BKIIAJOK:
— «OcHoBHbIE TapaMeTpbD» (Main settings);
—  «AtpubyTsD» (Attributes);
—  «Pomm u rpynmen»y (Roles and groups);
—  «IIpuBunerun» (Privileges);
—  «SQL».

12.2.1. Bkaaaka «OcHoBHbIe mapameTpbD> (Main settings);

B Brianke «OCHOBHBIEC TapaMETPhD BBIBEICHBI ITOJIS:
—  «HMma» (Name);

—  «Omnwucanue» (Description);

Ne u3MeHeHUS: ‘ HOI{HI/ICB OTB. JIMIIA: ‘ I[aTa BHCCCHHA U3M:
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—  «Ilaponb» (Password);

—  «llonrBepxxnenne maposs» (Repeat password);
o BBoa nMenu nosip3oBaTens SBISIETCS 0053aTEIbHBIM.

B none «Mms» BBOOWUTCS MMs CO34aBAEMOM POJIA JJIMHOM HE MEHEE JIBYX CHMBOJIOB.

Cry4aifHO BCTaBJIEHHBIE CUMBOJIBI ITpoOena npu renepannu SQL-komMaHabl OyIyT yCeueHBI.

[Ipy BBOAE HMEHM NOJIB30BATENS, CTAHOBUTCA JOCTYNHOM KHONKAa «COXpaHUTB» H

reHepupyercsa SQL-komaHza:

CREATE ROLE [user name];

B none «Onucanue» BBOAUTCS ONMKMCAHUE CO3/JaBAEMON POJIM IJTUHOM A0 255 CUMBOJIOB.

@ BBOZ[ OIIMCAHHUS 10JIb30BATEIIS SIBIISIETCS 003aTENbLHBIM.

B none «Ilapoiib» BBOAUTCA Mapoib AJiA CO3aBAEMOr0 MOJIb30BaTelNs JIMHOU OT 6 10 50

CHUMBOJIOB.
B none «IloarBepxaeHne naposiss» BBOJUTCS UAEHTHUYHBIA ApOJIb 33JaBAEMOMY.

0 BBoa maposns aiis posny MOKET POU3BOIUTC IPU CO3JaHUU POJIH.
[Ipu pemakTupoBanumu ponu (PyHKIMOHATIBHAS BO3MOXKHOCTH CMEHBI Mapoiis

HEJOCTYIHA.

Haxatue kHonku «Coxpanutb» crenepupyer SQL-komanmy:

ALTER ROLE [name role] PASSWORD [password role];

Ne u3MeHeHUS: HO)_'[HI/ICI: OTB. JI4Ia: ‘ I[aTa BHCCCHHA U3M:
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Create role

Main settings Attributes Roles and groups Privileges sqQL

Name *

user_test

Repeat password

m | Gencel ‘

Pucynox 12.5 — Bxnagka «OcHoBHBIE TapameTpbl» (Main settings)

12.2.2. Bkaaaka «ATpuOyThI»

Ha Bxnanke «AtpubyTsn» (Attributes) BrIBeICHBI:

¢maru:

SUPERUSER;

INHERIT;

CREATEROLE;

CREATEDB;

LOGIN;

REPLICATION;

BypassRls.

I10JIA:

KBora coequnennii (Connection limit);

HeiictButensHa o (Valid util).

Ne u3mMeHeHus:

‘ HOZ[HI/ICI: OTB. JI4Ia:

‘ JlaTa BHECEHUS U3M:
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YcTaHoBKO# (iaroB Ha3HAYAIOTCA aTPUOYTHI CO3aBaEMOil pOJIH.

0 JloCTymHO ~ Ha3HauYe€HUWE TOJNBKO TeX AaTpuOyTOB, KOTOpBIE  Ha3HAYEHBI

accoruupoBanHoit poau CYBJ] nns nonws3oBarens JDS.

Create role X

Main settings Attributes Roles and groups Privileges sQL

SUPERUSER CREATEROLE BYPASSRLS
LOGIN REPLICATION
CREATEDE INHERIT

Connection limit

-1

Walid until

A0.MM.ITIT —i— [

Pucynox 12.6 - Bknanka «AtpuOyten (Attributes)
B none «KBoTa coenquHeHU» yCTaHABIMBAETCS 3HAYCHUE KOJWYECTBA COEAUHECHHUM IS

poiu. JIOCTyImHO yCTaHOBUTHL 3HAUEHUS TTPUBEICHHbIC B Tabmuie 12.1.

Tabnuma 12.1 — JlomycTumplie 3HaYSHHS] KBOTHI COSTMHEHUN

3HaueHue Onucanme
-1 HET OIPaHUYCHUN
0 COEIMHEHHE 3aIPEIICHO
Llenoe moa0KUTEIHLHOE YHCIIO KonnuecTtBO coenuHeHUM
@ BBoJ1 3HaueHUST KBOTHI COSAMHEHUM JIJIsl POJIH HE SIBIIIETCS 00s13aTEIIbHBIM.

B none «/leticrBurensha no» (Valid util) ycranaBnuBaercs narta u Bpemsi IeHCTBHS POIIH, C

TOYHOCTBIO O MUHYTHI. [lapameTrp ucnonb3yercs uisi BpEMEHHBIX YYETHBIX 3alIUCEN.

BBoJ 3HaueHUs TOCTYIIEH Yepe3 OKHO KaJ€HIapsl WK BPYUYHYIO.

Ne u3MeHeHUS: HOI{HI/ICB OTB. JIMIIA: ‘ I[aTa BHCCCHHA U3M:
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YaanuTe

CerogHa

15

OO MM.TTTT —— 0 X |
ez
Mi BT Cp Y N7 CA Bc 0g 35
27 28 29 30 31 1 2 10 16
3 n 5 6 T & 9
- 11 37
10 1 12 13 14 15 18
12 38
17 18 19 20 21 22 23
34 35 26 27 28 29 30 13 39
1 2 3 4 5 6 7 14 40

A1

Pucynok 12.7 — Kanenaaps BeIOOpa 1aThl ¥ BPEMEHU IECHCTBUS POJIN

12.2.3. Bkaaaka «Pouau u rpynnsi» (Roles and groups)

BBox naThl U BpeMeHU IEHCTBHSI POJIU HE SIBISETCS 0053aTEITbHBIM.

B Bruitagke «Pomnu u rpynmeny 0ToOpaskaroTcs ABa MOJIS:
«Y4YaCTHUKHU IPYIIIb»;
«Bxonut B rpynns.

[Ipu noGaBnenum poseld B mosie «YYaCTHHKH TPYNNBD) POJb CTAHET «TPYHIOBON» WU

BKJIIOUCHHBIE B HEE POJIH YHACIEAYIOT aTpUOYTHI U IPUBUJIETUU POJIN.

JloOaBneHue y4yaCTHUKOB TpPYMNIbl BBINOJHIETCS Ha)KaTUEM KHONKHU «J/lo0aBUTH poiby,
KOTOpPO€E BBI30BET OKHO J100aBiieHUs posieid (cM. puc. 12.8). BeiOop posieii BBINOIHAETCS, YeEPE3
MoJie TIOWCKA WJIM BPYYHYIO ycTaHOBKoW ¢uiaroB. Hakatme kHomkum «J[00aBUTH» BHECET

BBIOpAHHBIE POJIU B 10JI€ «YYACTHUKH TPYIIIBDY.

Ne u3mMeHeHus: IMoxmucs oTB. MUNA:

‘ JlaTa BHECEHUS U3M:
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B rpynne HeT pone

P %

[ 1 Aakanure nanc
Q, nMouck
[ ] jds_admin
[ ] jds_data_group
[ | jds_reader

[ ] jds_role_admin

| ™ Ve

<+ Jdofiaeuts

Pucynox 12.8 — OxnHo no6aBneHus poneit
[Tpu nobaBneHnu ponu B mosie «BXOAUT B rpynmbD» OHA CTAHET YYACTHUKOM «TPYTIIOBOM

pOJI» U yHACHEAyeT aTpuOyThl U MIPUBUIIETUU POJIU B KOTOPYIO OHA BXOJIUT.

JloGaBiieHue poiM B TPYIIBI BBITOTHSAETCS Ha)kKaTueM KHONKU «Jl00aBUTH B Tpymmy»,
KOTOPOE BBI30BET OKHO J00aBneHus poselt (cMm. puc. 12.9). Beibop posneii BHIIOTHSIETCS, Yepes
MoJIe TIOWCKA WJIM BPYYHYIO yCTaHOBKoW ¢uiaroB. Hakatme kHOomkum «J[00aBUTBH» BHECET

BBIOpaHHBIE POJIU B 1oJie «BXoauT B rpynmsy».

Pofb HE COCTOMT B rpynnax
Q, Nomck
jds_admin
Jjd=_data_group
Jjds_reader

Jjd=_rale_admin

+ AOodzewuts

Pucynok 12.9 — OxHo n0o6aBiieHHE POJU B ITPYHIIbI

Ne u3MeHeHUS: HOZ[HI/ICB OTB. JI4Ia: ‘ I[aTa BHCCCHHA U3M:
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Crpykrypa poneii B CYBJl umeeT ueEpapXxHUecKyl0 CTPYKTYpy M HE JOIyCKaeT
«3aKOJIBIIOBAHHOCTHY», T.€. B CiIy4ae I00aBJICHHE BBIIIECTOSIICH POJIM B HIDKECTOAIIYIO II0

MEepapXuu, HIDKECTOAIAs POJIb M3MEHHUT CBOM CTaTYC M CTaHET BBIIIECTOSIIEH.
Hanpumep
Co3znansl posu:
—  role 1;
—  role 2;
—  role 3.
Hlar 1.

Jlo6aBum pors «role 2» B coctaB ponu «role 1» SQL-xomanoii:

GRANT "role 1" TO "role 2";

® o
M GRANT "role_1"TO "role_2"; m

role_] role_ 2

Pucynok 12.10 — Bemonaenne SQL-komaHap1 100aBIEHUS POIH «role 2» B cOCTaB PO
«role 1»

ITocne yero posb «role 1» craneTr rpynnoBoii u odpasyercst uepapxus poiieil. B nepapxuu

podeit poib «role 1» 3aiimer mepBbIii ypOBEHB, a poiib «role 2» 3aiiMeT BTOpOil ypOBEHb.

o\
MepBbiK YPOBEHDb PN
role 1

o
BTopoi ypoBeHb m

role 2

Pucynok 12.11 — Uepapxus poneit npu mare 1

Ne u3MeHeHUS: HOZ[HI/ICI: OTB. JI4Ia: ‘ I[aTa BHCCCHHA U3M:
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Hlar 2.

Ha BTOpom mare rpynmoByr poiib «role 1» mobGaBum B coctaB poiu «role 3» SQL-

KOMAaHJIOH:

GRANT "role 3" TO "role 1";

O .)\
M GRANT "role_3" TO "role_1" P
role_3 role_]1

Pucynok 12.12 — Bemonnaenne SQL-komanap! qo0aBiaeHus ponu «role 1» B cocTaB ponu
«role 3»

[Tocne wero mepapxusi poneir m3meHutcsa. Ponp «role 3» craHeTr rpymmoBoi m 3aiiMer
nepBeIi ypoBeHb. Ha BTOpoM ypoBHE mepapxuu B Hee Oy/IeT BXOJUTH TPYIIOBast posib «role 1».
Ha tpeTbeM ypoBHE MepapXuu HaXOJUTCs MpocTas poib «role 2», Bxoasiias B COCTaB IPyIIOBOI

ponu «role 1», kak mpeicraBieHo Ha pucysnke 12.13.

o)\
MepBbiK YypOBEHDb A

role_3
] ®)
BTopou ypoBeHb i
role_1
®
TpeTuit ypoBeHb m
role_2

Pucynok 12.13 — Uepapxus poneit npu mare 2
Ilar 3.

Ha TpeTpem miare BKIIIOYMM B COCTaB POJIU «role 2)» TpeThero ypoBHS, TPYNIIOBYIO POJb

«role_3» mepBoro ypoBusa SQL-koMaHmO¥:

‘ Ne u3MeHeHUS: ‘ HOZ[HI/ICI: OTB. JI4Ia: ‘ I[aTa BHCCCHHA U3M:
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GRANT "role 2" TO "role 3";

O ’)\
~ GRANT "role_2" TO "role_3"; o
role_2 role_3

Pucynok 12.14 - Bemonaeane SQL-komaHb1 q0o0aBiIeHus poiu «role 3» B cocTaB poiu
«role 2y

Bo3HukHer ommoka:

Omrbka npu OOHOBJIeHMM poJym BI: Ommbra 'OLPOl: role "role 2" 1is
a member of role "role 3"' npum BumosHeHur SQL-koMaHmel 'GRANT
"role 2" TO "role 3";'!

(D Owmbxa npu oGHOENeHHMM ponu BJ1: Owmbka 'OLPO1: role "role_2" is a member of role "role_3™ npu BbinonHexsun SQL-komanabl 'GRANT “role_2° TO

“role_3"1 X

Pucynox 12.15 — BemutsiBaroriee coobmieHue 06 ommoke

Ommbka BO3HUKHET W3-32 HAPYIICHUS UEPAPXUU POJICH.

o)
MepBbiN ypOBEHb e
role_3

BTopoun ypoBeHb

TpeTnn ypoBeHb
role_2

Pucynok 12.16 — Ommbka nocTpoeHHs HepapXuu posieid. 3aKOIbIIOBAHHOCTD CTPYKTYPHI

@ JleiicTBus 10 GOPMHUPOBAHUIO TPYIIIIOBLIX POJIEH HE SBISETCS 005S3aTeITbHBIMH.

Ne u3MeHeHUS: HO,Z[HI/ICI: OTB. JI4Ia: ‘ I[aTa BHCCCHHA U3M:
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Ha BKIIQJIKC TIPUBWICTUM HA3ZHAYAIOTCA NPUBUICTUHA W CUCTCMHBIC ITIPUBUIICTHN
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nojan3oBareiie Ha 00bekThl CYB/I.

Ha Bxianke otoOpaxaetcs b/, kK KoTopoii ObUTO MPOU3BECHO MOIKIIOYCHIE TIPH BBIOOpE

nenu B pasaene «Pomu BJI» (DB roles). Ocranbabie B/l CYB]] OynyT HeaktuBHBL. 11 paboThI €

npyrumu bJI CYBJl moTpebyeTcs nepenoakitoueHue.

Oo6wextrl B/ mpencraBneHs! B BUaE CTPYKTYPUPOBAHHOTO HEPAPXUUYECKOTO CITUCKA.

[IpuBuiiernn Ha3HAYAOTCA, KaK HAa TUIBI OObEKTOB, TaK U Ha caMu 00beKThI b/I.

Create role

Main settings Attributes Roles and groups Privileges
Q, search

Access Objects Privileges

v B jalog
» Foreign Data Wrappers
» Languages
v jalog Us Cr
» Functions
» Materialized Vie...
» Seguences

~ Tables

category_referen...
component

exception

Save ‘ Cancel |

category S Up In D TrITb R Tr

sqQL

Pucynok 12.17 — Uepapxudeckuii cnucok o0bekToB b/]

Haznauaemble npuBMIIETHIA MTpeicTaBICHbI B Tabaume 12.2.

Ne u3mMeHeHus:

HOZ[HI/ICI: OTB. JI4Ia:

‘ JlaTa BHECEHUS U3M:
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Tabnuna 12.2 — Haznagaembie pUBUIICTUN

32 | iz
=58 £ e § HaumeHoBaHMe NpUBHIETHA H
OBLeKThI IMpuBuiernu “E’ = § g Z S -
IIOCTyHa < = R = w» CHUCTEMHBIX HpI/IBI/IJIeFI/II/I
nojib3oBareieii | S zm| S 3 2 .
% & [=) Lg- 5 8 moJIb30BaTeJIeu
(]
S8 | S=a<
«
CONNECT CnDB CnDB | CONNECT DATABASE
B/ CREATE CrDB | CrDB | CREATE DATABASE
TEMPORARY | TDB TDB TEMPORARY DATABASE
CxeMma CREATE Cr CrSc CREATE SCHEMA
(SCHEMA) USAGE Us USc USAGE SCHEMA
SELECT S STb SELECT TABLE
INSERT In ITbh INSERT TABLE
UPDATE Up UpTb UPDATE TABLE
Tabnuia DELETE D DTb DELETE TABLE
REFERENCES | R RTb REFERENCES TABLE
TRIGGER Tr Tr -
TRUNCATE TrTh TRUNCATE TABLE
SELECT S S Select
INSERT In In Insert
(r{}’iee’js; apJierue UPDATE Up UP Update
DELETE D D Delete
REFERENCES | R R -
TRIGGER Tr Tr -
SELECT S S Select
INSERT In In Insert
Mar.ipencraBieHus UPDATE UP UP Update
(Materialized View) DELETE D D Delete
REFERENCES | R R -
TRIGGER Tr Tr -
?;%IIEEP?I ON) EXECUTE E EFn | EXECUTE FUNCTION
SELECT S SSq SELECT SEQUENCE
HOCHCZ{OB&TCHBHOCTB
(Sequence) UPDATE Up UpSq UPDATE SEQUENCE
USAGE Us USq USAGE SEQUENCE
Tune! nanneix (TYPE) | USAGE Us UTy USAGE TYPE
(;EX;CSU AGE) USAGE Us ULn | USAGE LANGUAGE
Foreign Server USAGE Us UFS USAGE FOREIGN SERVER
. USAGE FOREIGN DATA
Foreign Data Wrapper USAGE Us UFDW WRAPPER
Tadmuunoe npocrpancro | USAGE Us Us Usage
(Tablespace) CREATE Cr CrTS | CREATE TABLESPACE
Large Objects SELECT S SLO SELECT LARGE OBJECT
UPDATE Up UpLO | UPDATE LARGE OBJECT

Tpebyembiii 00BEKT TOCTYNHO HANTH WJIM 1O UMEHH B CTPOKE MOMCKA WM CITyCKasCh IO

cnucky oobexToB b/I.

Ne u3mMeHeHus:

HOZ{HI/ICB OTB. JIMIIA:

‘ JlaTa BHECEHUS U3M:
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HI/IKTOFpaMMa BBI30BAd OKHAa HA3HAYCHUA HpI/IBI/IJICFI/Iﬁ MOABJIACTCA ITPU HABCJACHUU KypCopa

Ha TMPaBYIO CTOPOHY CTPOKU 00BEKTAa, KaK MPeACTaBIeHO Ha pucynke 12.18.

Create role x

Main settings Attributes Roles and groups Privileges saL

Q, search
Access Objects Privileges
v B jalog
» Foreign Data Wrappers

> Languages

v jalog Us Cr

™~

Edit

» Functions

Pucynok 12.18 — [IukTorpaMma okHa Ha3HaY€HUE PUBWIETUI
JUis KaXa0ro M3 THIOB OOBEKTOB M HEMOCPEICTBEHHO OOBEKTOB, OKHO Ha3HAYCHHS

NPUBHIIETUN UMeeT COOCTBEHHBIH HAOOp MPUBUIIETUH, KaK IPECTaBlIeHO B Tabmuie 12.2.

Create role X
Main settings Attributes Roles and groups Privileges saL

Q_ search

Access Objects Privileges

» Functions
> Materialized Vie...

> Sequences

~ Tables
category
(@] (@]
category_referen... SELECT WITH GRANT OPTIONS
UPDATE WITH GRANT OPTIONS
component INSERT WITH GRANT OPTIONS
DELETE WITH GRANT OPTIONS
exception _
TRUNCATE WITH GRANT CPTIONS
ke REFERENCES WITH GRANT OPTIONS
€y
TRIGGER WITH GRANT OPTIONS
keyword Set

Pucynok 12.19 — OkHO Ha3HaueHuE NTPUBUIIETUI
[IpuBunernn ycTaHaBIMBAIOTCA WJIA CHHUMAIOTCA (araMd B CTPOKE HAWMEHOBAHHSA

IIPUBUJICTUN.

Ne u3MeHeHUS: HOZ[HI/ICB OTB. JI4Ia: ‘ I[aTa BHCCCHHA U3M:
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@dnaramMu, pacnoOKEHHBIMM B IIEPBOM CTPOKE, YCTAHABIMBAIOTCSA WM CHUMAIOTCS BCE

JOCTYITHBIC TPUBUJICTHH.
V>ke Ha3HAUYEeHHBIE TPUBHIIETUN OTOOpaXkatoTCs ab0peBHaTypamMu.

o AOGGpeBuarypsl B pasnmene «DB rolesy wactuuHO oTiiMuaroTcs oT abOpeBUATYp

NpUBHIIETUN UCTIONB3yeMbIX B pazaenax JDS User Risk u Access Matrix.

12.2.5. Bkaaaka «SQL»

B Bxnanke «SQL» otoOpaxatorcs chopmupoBannbie SQL-KoOMaHABI AOCTYITHBIE TOJIBKO

JJIs1 O3HAKOMIJICHMA.

Create role X

Main settings Attributes Roles and groups Privileges sQL

1 | CREATE ROLE "user_test”™ NOSUPERUSER INHERIT NOCREATEROLE NOCREATEDB LOGIN
NOREPLICATION NOBYPASSRLS COMMECTION LIMIT -1 ;

2 | ALTER ROLE "user_test"™ PASSWORD ‘xxxxxx';

3 | GRANT USAGE, CREATE ON SCHEMA "jalog” TO "user_test”;

Pucynok 12.20 — Briiagka «SQL»

Komanp! hopMHupYIOTCS B IOTHYECKON MOCIEI0BATEILHOCTH BBITTOJIHCHUS.

[Tonp30BaTenp co3maercs nocie HaxaTus KHonku «CoxpaHutb» (Save). Ilpu ycnemHom

BBITIOJTHEHUU OYJIET BBIBEICHO MHPOPMAIIMOHHOE COOOIICHHE.

(, DBrole has beencreated X

Pucynoxk 12.21 — Coob1ienue o co3aHuu poiu
12.3. PenakTupoBanue posin
OKHO pelakTUPOBAHUS POJIM BHI3BIBACTCS HA)KATUEM HAa HIMEHHU POJIM HITU BHIOOPOM KHOIKU

PEOAKTUPOBAHMS B CTPOKE POJIH.
Ha Bcex Bkitagkax OyIyT OTpaskeHbI paHee yCTaHOBIJIEHHBIC IIPaBa U MPUBUJICTUH.

Ha Bxiage «OcHOBHBIE MapaMeTpbD» JOCTyNHA (YHKIHOHAIbHAS BO3MOKHOCTH CMEHBI

napoJs noas3oBarens CYB/[ ¢ moMonpo KHOIKH «3a1aTh Mapoib.

Ne u3MeHeHUS: HOI[HI/ICI: OTB. JI4Ia: ‘ I[aTa BHCCCHHA U3M:
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3ajaTb naposb %

I1D; 38847, 1es5t_2

HosbIR napons *

MosTopKuTe Napone *

Pucynok 12.22 — Cmena naposia nonb3oBatens CYB/]

CMmeHa maposis moJIb30BaTeNsl MPOU30UIET Cpasy, MOCie HaKaTHsl KHOMKH «3aaaThy», 0e3

orpaxkeHust SQL-xoMan bl Ha BKitaake «SQLy.

12.4. Hegoctynnbie pyHKIMOHAJbHBIE BO3MOKHOCTH

B oxHe «Chucok monb30Bareici» OTCYTCTBYeT (YHKIMOHAIbHAs BO3MOXKHOCTD
pa30IOKUpOBaHUS/OIOKHPOBAHUS POJIM TPU HUCIoNb3oBaHuM Ha 1eneBoil CYBJ/[ xommnoneHTa

yIpaBICHHS MapoJIbHBIMU monuTHKaMu nois3oBareneii CYB/l «SecurityProfiley.

Jlns pa3biokupoBanus poiu moTpedyercs Bocmosib3oBaTbest CLI (psql), BwimoaHUB

SQL-xkomanny:
SELECT securityprofile.lock account ('mma monbszoBaTena’,
bigint) ;
bnoxuposanue ponu Beimonusercs B CLI (psql) SQL-xomannoii:
SELECT securityprofile.unlock account ('umsa nojbps3oBaTensa',
bigint) ;

[TompobHOE ommcaHWe KOMIIOHEHTa NPUBEACHO B JOKYMEHTE «3alUIIeHHAs CHUCTEMa
ynpaBieHus 0azamu naHHBIX «Jatobay. PykoBoactBo agmunuctparopa. 643.72410666.00067-07
97 01».

12.5. Ynanenue posiu
KHormka ymaneHust poyid MOSIBISICTCS IPU HABEJCHUU HA CTPOKY POJIHM B KAPTOYKE CIHCKA

poaieii. Haxxatue Ha KHOIIKY BBI3bIBAET MOJAIBHOE OKHO «Y 1ajneHue poiun» (cM. puc. 12.23).

Ne u3MeHeHUS: HOZ[HI/ICI: OTB. JI4Ia: ‘ I[aTa BHCCCHHA U3M: ‘
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VY nanenue ponu moTpeOyeT MoATBEPKISHUS HaxkaTreM KHOTKH «OK.

YaaneHue ponu X

-

Bbl 08RCTBMTENDHO XOTHMTE yoanuTe "test™?

OTMEHWTD | { Ok J

Pucynok 12.23 — OkHO «Y najneHue posimn»
KoppektHoe ynajneHune poiM AOCTYNHO MOCJIE CHATHS Ha3HAYEHHBIX HPHUBWIETUH H
NepeHa3HaYeHUs BIaIesblla CO3aHHBIX OOBEKTOB OT UMEHH U C MpaBaMu yjaiseMoi poiu. B
CWIy YKa3aHHOW NPUYMHBI, €CIM 3aBUCUMOCTH CYILECTBYIOT, TO KOMIIOHEHT BBIBEJET OKHO

coobmenns «KoH(MIUKTHI 3aBUCUMOCTE.

KOH$IUMKTbI 3aBUCUMOCTEN X

Role "test” cannot be dropped because some objects depend
on it
MokazaTo nogpofHOCTK

| 3aKpblTh OKHO

Pucynox 12.24 - Okno coobmenus «KoH()IUKT 3aBECHMOCTEN
Haxarune nHa rumnepcceuiky «llokazarp mompoOHOCTH» pacmMpUT OKHO. B okHe Oymyt
MOKa3aHbl 00beKTOBBIC npuBmiIernn u SQL-komanaa it cHATHS 3aBHcHMOcTed. SQL-koMaHTy

BO3MO’KHO CKOITMPOBATh B Oydep oOMeHa uepe3 MUKTOrpamMmmy.

Ne u3MeHeHUS: HOZ[HI/ICI: OTB. JI4Ia: ‘ I[aTa BHCCCHHA U3M:
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KOH®AWKTbI 3aBUCUMOCTEN X

Role "test” cannot be dropped because some objects depend
on it

jd=db:

privileges for schema public @
HeoBxoauMo BEINOAHWTE KOMaHOE!

REVOKE ALL PRIVILEGES ON SCHEMA "public” FROM

fest’;

CKpbITE NogpobHOCTH

38KpblTh OKHO

Pucynok 12.25 — OxHO «KOH)IUKTHI 3aBUCUMOCTEI» C BEIBOJIOM MOPOOHON MH(MOpMAIHH
12.6. IlceBaopon «Public»
[IceBmopons «Publicy mepBoii oToOpaxaercs B OOIIEM CIHCKE POJIEH W UMEET CTaryc
«Systemy». i Hee HENOCTyHmHa OIEpanus yAAIeHHs, HO BO3MOXKHO CHSTHE/Ha3HAYCHHE

IIPUBUJICTU .

Ne u3MeHeHUS: HOZ[HI/ICB OTB. JI4Ia: ‘ I[aTa BHCCCHHA U3M:
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13. PA3JEJI «IIAPOJIBHBIE ITIOJIUTUKHN» (PASSWORD POLICIES)

Paznen «IlapoibpHble MONMUTUKWY MTPEIHA3HAYCH U1l aBTOMATU3AIIUH U YIIPOIICHHUS PaOOTHI

C MMapOJIBHBIMU MOJUTHKAMH U OJIOKMPOBKaMU Mojb3oBareneil neneBoit CYB/I.

Paznen Bkimtogaer B ceOst moapa3aessl:

—  VYmpasnenne nonutukamu (Policy management) (m. 13.1);
—  IIpussska poneii (Role Binding) (m. 13.2);

—  Pabora c 6nokupoBkamu (1. 13.3).

KoppekrHast pabora paznena obecrnieurBaeTcsi YCTAHOBJIEHHBIMU M HAaCTPOCHHBIMH Ha

nenieBoit CYBJ] KOMITOHEHT:
—  SecurityProfile, onrcanHoro B 1okymMeHTe «PyKOBOJICTBO a/IMUHHCTPATOPAY;

— ja_CSum, omucanHoro B JaokymeHTe «PykoBoacTBo mo Hacrtpoiike. Yacte 14.

KonTpons nenoctaoctu. Kommnonent «ja_ CSumy.

13.1. Bknagka «YnpasJienue noautukammn» (Policy management)

@/\a[oba Security v/ [MaponbHble NONUTHKY / YNpaBneHUe NONMTUKAMK o admin

& Anmwsnctpatop CYB[L
B2 Monwtopurr Q, nonek No6asus

WmR
i Awanuz puckor
default 4

KnacTepsi v

bug647927 @

@ Avmurworséthoes v
cls 11
@ pou3BOAMTENbHOCTE
Corporate_1 0
LDAP CHHXpOHU3aLUSA
Corporate 2 0
&= PonmBj
FSTEC_1_class 1
A veenomnenua ~
FSTEC_2_class ©
@ naponshbie nonuTiakn A
oneday_lifetime 19
YNpaBneH¥e NoNHTHK...
test 3
NpueAaka ponei

Pa6oTa ¢ 61oKUpoBK.

< CaepHyTs Menio

& Hacpoiikn Beero: 9 GTpoK Ha cTpaHmLe: 9 Tus1 < 1 >

Pucynok 13.1 — Bknaaka «PegaktupoBaHue MOTUTUK

OTtoOpakaroTcs MapoJIbHBIE MOTUTUKU:

- Default — mpo¢unp mapoabHON TOTUTHKH UCIIOIB3yEMOH 0 YMOITYaHHIO;

Ne u3MeHeHUS: ‘ HOI{HI/ICB OTB. JIMIIA: ‘ I[aTa BHCCCHHA U3M:
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- FSTEC 1 class — nmpodwns mns UC nepBoro kinacca 3amuieHHOCTH,
- FSTEC 2 class — mpoduns mns UC BToporo kiacca 3aliuiieHHOCTH;
- CIS — npodwunb, ocHoBanHBIN Ha pekomenanusx Center for Internet Security;

- Corporate 1 — xopnopaTuBHBIN MPO(UIH MEPBOTO YPOBHS JJISl YUETHBIX 3amucen

I10JIb30BaTEIICH;

- Corporate 2 — xopnopaTHBHBINH MPOQHIL BTOPOrO YPOBHSA ISl YUETHBIX 3aIlUCeH

aJMMHHUCTPATOPOB IIPOrPaMMHBIX (IIPOrpaMMHO-ANIapaATHBIX CPEACTB);

- Corporate 3 — KOpPIOpPaTUBHBIA NPO(PHUIL TPETHEro YPOBHS U TEXHHUYECKUX
(cepBUCHBIX, CITy>K€OHBIX) YUETHBIX 3aITUCEH, NCIOIb3yEeMbIX B TEXHOJIOTHYeCKuX mponeccax UC
WJIM BCTPOCHHBIX MPOU3BOJUTEISIMHI MPOTPAMMHBIX (IIPOTPaMMHO-AIIAPATHBIX) CPEJICTB B TaKHUE

cpexacTsa.

Bo BKIIaJIC JOCTYIMHO PpPCAAKTHPOBAHHC, YIAJICHUC IMPCAYCTAHOBJICHHBIX IIOJUTUK U

CO3/1aHNE HOBBIX OCHOBAHHBIX Ha MAapOJIbHON MoNUTHKE Mo ymondanuio (Default).

atoba cls X

cis

XapaKTepueTAKkM napons

e Napons (MMHMYM - MakCMyM) 7

[ 12 |- | 256 |
Lngpst 2
[ \

| BYKBbI BEPXHErO perucTpa 7

| BYKBbI HUKHETo PerueTpa »
(] He 8yKkBeHHO-UMpPOBbIE CHMBONBI 7

TpoBEpKa MO UCTOpUM Naponeii 2

[s \

Kon-Bo u3meneHni of Npownore napons

[0 \

LLIMPPOBaHUE Naponei Npu Xpaneunn

AyTeHTUMKALMA

Kor-80 HeyAauHbIX MIOMITOK B0A3 7

s )

MHTepaan HeyRadHbIX NONaITOK BX0Aa 7

\ 0 \ MUHYT

3a/1epkKa NOBTOPHOro BBOMIE 7

o | cexynn

COXpaHHTL

Pucynok 13.2 — PenaktupoBaHue CylecTBYyOIIEH NapoJbHONU MOJTUTUKU

Ne u3MeHeHUS: HO,I[HI/ICB OTB. JI4Ia: ‘ I[aTa BHCCCHHA U3M:
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13.2. Bknaaka «IIpuBsska pouieii» (Role Binding)
Bo Briagke «lIpuBsizka poineit» orooOpaxarorcs ponmu CYBJl, pacnpeneneHHble IO

MapoOJbHBIM ITOJIUTUKAM.

B packppIBIIMMCS CIIMCKE MAPOJILHON MOJUTUKU OTOOpPA)KaeTcsl CIMCOK MOJIb30BaTeNeH ¢

YCTaHOBJIEHHBIMH M YHACJIEI0BAaHHBIMH OT TPYMIIOBBIX poJiel aTpuOyTaMH.

@/\atoba Security v/ [aponbHble NonuTHKKM / TpuBA3Ka poneit 2 f‘:fﬂ"\“[‘w

cYsA

B MonuTopuur Q Momex C) OBHoRUTH
WmR

i Awanuz puckor
> default 4

KnacTepsi v

bug647927 0
@ Avmurworséthoes v
[]

v s 1
MpousBOaMTENbHOCT
Wums A oid ATDHBYThI (BKNIOUAR HACNEAYEMbIE) last_login m
LDAP CHHXpOHU3aLUSA
secprof_user_11 43602517 CRD CRR L REP SU gsugg—m—m
&= PonmBj
secprof_user_15 43602521 BRLS CRD L REP SU s:zg'm'm
A veenomnerun v
g 2000-01-01
43602508
secprof_user_2 L ReP s
@ naponshbie nonuTiakn A
secprof_user_20 43602526 CRD CRR L Prbegead
YIIpABNGHING MOATHK...
secprof_user_3 43602509 L su 2000-01-01
03:00
MNpueAaKa ponei
secprof_user 4 43602510 BRLS CRD L s}ugg—m—m
PaGoTa ¢ 61oKpoBK.
secprof_user_5 43602511 BRLS CRR L REP SU s:zg'm'm
secprof_user_6 43602512 BRLS CRD CRR L REP SU gsugg—m—m
secprof_user_7 43602513 CRD CRR L SU Zo0eo1-0n
< CeepryTs Merio
secprof_user_8 43602514 BRLS L REP SU At 12
& Hacpoiikn Beero: 9 GTpoK Ha cTpaHmLe: 9 Tus1 < 1 >

Pucynok 13.3 — Criucoxk nosib3oBaresiell NpUBsI3aHHBIX K APOJIBHOM MOIUTHKE

PeHaKTI/IpOBaHI/IC MapOJbHBIX IMOJIUTHUK HCAOCTYITHO. Bo3MoxkeH TOIbKO MMpoOCMOTP.

Ko Bcem possim CYB/] npumensieTcs naposibHas MOJIUTHKA 0 yMonuaHuto «defaulty. s
MPUMEHEHMS IPEAYCTAaHOBIEHHBIX MTaPOJIbHBIX OJUTUKU UIH CO3JaHHbBIX, TPEOYETCS YCTAHOBUTh
YeKOOKC Ha OJJHOW MJIM HECKOJBKHUX POJISX U NEPEMECTUTh MEX/1y NapoIbHBIMU MOJUTUKAMHU, KaK

MoKa3aHo Ha pucyHke 13.4.

[TaponpHas MOJMTHKA TPUMEHUTCS TIPH CIEAYIONIEH WACHTHU(DHUKAIIMU TIOJH30BaTENs B

CVB/]I.

Ne u3MeHeHUS: HOI{HI/ICB OTB. JIMIIA: ‘ I[aTa BHCCCHHA U3M:
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9 - . o admin
@atoba Security v/ [aponbHble NonUTHKKM / Mpueaska poned - nencrparop CYELL
B MonuTopuur Bbi6pako cTpok: 1 | £ Mepemectuts x

Nms
i Awanuz puckor MepemecTtntb X
> default 4
Monutuka
& Knacteps! v
corporate_2 v
bugs47927 @

@ Avmurworséthoes v
@ TpousBOAMTENbHOCTE v —

(@) umm A oid ATDUBYTH (BKNIOUARA HACTEAYEMbiE) last_login m

LDAP CHHXpOHU3aLUSA

2000-01-01
secprof_user_11 43602517 CRD CRR L REP SU oo
&= PonmBj
secprof_user_15 43602521 BRLS CRD L REP SU s:zgm'm
A Yeenomnenna ~
secprof_user_2 43602508 L REP 2000-01-01
0200
@ naponshbie nonuTiakn A
secprof_user_20 43602526 CRD CRR L Prbegead
YrpaBneHe MonHTUK...
secprof_user_3 43602509 L su 2000-01-01
03:00
MNpueAaKa ponei
secprof_user 4 43602510 BRLS CRD L s}ugs—m—m
PaBoTa C 610KUPOBK...
secprof_user_5 43602511 BRLS CRR L REP SU 53”25'“1'“‘
secprof_user_6 43602512 BRLS CRD CRR L REP SU :ggg'm'm
secprof_user_7 43602513 CRD CRR L SU Zo0eo1-0n
< CeepHyTb Metio
secprof_user_8 43602514 BRLS L REP SU At 12
& Hacpoiikn Beero: 9 GTpoK Ha cTpaHmLe” 9 Tus1 < 1 >

Pucynok 13.4 — Ilepemerienue poiau M1y MapojbHBIMU MOJIUTHKAMU
13.3. Bknagka «bjaokupoBkm»
Bo Briagke orobpaskaercs criucok nosib3oBareneii (poneit) CYBl. OtdgunbTpoBaTh CIUCOK

JOCTYITHO yCTaHOBIIeHHEM Tymbiepa « Toabko 3a0JI0KUPOBaHHBIEY.

@/\atoba security v/ MaponbHble nonuTHKK / Pa6oTa c 6NoKMpoBKamMu security profile checksum 2 zﬂm“i‘mmmp
B8 MonunTopunr Q Monek (1D TonbKko 2a6NOKUPOBaHHLIE C) O6HoBuTH
Vs oid MNaponshas nonwTka Enoxvposka
Qi Awanus puckos
2 jds 43559136 default
& Knacteps! v
& jds_admin_ 43506786 default
@ AvmTuorueThoets v
&2 molkentin 43602860 default
@ NpouzsOAMTENBHOCTE v
& postgres 10 default
LDAP cHHXpOHU3aLna
2 secprof_admin_db 43605140 test
&= Ponuba
& secprof_admin rdbms 43605141 test
A veegomnenua v
2, secprof_user 43605139 test
@ naponsmsie nonuTikn A
& secprof_user 1 43602507 oneday_lifetime
YripaBnenve MonHTUK...
2 secprof_user_10 43602516 oneday_lifetime fjfjf:‘:'g?sg: 5o a8
NpusAaka ponei
2 secprof_user_11 43602517 cis Pasnocaposat
Pa6oTa ¢ 6NOKHPOBK...
& secprof_user_12 43602518 oneday_lifetime ?sf:‘:"":'s(l’si: o
& secprof_user_13 43602519 oneday_lifetime guagﬁ‘f:'?‘l’;i: 55“
& secprof_user_14 43602520 oneday_lifetime
< CBepHyTb MeHi0
@ Hactpoiikn Beero: 38 CTpok HacTparmue: 13 1n33 < 1 2 3 »

Pucynok 13.5 — Bkiagka «binokupoBku»
Bkmagka otoOpaxaer crarycel posieii. Crarycel poieil, 3a0IOKMpPOBaHHBIX H3-3a

HApyIICHUS TAapoJbHBIX TOJHMTHK, OTOOpa)KaroTcsi Ha CTpaHule «securityprofile» w

Ne u3MeHeHUS: HOI[HI/ICB OTB. JI4Ia: ‘ I[aTa BHCCCHHA U3M: ‘
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3a0JIOKHPOBAHHBIC B CIIEJCTBUU HapylieHus KOHTpois 1enoctHoctu CYBJl otoOpaxarorcs Ha

ctpanuie «checksumy.

[Tpukaz ®CTIK Poccuu ot 14.04.2023 N 64 «TpeboBanus o 6e30macHOCTH HHPOpMAITUU
K CHCTeMaM YIpaBJieHHs 0a3aMu JaHHBIX (BBIITUCKA)» B pa3feie 9, He yCTaHaBIMBAET TPeOOBaHUS
K TUIy OJIOKMpOBaHUS, [TO3TOMY, KaKk onucaHo B II. 6.2.1. «biokupoBaHue U paz0I0KHUpOBaHUE

YYETHBIX 3allMCEN» NOKyMEHTa PykoBOACTBO aiMUHUCTpATOpA:

«ITo ymonmyanuro OJOKMPOBKA TOJB30BATENICH BEHITIONHSETCS B peknMme «immediate». B
JAaHHOM  PEXHME IIOJIb30BATENIb  MPUHYIUTENBHO  OTKIIOYAaeTcss 0e3  OXHIaHUsS U

HCTIOCPCACTBCHHOI'O OTKAaTa TpaH3aKHHfI>>.

o B cuity yka3zaHHBIX TPUYUH, HCIIOJIB30BaTh (PYHKINOHAIHHYIO BO3MOXKHOCTD, I10
OJIOKMPOBAHMIO POJIU HIIU TPYIIIBI POJIEH, CIEAyeT C MAaKCHMAaIbHOU

OCTOPOKHOCTBIO
Yepes KOHTEKCTHOE MEHIO OJIOKUPOBaHUE/Pa30IOKUPOBAHUE JIOCTYITHO:
—  Bo Bknanke «checksum» rpynms poseii;

—  Bo Brmmagxke «security profile» ponu.

9 - N N » admin
Q/\atoba Security v/ lMaponeHbie nonnTuku / Pa6oTa ¢ 6N10KMPOBKaMK security profile checksum P cven
B2 MonuTopuHr Q Monck ¢) O6HoBuTH

TN yuETHbIX 3anucei 3a6noknposaHkbie B,
dln  Awanma puckor
v Monbsosarens B, 17 secprof_db_2
& Knactepsl v
Pa3GnokuposaTh
vus A oid E' "

@ Avaurworséthocs v & 3aénokmposats

&, buggy_user 43556889
@ MNpon3soanTensHoCTe v

& collector 35254104
LDAP crHXpOHN3aLIMA

& explain 35259285
&z PonnBA

2 jsd_db_user 43563420
A Yeenomnernn v

2 pgmonitor 36490168
@ nNaponshbie nonuTHkn A

secprof_user 43605139

Do

YNpaBneHue NONUTHK. .
secprof_user_16 43602522

Do

NpueAzka ponei
secprof_user_21 43602527

Do

Pa6oTa ¢ 6MOKAPOEK...
secprof_user 22 43602528

Do

& secprof_user_23 43602529

> AIMMHMCTPATOPBL 4 jdsct, jds_db_test, secprof_db_2, secprof_db_3
< CBepHyTb MeHIo

HacTpoiiku Beero: 4 CTpoK Ha eTpasnye: 4 Tual < 1>

Pucynox 13.6 — Ctpanuna «checksum» ¢ konTekcTHBIM MeHIO biokupoBanue/Pa30nokupoBanne
ponu

Ne u3MeHeHUS: ‘ HO)_'[HI/ICI: OTB. JI4Ia: ‘ I[aTa BHCCCHHA U3M:
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14. PA3JIEJI «PESEPBHOE KOIIMPOBAHHE» (BACKUP)

OyHKIIMOHUPOBAaHUE pa3/iena 00ecTIeYnBaACTCs CIEYIOUIMMU YCIOBUSIMHU:

—  Hacrpoiika neneBoro xocta u HenocpeacTBeHHO SSH-coenuHenus (CM. TOKyMEHT

«PyKOBOJCTBO 1O OE30MTaCHOCTHY);

—  YcraHoBIIeHBI TaKeTH KOMIOHEHTa pg_ProBackup (cM. mokymeHT «PykoBoacTBO 10

YCTaHOBKE»):
o jatoba<ver>-pg-probackup;
o jatoba<ver>-ptrack.

s aktuBammu kommnoHeHTa ptrack B CYBJl «Jatoba» Ha memeBom xocrte, B pasjeie
«Jlangmadr» gepes «Ilapamerpsr CYB/l» u3meHUTs KOHPUTYypaMOHHBINA (aiin postgresql.conf,

mpomurcaB CICAYIOINUC CTPOKU:

shared preload libraries='ptrack'

Pacmmpenne ptrack ycranaBmmBaercss B mopsinke onucaHHoMm B .. 11.9 «bJl. Bxnanka

«YTnpaBieHUE PACIIMPECHUSIMMU.

YCTaHOBKA PaciuMpeHus x

Pacumpanne: * [ pirack - ]

Bepoua: * |‘ 24 v |

Cxama:* | public v
p

Hamauas

CREATE EXTENSION ptrack WITH SCHEMA public VERSION '2.4' CASCADE;

Pucynok 14.1 — YcranoBka pacmupenus ptrack
JlomkeHn OBITh CO3MaH KaTajJor XPaHEHHS PE3CPBHBIX KOMHUM, a TakkKe JUIsi BHEIIHETO

Karajora (1o HeoOXOIMMOCTH) U Ha HETO YCTAaHOBJICHBI ITpaBa KOMaHIOM:

chown -R postgres /backup dir (mupexTopms pes3epBHOTO
KONMPOBAHMA)

Ne u3MeHeHUS: HOI[HI/ICI: OTB. JI4Ia: ‘ I[aTa BHCCCHHA U3M:
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14.1. Bknagka «Hacrpoiiku pis probackup»
[TepBonauanwHas HacTpoiika nenesoit CYB/I Bemomnasercs B pa3aene «Jlanamadt» (cMm. p.

11) Ha ypoBHEe x0cTa, Bo BKIaake «Hactpoiiku miis probackupy.
Bo Bknazke ycTaHaBIMBAIOTCS apaMETPhl, TpUBeIcHHBIE B Tabnume 14.1.

Tabnuna 14.1 — TpeOyemble mapaMeTpsl AJIsE HACTPOUKH ISl probackup

ITapamerp 3HaueHnmne IIpumeyanue
Xocr IP 3HaueHue NPUCBOUTCS] aBTOMAaTUYECKH
ITopT 5433 3HaueHUe N0 YMOJTYAHUIO
CYBJ jatoba-<ver> 3HaueHNe MPUCBOUTCS aBTOMATHYECKU
Poab i pesepBHOro postgres 3HaueHue N0 YMOIYAHHUIO
KONUPOBAHMA
B/1 njst moak/Ir04YeHns WM BJ1 3Ha4YeHUE YCTaHABIIUBAECTCS U3

BBINAJIAIOIIET0 CIHMCKA

ApXMBHBI pe:KHUM on/always
YpoBenr WAL logical/replication
KoanuecrBo 1 3HaueHUE M0 YMOTYAHHUIO «1».
NOAKJIIOYeHH ITpu padore CYB/] B kmactepe napamerp

«max_wal senders» pexomeHayeTcs
YBEJIMYUTH B AuamnasoHe ot 2 o 10.

IIpoBepka KOHTPOJILHBIX | YeK OOKC

@étoba / Nangwadt 0630p Kapra cetw 2 adr"'" o
B8 MonuTopuHr Q, Mouck [ +] jatoba-5 x
L T — Hua anemena 1] O6zop Haznausume poneit MapameaTpel CYEQ Mpaewna goeetyna  floctynHeie pacwupenua  Hecrpoiikm gna probackup
all
DA
w
- O o KomuuecTen paaepesx Konmi: 0
B Knacepu ™
> ¢y 1011600249 Pans ANA peSEPEHOMD KOMAPOEAHIE posigres

xacr

@ ApawrwomiEmiocte v
B/l RNA NOQXAKAEHHRA: posigres
10.116.102.60 .
YO :
) pOMIEOOMTENEHOCTE W APEHEHEIR DERUM
jatoha-5
v B : Ypomens WAL: replica

(B L0AP cuuxposmzaupa

g postgres . HommuecTes nogxmaueHuin 10

En

&= PomBl PTRACK Yeranomnen
A Yeepomnernn w [ #" VaMeHuTL HacTPORKN 1

Pucynok 14.2 - Bknanka «Hacrtpoiiku s probackup»
14.2. Bknaaka « XpaHWIHILA»
Bo Bknanke «Xpanunuina» pasnena «JlanamadT» HacTpauBaeTcs XpaHWINILA, B KOTOPOM

u OyayT xpanuthcs pesepBubie ko CYB/I.

Bo Bknazke ycTraHaBIMBAIOTCS TApaMETPhl, TpUBEICHHBIE B Tabnuie 14.2.

Ne u3MeHeHUS: HOI{HI/ICB OTB. JIMIIA: ‘ I[aTa BHCCCHHA U3M:
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Tabmuua 14.2 — TpeOyemble mapaMeTpsl sl XpaHIIUIIA PE3CPBHBIX KOIHIMA

ITapamerp

3HaueHue

IIpumeyanue

Tun

JloxanbHOE

Nms

Nms xpanunuma

IIyTh Kk manke AJs
pe3epBHBIX KON

Karanor B koTOpoM MHUIIMATU3UPYETCA
XpaHWINIIE

Karanor Oyzner co3jaH aBTOMaTHYECKH,
HO TpeOyeTcs MpoBepKa
YCTAHOBJICHHBIX ITpaB

Xocr 1P Wwms wnu IP xocra.
3HaueHue BEIOUpACTCS U3 BBIMIAAIOIIETO
cnicka u3 pazzgena «JlanamadT»

CYBJ - Nwms pezepBupyemoit CYB/I.

3HayeHue BbIOMPAETCs U3 BHINAAIOIIETO
crnmcka u3 paszaena «Jlanamadgr»

IIyTh K nanke data

/var/lib/jatoba/<ver>/data

IleneBoit karanor CYB]]

KON

ITo ymosuanuto — 0

IHoab30BaTenb postgres Nwms agmunuctpatopa CYB]]

oas3oBaTenn backup postgres Nms yueTHOM 3anucu Uil TOAKITIOUYEHHS K
YTUIIUTE

BHemnuii karajaor - IlyTh K KaTaJIOTy XpaHEHUs PE3EPBHBIX KOIMI

ITosHBIX pe3epBHBIX 0-10 [TapameTp onpenenseT NONUTUKY XpaHEHUS

IIOJIHBIX PE3EPBHBIX KOIMIA.

Cpok xpaHeHust

0-30

Cpok aKTyaabHOCTH PE3EPBHBIX KOIHI B
XpaHWIHIIE.
MaxkcumansHoe 3HaueHue - 30 quen

Komnwuii nus [Tapamerp onpeneinser NOIUTUKY XPaHEHUs

BOCCTAHOBJICHHS MakcumaiibHOE (aKTyaJIbHOCTH) KOTIUM J1711 BOCCTAHOBJICHUS
CVYDB/] Ha MOMEHT BpEMEHHU B XpaHWIHIIE.

Taiim-ayT apxuBanuu 300 [TapameTp onpenenseT nepeKIodeHue

(cek) cepBepa Ha HOBBI cermeHT WAL 1o
HCTEUYEHNHN YKa3aHHOTO MEpH0/1a BPEMEHU
MaxkcumanbHoe 3HaueHue — 3600 cexk.

C:xxaTue Tymbnep zlib, pglz

YpoBeHb cxKaTHSA 1 MaxkcuMmanbHO€E 3HaueHue -9

Karanor :xypHaJjioB

Jupexropus XpaHeHus KypHaios. [1o
YMOJTYaHHIO <IUPEKTOpHUs XpaHuiuma>/log

HNwms sxkypHaiaa

pg_probackup.log

Pa3smep xkypHaJ

YucioBoe 3HaUEHUE B
Kb/ MbB/T'B

MaxkcumanbHblii pazmep xypHaia - 1 I'b

Bpems xpanenus

Hucnosoe 3Ha4YCHUE B
MusuicekyH bt/
Cexynnpsl/ MUHYTHI /
Yacwl/ JIau

[TapameTp ompenenser CpoK aKTyaJIbHOCTH
¢aiina xypHaia

[Tapamerp "Bremnwuii katanor" noskeH ortiaudatbes oT "IlyTh K mamke Juisl pe3epBHBIX

KONMii", T.K. MPU BOCCTAHOBJICHUU NMpon30iaeT KoHPaukT 06pabotku u CYB]] He cMoxeT OBITh

BOCCTaHOBIJICHA.

Ne u3mMeHeHus:

HOI{HI/ICB OTB. JIMIIA:

‘ JlaTa BHECEHUS U3M:
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VY4yeTHas 3anuCh postgres J0JKHA UMETH IIpaBa AOCTyNa K JUPEKTOPUH, KOTOpas sBIsAETCA

napametrpoM "BHemnunii karanor".

[lonnepxuBaeTcsi HECKOJBKO XPaHWJIMIL PE3EPBHBIX KOMMI, MapaMeTpbl KOTOPBIX

BO3MOKHO PCAAKTHPOBATD.

Co3faHne XpaHunnwa pe3epBHbIX KONUi ®
Tem:* = NoransHoe

Mua:* 2 [pgﬁmﬂankup ]
TTyTh K NaNKe [NA DE320aHBIX KoMK * 2 [ﬂ‘]il J
Xoe:* 2 | 10.116.102.60 v |
CYBO* = | jatoba-5 v
MyTb & nanke data:* = | fvar/lib/jatobalS/data |
Monesosatenn: ¥ 7 [poshgles J
Monb3osarens backup: * = | postgres v
BHeWHHi kaTanor: 7 | 3apaiire |
Monkex pe3epeHslx koMU 2 10

CpoK XPaKeHrA: 7 30

Honwil AN BoCCTAHOENEKNA. 7 D

TaiiM-ayT apxueaymm, cens* 2 | 300 |

Catne: 7 (@ ]

Coafath OTMEHHTE

Pucynok 14.3 — Co3ganue xpaHuiuiia pe3epBHbIX KOUN
14.3. Bknagka «Pe3epBHble KOnum»

ITocne BhIIEONMCAHHBIX JEMCTBUM BO3ZMOXKHO IIEPEUTH K CO3JAHUIO PE3EPBHBIX KOIIHM.

[lepBast pesepBHas xomus CYBJl nomkHa OBITH BBINOJIHEHA MO THUITY PE3CPBHPOBAHUS

«FULL» B pexxume pesepBupoBanust «KARCHIVE».

o [lepen mepBoit monnoit apxuBanueit CYB/l B o6sa3aTensHOM nopsiike Tpedyercs

nepesarpy3ka CYB]I nepezarpyska
Haxxatue knonku «Co31ath» BI3bIBAET BKIAAKY «Co31aHNE pe3EPBHOM KOIIUM.

Bo Britagike ycTaHaBIMBAIOTCS MTapaMeTphl, MPUBEICHHBIC B Ta0nuie 14.3.

Ne u3MeHeHUS: HO,I[HI/ICB OTB. JI4Ia: ‘ I[aTa BHCCCHHA U3M:
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Tabmuua 14.3 — TpeOyemble mapamMeTpsl sl CO3AHMS PEe3ePBHON KOTTHH

ITapamerp

3HaueHue

IIpumeyanue

CYB]

jatoba-<ver>

3HadeHUE MMPUCBOUTCA BBI60pOM us3
BBINIAJar0oIcro CrinckKa.

Xpanuiuie pe3epBHBIX
KONU

XpaHUJIHIIE BHIOMPAETCS U3 BBIAAAIOIETO
CIIMCKA

Tun pesepBupoBanus FULL/ DELTA /PAGE

/PTRACK
Pexxum pesepsupoBanns | ARCHIVE /STREAM
ITapoJas noab3oBaresst - ITapoap BBOAUTCS B PYUHYIO U HE
postgres XpPaHUTHCH.
BHemnuii karajaor He o6s13aTenpHbII mapamerp
Cxarue TymOIep BxiroueHne OTKIIFOUEHUE CKATUS

PE3EPBHBIX KOIIHIA.
He o6s3aTenpHOE 3HaUeHNE

IIpn co3maHMM pe3epBHOM KONMU C YKa3aHUEM BHEIIHEr0 KaTajora, OTJIMYHOIO OT

MPEIyCTAaHOBIEHHOTO TPU KOH(DUTYPHUPOBAaHMM XPAHHWIWIIA PEKOMEHIYETCS YKa3aTh TaKxkKe

nmapaMmeTpel cxaTtus. B MHOM ciiydae, B pe3epBHYIO KONHUIO TIOMAJET KAaTaJlOT, KOTOPBIA OBLI

IpeyCTaHOBIICH paHee.

Jatobaz

Pexum

CYeO:* =
KpaHunvWe pE3EpEHbIX KONKAT Y =

Thn pE3EPEKPOREHAA* 7

Mapone none3oEarena postgres: © 2 | --------

BrewHnA karanor. 2

Cowarne: 2

Co3naHune pesepBHOit KONKMK X

| jatoba-5

| pa_probackup

FULL DELTA PAGE PTRACK

PE3IEPEHPOBEHKAL ¥ 2 ARCHIVE STREAM

= |

| 3apadire

@]

Pucynok 14.4 — Co3nanue pe3epBHON KON

CoznaHHbIC pPE3epPBHBIC KOIMUU OTPA3SATCS B OOIIEM CIIHICKE.

@}toba ! Peaep

8% Monutopuur

Q, Nowex

« Xpawumue
all AHanms puckos

]
& Knacrepb v

ﬂ AyauT M OTYETHOCTL v

cysa

i6 jatoba-6

6 jatoba-6

Konuu Xpanunuwa

D Pasmep cratyc

SQUOQD ~200MB

8QTVVQ = 508MB

® BobinonHeHo

® BbinonHeHo Full

o admin
& AgMuHMcTpaTop CYBA

() Ocwosuts (@) Cosgats

PeXiM Haqano BoinonkeHs OKOHHaHNE BEIMOHEH.. m
29.01.2025
15:44:24

29.01.2025
15:44:29

Delta

29.01.2025
05:21:26

29.01.2025
05:21:30

Pucynok 14.5 — Crincok pe3epBHBIX KON

B cnyyae BOZHUKHOBEHHSI OIITMOKH C CO3/ITaHUEM PE3EPBHBIX KOMUi, BHIIOJIHUATE JCHCTBUS

onucaHHbIe B IL.I. 15.14, HacTOsAIIEr0 TOKYMEHTA.

Ne u3mMeHeHus:

IMoxmucs oTB. MUNA:

‘ JlaTa BHeCeHHS U3M:




268
643.72410666.00067-07 98 01-07

JIJist KaXK[Io CO3/IaHHOM pe3epBHON KOIUU B €€ CTPOKE OyJeT OTpa)xkaThCsi MUKTOTpaMma

OTUCTAa O BBIIIOJITHCHHOM PE3CPBHOM KOIMMPOBAHNU, BHC 3aBUCUMOCTH OT PC3YyJIbTATOB.

14.4. BoccTaHoBJ/IeHHEe pe3ePBHOMH KONUH
HNmess coMCOK pe3epBHBIX KOMMM, JOCTYNHO BBINOJHUTH BoccTaHoBiaeHue CYB/I.
[losnp30BaTeNlb KOMIIOHEHTAa € MpaBaMHM aJMUHHCTpaTopa BO BKiIajke «Pe3epBHble KOomum»

BBIIIOJIHSET CJEAYIOLINE IEUCTBUS:
—  BriOupaer pe3epBHYIO KOIHUIO;
—  DBbI3bIBaeT KOHTEKCTHOE MEHIO U BBIOMpaeT MyHKT "BoccTtaHoButs".

Byner BbI3BaHO MH(OPMAIIMOHHOE OKHO BOCCTAHOBJICHUS.

BoccraHoBneHue U3 pesepsHoi konuu SSBCTT X

Hazgakme: * =2 jatoba-5
XocT:* 2 10.116.102.60
Mopm:* =2 432

MyTeb ¥ nanke data: ¥ 2 Mvarflib/jatobal5/data

Pucynok 14.6 — MadopManinoHHOE OKHO BOCCTAHOBIICHUS
B 3aBucumocTH OT THIIa pPE3EpPBHOM KOIMMU BO3MOXHBI JIBA OCHOBHBIX BapuUaHTa

BOCCTaHOBJICHHUS:
1) Ecnu BeiOpana xomms tuna « FULLy:
—  CVYB/] ocranaBiauBaercs;
—  Uenesas mupexropusi CYB/] «datay - ynansiercs;
—  Ilocne 3amyckaercst mporiecc BOCCTAHOBIIEHUS;
—  Ilo 3aBepmienun BoccranoBienus: CYB]] 3amyckaercs.
2) Ecnu BeiOpana xonust tTuna «DELTA», «PTRACK» nnn «PAGE»:
—  CVYB/] ocranaBiauBaeTcs;
—  3amyckKaeTcsl peXUM MHKPEMEHTAIBHOIO BOCCTAHOBIICHNS;
—  Ilo 3aBepmienun BoccranoBieHuss CYB]] 3amyckaercs.

B cnyuae BoccranoBnenuss CYBJl oTtHocutenbHO kommu, cHsATod ¢ apyrod CYB]] -

BoccTaHoBiieHHE 1o komusiM B pexume «DELTA», «PTRACK» nmu «PAGE» 3aBepmmurtes ¢

Ne u3MeHeHUS: ‘ HO,Z[HI/ICI: OTB. JI4Ia: ‘ I[aTa BHCCCHHA U3M: ‘
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OMOKOH, T.K. He OyIyT COBIAAaTh KOHTPOJIBbHBIE CyMMBbI (DaiiJIoOB B KOIIMU U B IIENIEBOM IMAIKe

CVYB]] «datay.

B Takom CJIydac, BOCCTAHOBJIICHUC OOJDKHO IMPOU3BOAHUTLCA U3 pe3epBH0ﬁ KOIIMM THIIA

«FULLy, ¢ 3aunctkoii nenesoii nanku CYBJI «datay.

Ne u3MeHeHUS: HO)_'[HI/ICI: OTB. JI4Ia: ‘ I[aTa BHCCCHHA U3M:
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15. COOBHIEHHUSA Ob OHIMBKAX

15.1. Ommodka npu nNpoBepKe MoAKIIYeHU K neau: 28P01
Ommbka npu npoBepke moakatoueHust K 1emn:28P01 Bo3HHMKaeT B ciydyae eciii yKa3aHbl

HEBEPHbIE ayTeHTU()UKAIMOHHBIE TTapaMeTPhI accounupoBanHoro nons3oBatens CYB/I.

Error while checking target connection:28P01: password
authentication failed user [user name]

Jlnist ycTpaHeHus: OIMOKN HEOOXO0IMMO MPOBEPHUTDH ayTEHTU(UKATMOHHYIO HH(POPMALIUIO.

15.2. Omuodka npyu npoBepke NOAKIIOYEHHS K LeJIn
Ommbka mpy IpoBEpKe MOAKIIOYCHHS K LM, BOSHUKAET B CIIydae yKa3aHHs HEBEPHOTO

[P-anpeca, mopra u T.1.

Coobmenne mnepeBoauTcs Kak: «OmmOKka TMpU TPOBEPKE MOIKIIOUEHUS K IIeINu:

HOZ[KJHO‘ICHI/IC II0Ka UCKIKYCHO».

Error while checking target connection:Exception while
connection

Jlnist ycTpaHeHus: OIMOKN HEOOXOMMO IPOBEPUTD JaHHBIE IS MOAKIIOYCHNS.

15.3. Omuodka HacTpoiike kKoHGuUrypaunonuoro ¢aia: 28000
Ommnbka BO3HHKAET NMPH HEKOPPEKTHOM (OPMHPOBAHMM KOH(PUTYPALMOHHOTO (aiina

«pg_hba.conf.

Error while checking target connection:28000: no pg hba.conf
entry for host [IP], user [user name], database [db name], SSL
off

Jns ycrpaneHusi ommOku B KOH(UrypanumoHHoMm (aine «pg hba.conf» nHeoOxommmo
BHECTH CTPOKY pa3peliaronlyro nojkiatoueHue K ciyxeOHoil CYBJl, xoTopyro HCHOJB3yeT

xkomrioueHt JDS.

15.4. Omuodka npy noJy4eHNHU CMcKa 3anuceii ;kypHaJa ldapsync
Ommbka BO3HUKAET eciau mnosb3oBaTenb JDS, nmerommii poctyn k pasugeny «LDAP-
cUHXpoHmM3aIus», BbIOpan 1eneByro CYBJ[, Ha KOTOpoW HE YCTAaHOBJIICHO paCIIUpPEHUE

«ja_sync_ldap».

Ne u3MeHeHUS: HOI{HI/ICB OTB. JIMIIA: ‘ I[aTa BHCCCHHA U3M:
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OmmbKa OpM MOJIYUYEeHUM CHMCKa 3anmucen xypHatsa ldapsync: 3F000:
schema "Jja sync ldap" does not exist POSITION: 15

15.5. Omuodka npu nojay4eHnu cnucka npoduuei ldapsync
OmmbKka BO3HHKAET €CIIM Y accommupoBaHHOTO nosb3oBarenst CYB/] orcyTcTByroT mpasa

Ha cxeMy «ja_sync_ldap» u mpuHaanexammue e TaOIuIb.

Oumbka OpM MOJIYUYEeHUM CHOMucka npoodmnem ldapsync: 42501:
permission denied for table profile

HcnpaButh 0mmOKy BO3MOKHO MPEIOCTABICHUEM IPAB aCCOLIMMPOBAHHOMY ITOJIb30BATEIIO

CYB/l na cxemy «ja_sync_ldap» u mpunamiexamue eii Tabmuust (cm. 1. 2.1.2).

15.6. Omnodxa npu co3nanuu npodpuis ldapsync
Ommbka mpu co3ganuu npoduis ldapsync Bo3HHMKaeT MpU OTCYTCTBUH Y IOJIB30BATEIS

CYB]] mpaB Ha cxeMy «ja_sync_ldap».

Oumbka npm cosznaHumM npodmisa ldapsync: HeBO3MOXHO CO30ATh
npobmne ldapsync nmna uenu ¢ Id = bldacT7ac-ffl2-476f-afeb-
adbeefd4ba802!

Pemenne npobaemsl onucano B 1. 2.1.2.

15.7. Omndxa npu co3nannu/o0HOBJIeHUs MannuHra ldapsync
OmmnbKka BO3HUKAET NPU MOMBITKE CO3/JaHUS MaNlHMHra C yKa3aHHEM HE YHHKAJIbHOU

rpynmnoBoit ponu b/l nim umenn rpynmst B Microsoft Active Directory.

KoMMOHEHT BBIBEJET CIeAYIOIINE COOOIICHHUS:

Oumbka npu OOHOBJIEHMM MallMHI'a nOpodwunsa ldapsync. MannmHI C
napaMerpamm "Pome BI" = "3HaueHue mnapamerpa" u/mmm "I'pynma AD"
= "sHaueHue napameTpa" yxe cymecTByer!

OumbKa OpM CO3OaHMM MalnuHra npodwminsa ldapsync. MannmHI C
napamMerpamm "Pomb BI" = "3HaueHue mnapamerpa" u/mmm "I'pynma AD"
= "sHaueHue napameTpa" yxe cymecTByer!

Jlnist ycTpaneHus: OmnOKN TpeOyeTcsl yKa3aTh YHUKAJIbHBIE TapaMeTPhl, HE UCTIONIb3yEeMbIe

B JpYyTUX MallIMHTax.

Ne u3MeHeHUS: HOI{HI/ICB OTB. JIMIIA: ‘ I[aTa BHCCCHHA U3M:
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15.8. Omundka npu co3xaHnu OTHOMMeHHOro npoduis ldapsync

OmmnbKka BO3HUKAET TMIPHU TMONBITKE YKAa3aHUSA HEYHHUKAIBHOTO WMEHH MPOQHIIsL

CUHXPOHH3AlNH.

KoMIOHEHT BBIBEJET ClIeAYIOLINE COOOIICHHUS:

Oumbka npm coszmaHum npoouisa ldapsync: IIpodusbs C MMeHEM
"Profile" yxe cymecrtByeT!

Oumbka npu OOHOBJIeHMM Hpodmiia ldapsync: Ilpoduibs C uMeHEM
"Profile" yxe cymecrtByeT!

Jlnist yeTpaHeHus: OmuOKN TpedyeTcs yKkazaTh YHUKATbHOE UM PO(HIIS CHHXPOHU3AIIH.

15.9. OmnodKka BbINOJHEHUS CHHXPOHM3AUU

Ommbka 0 HEBO3MOKHOCTH CHHXPOHHU3AIMHU NPOMIS BOZHUKAET B CIIy4ae HEKOPPEKTHO

YKa3aHHbBIX 1APaMETPOB.

HeBO3MOXHO BHIIOJIHUTL CUMHXPOHM3aumbo npodmina "profile name" c id
= "profile id"

Jlyist ycTpaHeHust OIIMOKHN oTpedyeTcs:

—  TPOBECTH aHaJU3 COOBITHI O€30MacHOCTH;

—  IepenpoBEPUTH MapPaMETPhl MPOPWIS CHHXPOHUBAIINN;
—  MepenpoBEpPUTH apaMETPhI MAIITAHTA;

—  COXpaHUTh BHECCHHBIC N3MEHEHUS;

— BBIIIOJIHUTH MOBTOPHYIO CMHXPOHU3AINTO.

15.10. Coodmenue « CHHXpPOHU3ALUSI YACTHYHO BBINOJHEHA)
Coobmenne « CHHXpOHU3AIUS YaCTUYHO BBHITIOJTHEHA» BO3HUKAET B CITy4ae, KOTia O/IHA WITH
HECKOJIbKO CHHXPOHH3UPYEMBIX YYETHBIX 3allMCEl HE COOTBETCTBYIOT TPeOOBaHHWSIM W ObUIN

MCKJIIOYEHBI U3 CHHXPOHU3AIINH.
J171s1 TOJTHOM CHHXPOHM3ALUU TOTpedyeTCs:
—  IPOBECTH aHAJIU3 COOBITUI OE3011aCHOCTH;

—  HWCIpPaBUTh OMIKOKY HA HCTOYHHUKE IIPOOJIEMBI;

Ne u3MeHeHUS: ‘ HOI{HI/ICB OTB. JIMIIA: ‘ I[aTa BHCCCHHA U3M:
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— BBIIIOJTHUTH IMOBTOPHYHO CUHXPOHHU3AIINTO.

15.11. Ommodka npu fodaBjeHuu B Kiaacrep Master y3Ja
B cinydae ycraHoBku koMroHeHTa JDS Ha oaMH M3 y370B KjacTepa MOXET BO3HUKATh

omunOKa n00aBieHus B Kiactep Master y3na.

KoMmoHeHT BBIBEZIET OHO U3 COOOIIIEHUH:

Oumbka OpM HNOIOKJINUEHMM CIOMCKa Yy3JI0B KjacTepa: 57P01:
terminating connection due to administrator

Ommbka npM NOOKJIIOUEHUM CHMCKa Y3JIOB KJjacTepa: An exception has
been raised that is likely due to transient

Jlnist ycTpaHeHus OIMOKH HEOOXOIMMO BHECTH U3MEHEHUS B CTPOKY:

"DefaultConnection": "User Id=jds; Password=P@assword;
Server=localhost; Database=jdsdb; Port=5432"

KOH(UTypamoHHoro Qaiina Appsettings.json komnonenta JDS 3naueHue:

Pooling=false;

[Tociie gero cTpoka OyJIeT UMETh CIIETYFOIIHA BUI:

"DefaultConnection": "User Id=jds; Password=P@assword;
Server=localhost; Database=jdsdb; Port=5432; Pooling=false;"

CoxpaHuTh U3MEHEHU B (haiisie v BBIIOIHUTD NIEPe3arpy3Ky CIIy>kKObl BeO-cepBepa.
Taxoke ommOKka MOXKET BO3HUKATh U TP BBHITOTHEHUH (DyHKITUHN «switchover.

15.12. OmmoKa npu coO37aHUN KAHAJIA COOBITHIA
Ommbka co3maHus KaHama COOBITHH BO3HMKAET MPH HWACHTUYHBIX IapamMeTpax C paHee

CO3JaHHBIM KaHAJIOM COOBITHIA.

KoMmoHeHT BhIBEET ciienyrollee CoOOIeHUE:

Oumbka OpM CO3IaHUM KaHaja CcoOmTuM: An error occurred while
saving the entity changes. See the inner exception for details.

Jlnist yeTpaHeHus: OmuOKN TpebyeTcst U3MEHUTh TapaMeTphl KaHaja COOBITHIA.

‘ Ne u3MeHeHUS: ‘ HO)_'[HI/ICI: OTB. JIMIIA: ‘ I[aTa BHCCCHHA U3M:
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15.13. ly6impoBanue coo01eHN PU pacchbliKe YBeAOMJICHHUI

OmrbKka BO3HUKAET MMPH HEKOPPEKTHOW HACTPOWKE KIIMEHTa CHHXPOHHU3AINY BPEMEHH.

Ommbxka ycrpansercs Ha ypoBHe OC KOMaHIaMH:

sudo
sudo
sudo
sudo

apt purge ntp

apt purge chrony

timedatectl set-ntp true
systemctl start systemd-timesyncd

15.14. Pe3epBHOe KOIMpOBaHUe

[Tpu ommbke cozmanust pe3epBHON KOMHMH TPEOYETCs BBIMOIHNATD CIEAYIOUINE ICHCTBUS:

—  yaamuth CYB/I u3 paznena «Jlanmamadry;

—  nostopHo noaxmounts CYB/I B pazaen «Jlanmmadry;

—  ynaanuTh B postgresql.conf mocneaHre KOMaHIbI apXUBAIUU

— IIPOBEPUTH IIpaBa Ha qupekTopus 63kana or ROOT st yueTku postgres

—  YjanuTh apXUBHBIE KONIMU U3 JUPEKTOPUU

—  YJaIuTh NpeKHEee XpaHUIUILE

—  Hacrpours O3kan

— Co3natb XpaHUIUIIE

—  Ilepen monHOM apxuBanuen nepes3arpyska

— Beimommaute FULL ARH

Ne u3MeHeHUS: HOI{HI/ICB OTB. JIMIIA: ‘ I[aTa BHCCCHHA U3M:
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NPUJIOKEHHUE 1

l'[epequL «KmaccoB coObITHII» HCIIOJBb3YEMBIX B IIOApa3aejae «HO)IHI/ICKI/I»

Tabnuna I1.1.1 — [Tepedens «KiaccoB coOBITHIN

sql_state code HaumenoBaHnue

Class 00 — Successful Completion

00000 successful completion
Class 01 — Warning
01000 warning
0100C dynamic_result sets_returned
01008 implicit_zero bit padding
01003 null value eliminated in_set function
01007 privilege not granted
01006 privilege not revoked
01004 string_data_right truncation
01P01 deprecated_feature
Class 02 — No Data (this is also a warning class per the SQL standard)
02000 no_data
02001 no_additional dynamic result sets returned
Class 03 — SQL Statement Not Yet Complete
03000 sql_statement not yet complete
Class 08 — Connection Exception
08000 connection_exception
08003 connection_does_not_exist
08006 connection_failure
08001 sqlclient unable to establish sqlconnection
08004 sqlserver rejected establishment of sqlconnection
08007 transaction_resolution_unknown
08P01 protocol_violation
Class 09 — Triggered Action Exception
09000 triggered_action_exception
Class 0A — Feature Not Supported
0A000 feature not_supported
Class 0B — Invalid Transaction Initiation
0B000 invalid_transaction_initiation

Class OF — Locator Exception

Ne u3MeHeHUS: HOZ{HI/ICL OTB. JIMIIA: ‘ I[aTa BHCCCHHA U3M:
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sql_state code

HaumenoBanue

0F000 locator _exception
0F001 invalid_locator_specification

Class OL — Invalid Grantor
0L000 invalid_grantor
OLPO1 invalid_grant operation

Class 0P — Invalid Role Specification
0P000 invalid_role specification
Class 0Z — Diagnostics Exception

02000 diagnostics exception
02002 stacked diagnostics_accessed without active handler

Class 20 — Case Not Found
20000 case not found

Class 21 — Cardinality Violation

21000 cardinality _violation

Class 22 — Data Exception
22000 data_exception
2202E array_subscript_error
22021 character_not_in_repertoire
22008 datetime field overflow
22012 division by zero
22005 error_in_assignment
2200B escape_character_conflict
22022 indicator overflow
22015 interval field overflow
2201E invalid_argument_for logarithm
22014 invalid_argument for ntile function
22016 invalid_argument for nth value function
2201F invalid_argument for power function
2201G invalid_argument for width bucket function
22018 invalid_character value for cast
22007 invalid_datetime format
22019 invalid escape character
2200D invalid escape octet
22025 invalid escape sequence
22P06 nonstandard use of escape character
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22010 invalid_indicator_parameter value
22023 invalid_parameter_value

22013 invalid preceding or following size
2201B invalid_regular_expression

2201W invalid row_count in_limit_clause
2201X invalid row count in result offset clause
2202H invalid_tablesample argument
2202G invalid_tablesample repeat

22009 invalid_time zone displacement value
2200C invalid use of escape character
2200G most_specific_type mismatch

22004 null value not allowed

22002 null value no_indicator parameter
22003 numeric_value out of range

2200H sequence_generator_limit_exceeded
22026 string_data_length mismatch

22001 string_data_right truncation

22011 substring_error

22027 trim_error

22024 unterminated c_string

2200F zero_length character_string

22P01 floating_point_exception

22P02 invalid_text representation

22P03 invalid_binary representation

22P04 bad copy file format

22P05 untranslatable character

2200L not an xml document

2200M invalid xml document

2200N invalid xml content

2200S invalid xml comment

2200T invalid xml processing_instruction
22030 duplicate json object key value
22031 invalid_argument for sql json datetime function
22032 invalid_json_text

22033 invalid sql json subscript
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22034 more_than_one sql json_item
22035 no_sql json_item
22036 non_numeric_sql json_item
22037 non_unique keys in a json_ object
22038 singleton_sql_json_item required
22039 sql_json_array not found
2203A sql_json member not found
2203B sql_json number not found
2203C sql_json object not found
2203D too_many json array_elements
2203E too_many json object members
2203F sql_json scalar required
2203G sql_json_item cannot be cast to target type
Class 23 — Integrity Constraint Violation
23000 integrity constraint_violation
23001 restrict_violation
23502 not_null violation
23503 foreign_key violation
23505 unique_violation
23514 check violation
23P01 exclusion_violation
Class 24 — Invalid Cursor State
24000 invalid_cursor_state
Class 25 — Invalid Transaction State
25000 invalid_transaction_state
25001 active_sql_transaction
25002 branch_transaction_already active
25008 held cursor_requires_same_isolation_level
25003 inappropriate_access_mode for branch transaction
25004 inappropriate_isolation_level for branch transaction
25005 no_active sql_transaction_for branch_transaction
25006 read_only sql transaction
25007 schema_and data_statement mixing not supported
25P01 no_active sql_transaction
25P02 in_failed sql transaction
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25P03 idle_in_transaction_session_timeout
Class 26 — Invalid SQL Statement Name
26000 invalid_sql_statement name
Class 27 — Triggered Data Change Violation
27000 triggered _data_change violation
Class 28 — Invalid Authorization Specification
28000 invalid_authorization_specification
28P01 invalid password
Class 2B — Dependent Privilege Descriptors Still Exist
2B000 dependent privilege descriptors_still exist
2BP01 dependent objects_still exist
Class 2D — Invalid Transaction Termination
2D000 invalid_transaction_termination
Class 2F — SQL Routine Exception
2F000 sql_routine exception
2F005 function_executed no_return_statement
2F002 modifying_sql data not permitted
2F003 prohibited sql_statement attempted
2F004 reading_sql_data not permitted
Class 34 — Invalid Cursor Name
34000 invalid_cursor_name
Class 38 — External Routine Exception
38000 external _routine exception
38001 containing_sql_not_permitted
38002 modifying_sql data not permitted
38003 prohibited sql_statement attempted
38004 reading_sql_data not permitted
Class 39 — External Routine Invocation Exception
39000 external _routine invocation_exception
39001 invalid_sqlstate returned
39004 null value not allowed
39P01 trigger protocol_violated
39P02 srf_protocol violated
39P03 event_trigger protocol violated

Class 3B — Savepoint Exception
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3B000 savepoint_exception
3B001 invalid_savepoint_specification

Class 3D — Invalid Catalog Name

3D000 invalid_catalog name

Class 3F — Invalid Schema Name

3F000 invalid_schema name

Class 40 — Transaction Rollback

40000 transaction_rollback
40002 transaction_integrity constraint_violation
40001 serialization_failure
40003 statement_completion_unknown
40P01 deadlock detected
Class 42 — Syntax Error or Access Rule Violation
42000 syntax_error_or_access_rule violation
42601 syntax_error
42501 insufficient privilege
42846 cannot_coerce
42803 grouping_error
42P20 windowing_error
42P19 invalid recursion
42830 invalid_foreign key
42602 invalid name
42622 name_too_long
42939 reserved name
42804 datatype mismatch
42P18 indeterminate datatype
42P21 collation_mismatch
42P22 indeterminate collation
42809 wrong_object _type
428C9 generated always
42703 undefined column
42883 undefined function
42P01 undefined table
42P02 undefined parameter
42704 undefined object
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42701 duplicate column
42P03 duplicate cursor
42P04 duplicate database
42723 duplicate function
42P05 duplicate prepared statement
42P06 duplicate_schema
42P07 duplicate table
42712 duplicate alias
42710 duplicate object
42702 ambiguous_column
42725 ambiguous_function
42P08 ambiguous_parameter
42P09 ambiguous_alias
42P10 invalid_column_reference
42611 invalid_column_definition
42P11 invalid_cursor_definition
42P12 invalid_database definition
42P13 invalid_function_definition
42P14 invalid_prepared_statement definition
42P15 invalid_schema_definition
42P16 invalid_table definition
42P17 invalid_object_definition
Class 44 — WITH CHECK OPTION Violation
44000 with_check option_violation
Class 53 — Insufficient Resources
53000 insufficient resources
53100 disk_full
53200 out_of memory
53300 too_many_connections
53400 configuration_limit_exceeded
Class 54 — Program Limit Exceeded
54000 program_limit_exceeded
54001 statement_too_complex
54011 too_many columns
54023 too_many arguments
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Class 55 — Object Not In Prerequisite State

55000 object not_in_prerequisite_state
55006 object_in use
55P02 cant_change runtime param
55P03 lock not_available
55P04 unsafe new_enum_value usage
Class 57 — Operator Intervention
57000 operator_intervention
57014 query_canceled
57P01 admin_shutdown
57P02 crash_shutdown
57P03 cannot_connect now
57P04 database dropped
57P05 idle_session_timeout
Class 58 — System Error (errors external to PostgreSQL itself)
58000 system_error
58030 io_error
58P01 undefined file
58P02 duplicate file
Class 72 — Snapshot Failure
72000 snapshot too old
Class FO — Configuration File Error
F0000 config_file error
F0001 lock file exists
Class HV — Foreign Data Wrapper Error (SQL/MED)
HV000 fdw_error
HV005 fdw_column_name not found
HV002 fdw_dynamic parameter value needed
HV010 fdw_function sequence error
HV021 fdw_inconsistent_descriptor_information
HV024 fdw_invalid attribute value
HV007 fdw_invalid column_name
HV008 fdw_invalid column_number
HV004 fdw_invalid data_type
HV006 fdw invalid data type descriptors
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HV091 fdw_invalid descriptor_field identifier
HV00B fdw_invalid handle

HV00C fdw_invalid option index

HVO00D fdw_invalid_option_name

HV090 fdw_invalid_string length or buffer length
HVO00A fdw_invalid_string_format

HV009 fdw_invalid use of null pointer

HVO014 fdw_too_many handles

HV001 fdw_out_of memory

HVO00P fdw no_schemas

HV00J fdw_option name not found

HVO00K fdw reply handle

HV00Q fdw_schema not found

HVOOR fdw table not found

HVOOL fdw unable to create execution
HVOOM fdw unable to create reply

HVOON fdw_unable to establish connection

Class PO — PL/pgSQL Error

P0000 plpgsql_error

P0001 raise_exception

P0002 no_data_found

P0003 too_many rows

P0004 assert_failure

Class XX — Internal Error

XX000 internal _error

XX001 data_corrupted

XX002 index corrupted
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TEPMMHBI U OINIPEJIEJTEHUSA
HeneBas CYB/l — CYB/] sBnsitomasics eJIbi0 MOHUTOPUHTA.

[Ipy  wcnonpb30BaHMM  KOMIIOHEHTA  IOJIb30BATEILCKOTO  BeO-uHTEpdeiica  ms
aIMUHHACTPATOPOB «Jatoba data safe», KOMIIOHEHT BEAET MOHUTOPHHT, OOCITY)KHBAHUE U TIPOUHE
nevictBus otaenbHo yeraHoBieHHBIX CYB/I «Jatobay. Takue CYB/] mis kommonenTa «Jatoba data

safe» ABIISIOTCS OCICBBIMMU.

Cayxeonass CYBJl — CVYBJl, obGcnmyxuBaromasi koMmroHeHT «Jatoba data safe», u

BBITIOJTHSIOMIAS CITY)KeOHbIE (DYHKITUN

®daazxkok (ot anri. check box) — aeMeHT rpaguuecKoro MoIb30BaTEIHCKOTO HHTEp(dEiica,

HO3BO)’I$[IOH_II/II71 MMOJIL30BATCIIIO YIPABJIATH IMapaMETPOM € IBYMA COCTOAHUSAMMU.

BexkanupoBanue — pe3epBHOe KommpoBaHue (aHri. backup copy) — mporecc co3naHus
KONUU JIAHHBIX HAa HOCHUTENEe (KECTKOM JHCKEe, TUCKEeTe W T. 1.), NMPEAHA3HAYCHHOM JIJIs
BOCCTAHOBJICHHS JJAHHBIX B OPUTHMHAIILHOM WJIM HOBOM MECTE HMX DPACIIONOXKEHHUS B CIIydae HX

IIOBPEXKACHUS WU PA3PYLLCHHUS.

MannuHr — MannuHr, MannupoBaHWE (AaHMVI. mapping) — B HOPOTPaAMMHPOBAHHUU

OMpCACIICHUC COOTBCTCTBHUA JAHHBIX MCIKAY IMOCICAOBATCIIbHOCTAMMA 3JICMCHTOB.

Instants — npou3BoaHAas OT cioBa WHCTAWIAUsA (aHTi. install). B xoHTeKcTe MOKyMeHTa
MoJi JaHHBIM TEPMUHOM TOJPAa3yMEBACTCS YCTAHOBICHHBIM HAa OTICIBHOM (DU3MYECKOM HITU

BUpTyalibHOM cepBepe 3k3eMIuisip CYB/] «Jatobay.

IInkTorpamma — 3Ha4OK, 3JIEMEHT rpaduyeckoro naTepdeiica moap30BaTesNs; HeOoIbIIoe
n300pakeHUe Ha MOHHUTOpE, CIyXamee UId WACHTU(UKAIUU HEKOTOporo oObekTa: (aiina,
nporpaMMmbl U T. 1. BbIOOp M akTUBM3aLMsl MUKTOTPAMMBI BBI3BIBAET NICHCTBHUE, CBSI3aHHOE C

BBIOPAHHBIM OOBEKTOM.

Extension — pacmmpennie B CYB/] - 3To cOBOKYNHOCTb HECKONBKUX SQL 00BEKTOB (THUIIBI
JAHHBIX, (PYHKIHHU, ONEPATOpPbl), OObEIMHEHHBIX B BHUJIE CKPUNTA, JUHAMUYECKH 3arpyxaemas
Oubnuoreka (ecnu oHa HEOOXOAWMA) M YHPABISIOMUEI (ail, B KOTOPOM YKa3bIBaeTCS HMS

CKpHIITA, IIyTh K OMOIMOTEKE, BEPCUS 10 YMOIYAHUIO U TPOYUE OIILIUH.

Cuanmor (anrit. Snapshots) — CHUMOK COCTOSIHUSI OOBEKTa.
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CoorBercTBHe rpynn (mapping) — COBOKYNHOCTb [1apaMETPOB, OINMCHIBAIOLUIUX KaKHe

ydaeTHbIe 3anucu AD OyayT cuHXpOoHU3MpOBaHbI ¢ yaeTHbIMU 3anucsimu CYB/I.

SMTP (Simple Mail Transfer Protocol) — mpoTokon, HWCHONB3yeMBbId IS TEepeaadn

3JIEKTPOHHOM MOYTBHI.

ZULIP — BeG-cepBuc s oOMeHa COOOIICHUSMU W OpraHW3aluu OO0CYXIEHUH C

HUCIOJIb30BAHUEM TEXHOJIOTUHM real-time.

[epBuunas wuaeHTUUKAUMA - JEHCTBUS 1O (HOPMUPOBAHUIO M PETHCTPAINH
uHpopMaIu 0 CyOBEKTe MOCTyma WM OOBEKTE IOCTyMa, a TAaKKe JACHCTBUS IO MPUCBOCHUIO
UACHTU(UKATOPA TOCTYyMA CyObEKTY IOCTYyTA M OOBEKTY JOCTYIIA M €T0 PETHCTPAINH B IEPEUHE

npucBoeHHbIX naeHTudukaropos goctymna. ([OCT P 58833-2020, mynkr 3.41)
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HNEPEYEHb COKPAIIIEHUI

Application programming interface
HyperText Transfer Protocol

HyperText Transfer Protocol Secure
Internet Information Services

Internet Protocol

International Organization for Standardization
Lightweight Directory Access Protocol
Structured Query Language

Transmission Control Protocol

User Datagram Protocol

User Identifier

Process ID. Unentudukarop nporecca
ABTOMAaTH3UPOBAHHOE pabodee MECTO
baza maHHbIX

HNudopmanronHas 6€30MacHOCTb
OmnepaTUBHOE 3aIIOMHHAIONIEE YCTPOHCTBO
OnepannoHHas cucrtema

Perucrpanus coObiTuii 6€30macHOCTH
Cucrema MeHeKMEHTa HH(POPMAIIMOHHON 0e301macHOCTH
CucreMa ynpaBiieHus: 6a3aMu JaHHBIX
VYipasieHue 10CTyIIOM

denepanpHast Ciry>k0a 0 TEXHHYECKOMY U SKCITIOPTHOMY KOHTpoJTt0 Poccun

QHGKTpOHHO—BBI‘H/ICJII/ITCJIBHa)I MalllMHa
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JIucr perucrpanuu u3sMeHeHU N

Howmepa muctoB (cTpanun)

3m.
U3MEHE

HHBIX

3aMCHC
HHBIX

HOBBIX

Bcero
JIUCTOB
TPAHHU
aHHYIIHP (cTpanmm)
B
OBAHHBIX
JTOKYMEHTE

Howmep
JOKYMEHTa

Bxongsmuit
HOMEp
COITPOBOJUTE
JILHOTO
JOKYMEHTa U
JaTa

IToamuce

Hara
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